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ABSTRACT

Vaca, Francisco D. MS, Purdue University, May 2019. An Ensemble Learning Based
Multi-level Network Intrusion Detection System for Wi-Fi Dominant Networks. Ma-
jor Professor: Quamar Niyaz.

Today, networks contribute significantly to everyone’s life. The enormous useful-
ness of networks for various services and data storage motivates adversaries to launch
attacks on them. Network Intrusion Detection Systems (NIDSs) are used as security
measure inside the organizational networks to identify any intrusions and generate
alerts for them. The idea of deploying an NIDS is quite known and has been studied
and adopted in both academia and industry. However, most of the NIDS literature
have emphasized to detect the attacks that originate externally in a wired network
infrastructure. In addition, Wi-Fi and wired networks are treated the same for the
NIDSs. The open infrastructure in Wi-Fi network makes it different from the wired
network. Several internal attacks that could happen in a Wi-Fi network are not pos-
sible in a wired network. The NIDSs developed using traditional approaches may fail
to identify these internal attacks.

The thesis work attempts to develop a Multi-Level Network Intrusion Detection
System (ML-NIDS) for Wi-Fi dominant networks that can detect internal attacks
specific to Wi-Fi networks as well as the generic network attacks that are independent
of network infrastructure. In Wi-Fi dominant networks, Wi-Fi devices (stations) are
prevalent at the edge of campus and enterprise networks and integrated with the
fixed wired infrastructure at the access. The implementation is proposed for Wi-Fi
dominant networks; nevertheless, it aims to work for the wired network as well. We
develop the ML-NIDS using an ensemble learning method that combines several weak

learners to create a strong learner.



1. INTRODUCTION

When discussing modern technology, the subject dominating conversations is the
Internet and its continual progress. More specifically, how easy it has become to
obtain access to it. This is the reason why the number of the Internet users has spiked
up. Moreover, the Internet applications in various industries have increased as well
providing a wider range of services. As a result, considerable amount of information
are to the disposition of the users. Nevertheless, this information is available as well

to the skilled network adversaries.

1.1 Background and Motivation

The 2018 Global Digital suite has reported that the number of the Internet users
has reached 4 billion as shown in Figure 1.1 [1]. It is also revealed that only in
2017, the total number of people having interaction with the Internet for the first
time was a quarter of a billion with Africa being the location with fastest growing
pace by increasing 20% each year. The same source explains that the contribution
to this accelerated number of people accessing the Internet can be attributed to the
facilities now at the disposition to a large number of customers in relation to more
affordable devices and mobile data plans. Another impressive statistic shared in this
report is that more than 200 million acquired their first mobile device only in the
course of the year 2017, and that now two-thirds of the inhabitants of the world have
a mobile phone. From all these devices owned by two-thirds of inhabitants of the
world, around half of them are considered smart, which only means they have access
to content provided by the Internet.

Another factor that contributes to the increase of the Internet usage is the growth

of social media. This multiplication of social media users can be appreciated by the
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Fig. 1.1. Internet and Social Media Accessibility Statistics [1]

revealed number of new users using the top platform in each country, which is reported
1 million. An important point made in this report is that the Internet accessibility
is not the only thing increasing, but the time spend on it has spiked up in the past
couple of years showing that the average time that a regular Internet user spends on it
is about 6 hours per day. However, there is another technology that plays a principal
role in facilitating Internet connectivity. The technology that has demonstrated to be
a slingshot for spreading Internet in terms of availability is wireless Internet access.
Linksys described in a report that how directly the Internet accessibility is related
with wireless network availability [2]; for example, the average number of devices
connected to the Internet at homes is 8, with 84% of users simultaneously performing
video and music streaming, online gaming, to mention a few of these activities requir-
ing Internet connection. Furthermore, among the many wireless technologies, it is
interesting to see how fast Wi-Fi has spread either for personal or enterprise use. In

the last few years, it has been impressive the pace at which the demands of users have



been efficiently satisfied and even surpassed expectations in regards of communica-
tion, more specifically data transmission. It is critical for researchers to focus in the
development of a mechanism to enforce protection against the ever-evolving network
threats. Countless ongoing efforts address this issue and researchers speed up their
pace to ensure protection in data transmission; however, it is imperative to acknowl-
edge that on the other side of the subject, intruders constantly discover weaknesses
in the complex structure of the currently most popular means of communication, the
Internet.

As technology takes colossal steps in making available efficient connections for
data transmission, it is necessary to emulate the same progress in improving the
safety of this data, which gradually gains more and more value. Users are coming
to the understanding of the importance of data. This understanding is obtained as
users realize that there are so many processes that generate great amounts of data.
Some process may handle data that seems useless, but some process manipulate
highly sensitive data that is very appealing for attackers to obtain illegally. It is
important to raise awareness of how much data is being created to understand well
how valuable it is. Bernard Marr, a Forbes editor, wrote about the startling statistics
regarding generation of data [3]. He stated the fact that the rate of data creation
is 2.5 quintillion bytes per day, and the pace is continuing to accelerate, particularly
with the advancements of the Internet of things (IoT). What concerns those who are
aware of the value that data is gaining is that from all the data available, 90% of it
was generated in the last two years. It is safe to assume that if the amount of existing
data in general is increasing abruptly, the amount of sensitive data is increasing as
well, therefore creating the need to increase the level of security to maintain it safe.

Social media plays an important role as well with videos, pictures, posts, com-
ments, account creation, chats among many other sources of data being uploaded,
posted or shared by the hundreds of millions by well known social network sites such
as Twitter, Facebook, and Instagram. Every minute 16 million text messages, 156

million emails, 15,000 GIFs are sent through Facebook Messenger, 103,447,520 spam



emails, and 152,200 calls on Skype are generated. It is frightening to think that so

much data, which certainly includes sensitive data, is available and stored somewhere.

1.2 The Internet Stack

To demonstrate the risks involved on blindly putting our trust in modern data
transmission and management, it needs to be exposed the Internet protocol stack,
which depicts the layers that describe the phases through which the data traverses
between the communicating parties. Each of these layers fulfills its own purpose and

integrates with the others to provide the data transmission service. In Figure 1.2, each
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Fig. 1.2. A depiction of the 5 layers of the Internet Stack described by [4]

layer could be explored as its own world; nevertheless, the purpose of this work is to
expose their main role in the process of exchanging information, their characteristics,
and the weaknesses that are commonly targeted by attackers. At the highest level
of the stack, Application layer which interacts directly with the users and programs.
Right below appears the Transport layer that offers services to network applications.
Network layer, which makes possible communication between networks by facilitating
network addressing and routing. Data Link layer, which is responsible of data trans-
mission between devices belonging to the same network. Finally, Physical layer that

refers to the actual hardware employed for the transmission. Knowing the function-



ality of these layers helps us understand that network attacks performed in different
layers should be studied in a different fashion. In this initial stage of development
of the NIDS, we set the focus to the Transport, Network, and Link layers. Studying
thoroughly these layers helps us become more familiar with scenarios in which cyber-
attackers exploit weaknesses. More specifically, it has been determined what classes

of attacks involving breaching in the mentioned layers will be part of the study.

1.3 Classes of Network Attacks

Starting with flooding attacks, where the objective is usually to generate a denial
of service effect on the victim. Flooding attacks overwhelm the communication ser-
vice with the presence of a considerable amount of traffic, which most of the times
results in the collapse of an already established communication between client and
server. Another network attack taken into account is impersonation attack. Here, the
intruder’s ultimate goal is to falsify the identity of a trusted entity to obtain sensitive
data. The third and last attack to be considered in the analysis of network attacks
in this research is injection attack. This class of attack attempts to introduce mali-
ciously input to a particular network, machine, or program. This action can result
in several consequences ranging from denial of service to data theft [5]. Providing
details regarding these attacks, their mechanism, and how they relate to the charac-
teristics of the link layer in wireless networks is key in the discovery of an effective
implementation of an IDS. An enlightening research work in regards of Wi-Fi network
attacks makes available a public dataset that was created with the special purpose of
the analysis of IDSs. This dataset is called the AWID dataset [6]. The background
research made as part of the generation of this dataset provided basic network attack
information as well as specifications for types and classes of attacks, which are very

popular among network attackers.



1.4 Machine Learning in Network Security

After an overview of how the network attacks were performed and the data was
collected, it presented the approach taken to develop the intrusion detection system,
which is Machine Learning (ML). Nowadays, ML has become a very popular tech-
nology used in several fields including the information technology. Modern research
has leaned toward this technology and has demonstrated that it is one of the most
effective approaches to develop a model that can be trained to scan network traffic
and detect if a network attack is being held. Even though, this technology appears
to be emerging, research continues to evolve rapidly and makes available more effi-
cient techniques. In recent years, it has become very popular the design of learning
model in an ensemble fashion as the combination of several ML models causes every
model to help each other in correcting weakness; therefore, the ensemble model will
present an improved performance in comparison to the performance of each model
considered alone. The outcome of including ensemble learning in the field of network
security represents a great benefit since the ability to more accurately distinguish
between normal and malicious traffic can prevent the compromise of sensitive data
by its unauthorized use, misuse, or abuse [7] in any instance where the situation may
happens.

It is critical as well to highlight that the technology of ML provides precise way
in which the effectiveness of a model can be measured. Most ML packages normally
provide accuracy, which considered in classifying if the network traffic is in normal
state or an attack is present, becomes of great importance. Nevertheless, several
other metrics can present deeper information in relation to how effectively the model
is detecting intruders. For example, logarithmic cost, F1 score, mean absolute error,
or mean squared error among many others. This metrics are as important as accuracy
and in some cases probably even more, especially when the samples of one class are
imbalanced compared to the samples of the other class [8]. This is exactly the case

of data describing a network attack. In a realistic network, it is very unlikely that an



attack is being held, so if a network is monitored for a certain amount of time, the
time frame of the network operating in a normal state is extremely larger than the
time frame of the network while it was victim of a network attack. Therefore, if an
IDS classifies all network traffic as normal traffic, it will obtain an accuracy very high
because the very few instances where it classified the network behavior incorrectly
were attacks. This result is clearly misleading and strongly suggests that in the case
of IDS development, there needs to be included as much precision metrics as possible.
The mentioned dataset demonstrates what has just been discussed, presenting large
number of records where the total number of packets during normal network behavior
surpasses considerably to the number of total packets when an attack was ongoing.
During last year, considering up to the 10 most disrupting events regarding cy-
berattacks, they resulted in compromising of 5 million records with sensitive credit
information in the mildest of these events up to breaching of 1 billion records in the
worst case [9]. It can be stated that organizational data breaches generate a greater
concern about the safety of personal data. The study of a wireless network that simu-
lates more the set up a personal network does not restrict the findings to benefit these
type of networks, and even though security levels may vary from a personal wireless
network to an organizational one, the principles followed to compromise a network are
the same. However, network communication is not just of one type in an organization
as they are traditionally in a personal network. Therefore, it is o greater benefit to
study the development of an IDS that is capable of scan the behavior of a network
with a structure that combines wired as well as wireless networks. Even though the
data, which was previously exposed, is comprehensive and provides a considerable
amount of data to develop an effective model, but it lacks the combination of differ-
ent types of networks that as mentioned before are more common in organization.
An experimental set up that includes these requirements is necessary to simulate the
performance of an IDS against network threats presents in this network architecture.
The result of the combination of these two different type of networks is motivation

for the development of an IDS that is capable of scanning and analyzing not only



wireless traffic, but Ethernet traffic as well. The inclusion of wired networks allow
this research to include attacks in this type of networks. Wireless packets provide
very useful information in their headers pertaining to the link layer, which is one
of the layers said to be focused on. Moreover, there is also a demonstration of how
much information, probably more that it is needed, is present in packets at the link
layer in the AWID dataset previously exposed. This dataset contains 155 different
characteristics, called attributes, that can be displayed for each Wi-Fi frame. So far,
it has been referring to the unit of measure for network traffic as frame for wireless
connection. A different way of analyzing the traffic for the layers above Link layer
is employed. A unit flow is used, which is a condensed structure that describes the
characteristics of a network traffic in aggregation. Attacks against a wired network in
the link layer are not as common as attacks to the higher layers where several varieties
of techniques designed to create breaches. Therefore, an expected characteristic of an
IDS that analyzes wired traffic is that it should detect only high-layer layer attacks.
Also, it is necessary to take into account that wireless networks can be victims of the
same type of attacks for the higher layers; nevertheless, wireless traffic is very well
known to be the target of link layer attacks as this network is open to all devices within
range. For this reason another component in the section of intrusion detection that
should exist in the IDS is the capability of analyzing Wi-Fi frames and performing
the respective data processing to detect either in a wired network attacks or wireless
attacks. Moreover, there should be another component that focuses its analysis on
link layer attack, and performs its analysis and attack detection on wireless frames.
Network attacks that are performed either in wired or wireless environment are
commonly studied from a perspective that is leaned towards the type of attack,
whether it is flooding, impersonation, or injection type; or more focused on the struc-
ture of the network, whether it is a home network set up, or enterprise network set up;
or it can stress more the Internet layer which the intruder it aiming at, whether the
network layer or link layer as discussed in the preceding paragraph. All these perspec-

tives are critical for a comprehensive study of cybersecurity, but this work proposes



the consideration of all the mentioned factors from the standpoint of subjects that
already are members of the network and exploit this privilege to trespass security
barriers. This particular scenario is referred to as internal network attacks, and it is
considered the most preferred scenario for network intruders to put into practice their
malicious techniques. A study has demonstrated that at enterprise level, 74 percent
of security incidents were as a result of extended enterprise. From this 74 percent,
42 percent represent actual inadvertent employees. The total 74 percent is reached
considering, besides employees, customers, and suppliers, entities that are know to
the company. The remaining 26 percent is attributed to parties unknown to the orga-
nization [10]. Insider attacks is not a modern issue. Another study makes reference to
a survey made to security personnel member of US corporations and agencies, where
insider incidents were cites 59 percent of times [11].

One of the most shocking events exposing the catastrophic outcomes of insider
attacks was portrayed in the account that relates the exposure of sensitive information
in a data breach occurred at Nuance Health care in 2017. Personal health information
for 45,000 patients were stolen in the incident. After the Federal investigation, it
was found that a former Nuance employee had been the principal responsible of the
trespass [12]. Even though this organization attack instance is not an exact duplicate
of the experiment studied in this work, it was exposed because it displays an outcome
that well could have been achieved from an employee who possesses the privilege
of being already connected to the communications network, which such case would
be a very close scenario to the one mainly studied in this research. It can clearly
be noted that the real case is not far from our proposed experiment. It has to be
acknowledged that incidents, not as serious, that do emulate our experiment can
be spotted. However, this example presents in a very clear manner the gravity of
the harm that can result as a consequence from insider attacks, and reminds to the
research community that it is imperative to start multiplying the efforts in providing
safer data management systems capable of protecting data even from those who have

special privileges in a system, such as being an employee of a particular organization.
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1.5 Thesis Outline

The Thesis report is organized in the following manner:

e In Chapter 1, we discussed the motivation of this study. We also covered key

concepts considered to present the proposed solution.

e In Chapter 2, we provide literature survey for several works that presented com-
parable solutions to the same problem exposed in this work, detecting network

intrusions.

e Chapter 3 introduces the first stage of this study, where an NIDS is designed

and implemented that focuses on Wi-Fi network attacks.

e In Chapter 4, we discuss the architecture of an ensemble learning based multi-

level network intrusion detection system along with its evaluation.

e Chapter 5 concludes the thesis and provides an insight for future work.
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2. LITERATURE SURVEY

In this chapter, we briefly review the literature for the existing work, where re-
searchers present the design and implementation of network intrusion detection sys-

tems (NIDS).

2.1 Wi-Fi Focused Research

Starting with Kolias et al. [6], who extensively studied the attacks against Wi-Fi
networks and categorized them. The contribution that proves to be the highlight of
this research is introduction of the Aegean Wi-Fi Intrusion Detection (AWID)
dataset. In addition, this work also included the processing and analysis of the
dataset. The dataset was fed into several machine learning algorithms. There are
several characteristics that made this work to stand out from similar research made
in the field. The authors provided a wide overview of attacks being performed in
the 802.11 standard in general. They constructed the dataset with well supported
assumptions, which is what makes this work recognized. This work also excelled
at exposing a complete analysis of normal 802.11 network traffic containing normal
network traffic behavior and behavior that describes a network attack. For the study
of Wi-Fi intrusion detection systems, this dataset became a pillar, providing a format
that is easy to distribute. and very high quality content as it is composed of real traces.
The authors achieved the best accuracy using the J48 algorithm. They reported
96.20% detection rate with all the features in the dataset and 96.26% with 20 features.

Alotaibi et al. [13] attempted to improve the accuracy by applying the majority
voting technique in which several machine learning algorithms were used with the
AWID dataset and then voting was performed on their results for the final predic-

tion. Another singularity proposed in this work is the use of a technique based on the
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ensemble method of Extra Trees, which not only improves performance, but was used
for feature selection as well. The proposed solution was based on the combination of
several machine-learning algorithms to learn patterns for different network behaviors.
The initial procedure where patterns are constructed is called offline stage. It was
then followed by the online stage, where the classification of network attacks actu-
ally occurs. Before the intrusion detection, a filtering process was placed where all
unnecessary features were disposed to only leave those that contribute to the classifi-
cation. This work used the similar ensemble algorithms that we use in our work, the
combination of machine-learning algorithms, with a different approach and features.
The participating algorithms used were Bagging, Random Forest, and Extra Trees.
Although these ML algorithms were used for the classification task, the Majority
Voting, the voting technique employed, is what finally determined the classification
output. The authors clearly specified that the voting technique was used particularly
to improve the accuracy. As desired by the authors, it outperformed the result from
Kolias et al. and reported accuracy of 96.32%.

We also found studies that make use of the Deep Learning (DL) approach. In
[14] the author used DL for feature extraction, leaving the classification task to a
Stacked-Auto encoder (SAE) classifier. The author mentioned that it is the first
work considering this approach for IEEE 802.11 networks. The author presented the
implementation of the neural network structure used for this classification problem.
The neural network was composed of several layers. The first 3 layers were placed
in the neural network with the principal purpose of learning what features were the
most useful to determine patterns. These patterns aided in classifying network traf-
fic behavior as an attack. The author used an emerging option to be employed as
the activation function, which is the Rectified Linear Unit (ReLU) function as an
alternative to the traditionally used Sigmoid function for the deep learning models.
This process was performed, as stated, to provide a self learning characteristic to this
classification model only to determine or “learn” the most effective features to be

considered for the actual classification. Later on, the author came to expose the type
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of classifier used for the actual anomaly detection, which is the Softmax Regression,
a classifier capable of handling multi-class classification. An accuracy of 98.66% ob-
tained after the mentioned techniques were applied, however information in relation
to data preparation was very limited.

In the AWID dataset, many features have missing values for a large fraction of
them. Also, the features found in the dataset are of different types including numeric
values and hexadecimal characters. Therefore, it is essential to preprocess the dataset
before we use it. We noticed that most of the literature did not discuss the data
preparation. In contrast, we report that data preparation in our work in detailed

manner.

2.2 Research Focused on Ensemble Models and Multi-level Intrusion De-

tection

Zaman et al. [15] proposed a more detailed perspective of the analysis of network
traffic for intrusion detection. In this work, the authors focused on the different
layers of the Internet stack. They proposed 4 different solutions that correspond to
attacks analyzed from the perspective of the 4 upper layers in the Internet Stack.
The intrusion detection systems are categorized as follows: Application Layer IDS,
Transport Layer IDS, Network Layer IDS, and Link Layer IDS. The authors claimed
that the results of this approach demonstrate improvement in system performance and
scalability. For the task of feature selection, the authors employed Fuzzy Enhanced
Support Vector Decision Function. As a result, the highest accuracy reported was of
99.84% for the Transport layer IDS, which used Neural Networks for classification.
The best accuracy considering all Layers was of 99.41% using a Neural Network
classifier.

Zainal et al. [16] proposed an approach where classifiers with different learning
paradigms are combined into a single Ensemble model. The paradigms employed

are the following: Linear Genetic Programming, Adaptive Neural Fuzzy Inference
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System, and Random Forest (RF). The objective of the authors is to improve the
accuracy and reduce the false alarm rate in intrusion detection. Two principal steps
were exposed in this work. First, selecting relevant features. Second, developing
an ensemble model composed of classifiers with different learning paradigms. They
demonstrated that the performance of the ensemble model surpassed performance of
the three models used separately for all types of attacks.

Li et al. [17] presented the use of Rough Set Theory and and Quantum Genetic
Algorithm for attribute reduction and as a method of classification. The author
mentioned that attributes from network packets were reduced using the Quantum
Genetic Algorithm. Rough Set Theory was used by them to implement a rough
meta-learning classification strategy. This strategy combined multiple rough learning
methods. After the experiment, the author demonstrated that detection rate was
noticeably improved when Ensemble-Rough Classifiers were used versus the use of
Single-Rough classifiers. Particularly, the detection rate increased from 76.86% to
86.25% for DoS attacks.

Wang et al. [18] proposes the use of ensemble learning by using a Bayesian Net-
work and Random Tree as base classifiers. These algorithms were combined with meta
learning algorithms using “Random Committee”. Then, voting was performed for the
classification task. In this work, authors mentioned that the KDDcup99 dataset was
used. One of the main objectives in this work was tackling the unbalanced nature of
this dataset using ensemble learning. The model is evaluated using receiver operating
characteristic (ROC) curves. For more specific results, the authors computed the area
under the ROC curves (AUC). In the results, it was found that the ensemble model
outperforms the single based models.

In [19] Nenekazi et al., uncovers the issue of researchers not being able to de-
termine the performance of an ensemble based NIDS until after it is implemented.
This work is based on the study of average information gain, which determines per-
formance. This average information gain is associated with the features. Adaboost,

which is the weak classifier in the ensemble, is used to obtain the average information
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gain. The NSL KDD dataset was used, and accuracy was the metric considered to
measure performance in this work. The author demonstrates that average informa-
tion gain lies in the rage of 0.045651 and 0.25615 when accuracy will reach as much

as 90%.
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3. AN ENSEMBLE LEARNING APPROACH FOR WI-FI
NETWORK INTRUSION DETECTION SYSTEM

Wi-Fi (IEEE 802.11) has become the predominant technology in the communication
world. Almost all the places, we find Wi-Fi based Internet connectivity. In this
chapter, we provide an overview of Wi-Fi infrastructure network and the attacks
associated with it. Then, we discuss an ensemble learning based model for Wi-Fi

network intrusion detection system (WNIDS).

3.1 Overview of Wi-Fi infrastructure network

Wi-Fi comprises several standards; however, all of them have some essential char-
acteristics in common such as architecture, medium access protocol, and frame struc-
ture. There are two types of Wi-Fi networks: i) infrastructure and ii) ad hoc. The
main difference between the two architecture is that a central station, access point,
is present in the infrastructure mode, whereas the ad hoc mode is a group of stations
with no access point. Figure 3.1 shows an infrastructure Wi-Fi network architecture.
Wireless devices exchange frames with each other via the access point. The control
and management frames are exchanged between a station and access point only [20].
In this work, we focus on the ML model development of an intrusion detection system
for infrastructure Wi-Fi networks.

Another important aspect relevant to the understanding of how network commu-
nication works in a wireless network is the study of the types of frames and their
function. Infrastructure wireless networks make use of management, control, and

data frames to handle different type of situations [21].
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Fig. 3.1. An IDS integrated with infrastructure Wi-Fi network

3.1.1 Wi-Fi Frames
Management Frames

This type of frame has the responsibility of managing the communication be-
tween the wireless stations and access point. Services that result from the use of
management frames in the network are commonly authentication, association, and

synchronization [21]. Following is the description for a few management type frames:

e Authentication Frame: Authentication is the first process that needs to be
followed by an entity to establish a connection with the network, and it hap-

pens once the client has decided to connect to the access point after receiving
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information through a probe response frame as shown in Figure 3.2. In this
process, the role of authentication frames is to demonstrate a membership sta-
tus in relation to the targeted network. After the authentication identity is
presented, the connection provider, generally the access point, either accepts or
denies permission to be part of the network. In terms of frames, the process is

performed by sending back and forth authentication frames.

De-authentication Frame: The purpose of de-authentication frames is to
terminate a connection that had previously been established between a wireless
station and an access point. The process is simple and depends on one side of
the association. If a de-authentication frame is sent, it must be accepted and

the connection is terminated immediately.

Association Request Frame: The association request frame provides infor-
mation about a network interface card (NIC) requesting connection and infor-
mation about the service set identifier (SSID) of the target network. It helps

the access point to reserve resources for the NIC.

Association Response Frame: It is the response for association request frame
as depicted in Figure 3.2. It is sent by the access point to notify the acceptance
or denial of association to the NIC that sent the request. When accepted, the
NIC can interact with other NICs who are members of the network through the

access point.

Probe Request Frame: This frame is used as a tool by NIC to discover the

access points in the range.

Probe Response Frame: It is the response to the probe request frame and
contains capability information of the access point provided to the client as

shown in Figure 3.2.

Re-association Request Frame: It has a similar purpose as the association

frame in the sense that it desires to establishes an association. However, in
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Fig. 3.2. A depiction of the order in which probe, authentication and
association frames are sent

this case, the NIC was already associated to a network access point, but looses
reception and desires to associate to another access point in the same network.
In this process, synchronization is provided to handle situations such as data
that was scheduled to be transmitted from the previous access point and now

needs to be sent by the new access point.

Re-association Response Frame: Fulfills the same responsibility as the as-
sociation response frame, and determines and notifies the requesting NIC if

association is granted or not.

Dis-association Frame: This frame is used to notify the access point that
it is desired to terminate an association. It is useful for the access point to

reorganize the the resource allocation.
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e Beacon Frame: This frame is used by the access point to advertise its presence.
It provides information regarding the connectivity conditions of the access point

to all the NICs located within the access point range.

Control Frames

Control frames are mainly used to facilitate the actual data exchange. These frames

have the purpose of providing an effective data delivery service [21].

e Request to Send: Request to send (RTS ) frames prevent collisions and belong
the initial process called the two-way handshake, which is required before actual

data is sent.

e Clear to Send: A broadcast frame sent in response to the RTS frame that
indicates the sender to send the frame and instructs other stations back-off from

sending frames for the reserved duration.

e Acknowledgment Frame: The acknowledgment (ACK) frame is used to no-
tify the sender of any errors present in the frame sent. If the frame is clear,
the ACK frame is sent as response. For any frame, if an ACK frame was not

received as response, the frame is retransmitted.

Data Frames

Data frames are used to carry the actual data desired to be transmitted. The infor-
mation contained in these frames is used generally at a higher-level such as web site

content, email content, etc.

3.1.2 Attacks on Wi-Fi

Wi-Fi frames in general fulfill very critical functions. A profound understanding

of their usage permits the improvement of performance in network communication.
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However, the same amount of understanding possessed by entities with malicious in-
tents can develop breaches to infect or break down wireless networks. Management
frames, for example, can be used to launch a denial of service (DoS) attack known
as beacon flooding that causes the network to collapse and bring down connectivity
for clients. Control frames as well as management frames are not encrypted like data
frames, so attackers can manipulate these frames to compromise the secure commu-
nication between the member of the network. Many publicly available penetration
testing tools such as Aircrack-ng [22] and Metasploit [23] can be used to launch at-
tacks against Wi-Fi networks. Although these tools are meant to assess network
security, adversaries use them for attack purposes.

There are several attacks possible in Wi-Fi networks which are categorized as: i)
flooding ii) impersonation and iii) injection by [13]. In a flooding attack, attackers
send noticeably increased number of frames. In some cases, this prevents the victim
from being able to find a connection and causes a denial-of-service (DoS) attack. A
well-known flooding attack is “Beacon flooding”. The attack exploits the functionality
of beacon frames, which are used to provide information regarding connectivity for
the clients seeking network connection. During beacon flooding, a large number
of fake beacon frames are sent to the victim [24]. In an impersonation attack, an
unauthorized access point is used by the intruder that advertises network connectivity
to the victims. An example of impersonation attack is the “Evil Twin”. A malicious
access point is placed in a visible spot in the network to launch this attack. The first
purpose of the attacker is to make this access point look genuine by using the SSID
name of an existing Wi-Fi network. Once a victim connects to the Internet through
this access point, it can take advantage of the victim in several ways. It can capture
the information exchanged between the victim and the websites being visited, which
can cause serious consequences [25]. An injection attack interferes with an existing
connection by constructing forged frames that appear as legitimate. A successful
attack allows intruders to intercept and alter Wi-Fi frames exchanged between two

communicating parties. This type of attack is commonly used to launch man-in-the-
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middle (MITM) and DoS attacks. Attackers usually send a large number of small
frames in a short interval to make this attack successful. One popular example of
this attack is “ARP injection” in which an attacker sends spoofed ARP messages
to the victim host with an aim to bind the MAC address of the attacker host with
the IP address of a different host. Thus, traffic routing from the victim host to
the destination host with the corresponding IP address takes place via the attacker

host [26].

3.2 WNIDS Implementation

The proposed installation of our WNIDS is shown in Figure 3.1. The WNIDS sensors
will collect Wi-Fi frames and send them to the WNIDS for intrusion detection. As the
NIDS is implemented using machine learning approach, we need to train and validate
it before deployment using existing Wi-Fi frames dataset; it is the AWID dataset in
our case. Therefore, we will start with the description of the dataset used in our
work along with the steps taken for the data preprocessing. A brief introduction of
various ensemble algorithms used for the model development are provided as well.
Following that, the application of the algorithms on the training data to identify the
best one and its evaluation on the test data will be discussed. The steps for WNIDS

implementation are summarized in Figure 3.3.

3.2.1 AWID dataset

The AWID Wi-Fi intrusion dataset was collected in an environment that models
a common Wi-Fi network. Several Wi-Fi stations including a desktop, a smart TV, a
tablet, laptops, and smartphones were connected with an access point for the Internet
connection. One machine was used as an intruder in charge of launching the attacks.
A desktop computer configured with monitor mode was used to capture Wi-Fi frames.
It was equipped with high processing capabilities to be able to capture a large num-

ber of frames at very high-speed. All these equipment for the experimental set-up
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had a variety of hardware, operating systems, and other characteristics. Further-
more, to maintain the data capturing as realistic as possible, mobile devices, such as
smartphones and tablets, were kept in constant motion, laptops experienced sporadic
movement, and the desktop and the smart TV were kept in fixed locations during the
experiment. The Wi-Fi frames were collected for around five days to release different
datasets version, discussed below, for the intrusion detection.

The AWID dataset comes in two different versions: i) attack-class and ii) attack-
specific. In the attack-class version, each record in the dataset is labeled as either
one of the three attacks or normal. The attack classes are flooding, impersonation,
and injection. If the classification is intended to identify the records with the specific
attack, the attack-specific version labels the same records with 17 different Wi-Fi
attacks or normal.

Each version is also released as large and reduced sizes to make them available
for systems with different processing capacity. Overall, there are four versions of
the AWID dataset. In our work, we use the reduced size attack-class version of the
dataset. The distribution of the records in the dataset is shown in Table 3.1. We see
from the distribution that the AWID is an imbalanced dataset, more than 90% of the
records in both the training and test sets are normal. It is important to mention that
the relationship between the large and the reduced sets is merely in the number of
features and the labels. The reduced dataset was collected independently from the
large dataset at different times with different tools. Therefore, they do not have any
relationship besides the number of features and labels.

Each record in the AWID dataset is a Wi-Fi frame having 155 features [27] in
all the versions of the dataset. These features represent various header fields values
in each captured frame. They can define some traffic patterns helpful to detect
intrusions. Nevertheless, some features may represent noise due to the raw state of
the dataset. Moreover, Wi-Fi frames include management, control, and data frames.
As a result, not all the features will apply to all the frames. Therefore, some records

may have missing values for those features.
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Table 3.1.

Traffic records distribution for the training and test sets in the reduced

AWID dataset [13]

Training Set (in%) | Test Set (in%)
Normal 1633190 (91%) 530785 (92.2%)
Flooding 48484 (2.7%) 8097 (1.4%)
Impersonation | 48522 (2.7%) 20079 (3.5%)
Injection 65379 (3.6%) 16682 (2.9%)
Total 1795575 (100%) 575643 (100%)
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3.2.2 Data Preparation

As mentioned in the description of the AWID dataset, some values of the features
in each record of the dataset may represent noise for the intrusion detection task or
may have missing values. For these reason, it is essential to pre-process the dataset
before using it. Initially, each record has 154 features and one target class (155
features) in the dataset. We removed the zero-variance features, i.e. features having
same value for all the records. We found 27 features with zero-variance. After that,
we removed features that have more than 50% missing values. After performing
these steps, the number of features reduced to 36 listed in Table 3.2. For a feature
with still missing values, we replaced the missing values with the most frequently
occurred value in the feature. Features 29, 30, 31, 32, and 33 are MAC addresses with
hexadecimal values associated with the Wi-Fi adapters of senders, access points, and
receivers. They are device-dependent and vary with them. We replaced the values
in these features with 1 if there was a MAC address, and 0 if there was a missing
value. Features 0, 1, 2, 3, and 13 were eliminated as they are time-specific and
our implementation is not based on time-series. The implementation treats each

record individually for prediction. Feature 19 is a combination of Features 20 and 21;
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Fig. 3.4. Features correlation heat map

therefore, we eliminated it. Also, Feature 35 was discarded as it denotes the sequence
number.

After doing the above steps, we computed the correlation between the features.
We found that a few of the features are strongly correlated to others. Figure 3.4 shows
the correlation heat map of the features. It can be seen from the figure that features
{4,5},{6,7,8,9, 10, 11, 12}, {30, 31, 32, 33} form strong positively correlated groups
as the correlation value corresponding to them is 1. Similarly, features {16, 17} form
strong negatively correlated group as the correlation value is -1. We selected one
feature from each group and discarded the remaining features from the corresponding
group. As a result, Features 4, 6, 30, and 16 were selected from the groups. After
going through all these steps, we derived a new features list consists of 18 features.

These features are shown in italic font in Table 3.2.
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Table 3.2.

Features remained in the AWID dataset after pre-processing

# ‘ Attribute name Description

0 frame.time_epoch Epoch Time

1 frame.time_delta Time delta from previous captured frame
2 frame.time_delta_displayed Time delta from previous displayed frame
3 frame.time_relative Time since reference or first frame

4 frame.len Frame length

5 frame.cap_len Frame length stored into the capture file
6 radiotap.length Header length

7 radiotap.present.tsft TSET

8 radiotap.present.flags Flags

9 radiotap.present.channel Channel

10 | radiotap.present.dbm_antsignal | dB Antenna Signal

11 | radiotap.present.antenna Antenna

12 | radiotap.present.rxflags RX flags

13 | radiotap.mactime MAC timestamp

14 | radiotap.datarate Data rate (Mb/s)

15 | radiotap.channel.freq Channel frequency

16 | radiotap.channel.type.cck Complementary Code Keying

17 | radiotap.channel.type.ofdm Orthogonal Frequency-Division Multiplexing
18 | radiotap.dbm_antsignal Antenna signal

19 | wlan.fc.type_subtype Type/Sub-type

20 | wlan.fc.type Type

21 | wlan.fc.subtype Sub-type

22 | wlan.fe.ds DS status

23 | wlan.fc.frag More Fragments

24 | wlan.fe.retry Retry

25 | wlan.fc.pwrmgt Power Management

26 | wlan.fc.moredata More Data

27 | wlan.fc.protected Protected flag

28 | wlan.duration Duration

29 | wlan.ra Receiver address

30 | wlan.da Destination address

31 | wlan.ta Transmitter address

32 | wlan.sa Source address

33 | wlan.bssid BSS Id

34 | wlan.frag Fragment number

35 | wlan.seq Sequence number
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3.2.3 Ensemble Algorithms

Ensemble learning algorithm builds a prediction model for a machine learning
problem by combining the strengths of various base learners. It helps to get a more
accurate solution compared to a single base learner. We considered following ensemble

algorithms for our work:

Bagging

In this method, random subsets of records with replacement are created from a
dataset. An ML algorithm, individually may be prone to over-fitting such as de-
cision tree, is applied to each subset. The final model comprises models trained from
each subset. When a new record is given for prediction, the model classifies the record

with a label predicted by the majority of the component models [28].

Random Forest (RF)

It is an improved version of bagging that uses decision trees. The learning capabilities
of a decision tree give RF the ability to extract precise information considering all
features. This in turn results in an accurate performance. However, it can also result
in excessive variance and produce over-fitting. Combining this approach with the
principles of the bagging algorithm, the issue could be acceptably corrected. The role
of bagging in RF is generating random subsets of data. After randomly selecting the
samples, RF verifies that the samples from one subset have less correlation relative
to the other subsets. Decision trees are fitted for each subset. Each decision tree is
used to classify data outside its training subset. Finally, from the results of every
decision tree, the most common occurrence is chosen as the overall classification
output. One additional feature of RF that improves its performance over bagging is
that it randomly samples a subset of features from the features set for each decision

tree, thus tackling high-variance more efficiently [28].
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Extra Trees

This method shares characteristics of the RF algorithm. The clearest similarity is the
use of decision trees at the core. The difference is that it adds further randomization
compared to RF. In RF, random features are sampled for each decision tree, then
locally optimal feature/split combination is computed from those features. In contrast
to RF, ET selects a random value for the split. This approach makes the algorithm

more generalized and less-prone to over-fit [29].

XGBoost

It is an efficient implementation of the Gradient Boosting (GB) algorithm. In the
GB, several weak learners are used in sequence. During the training process, each
learner focuses in those samples which were misclassified by the previous learner
in the sequence. The GB consists in minimizing a cost function. The cost function
describes the difference between an actual value and the approximation corresponding
to the actual value. The minimization problem is tacked with derivatives, and the
objective is to find the fastest descent in the difference between the actual value and
the approximation. One of the main concerns in the use of GB is time. Even though
this algorithm is recognized by its learning effectiveness, the performance comes with
a burden of expensive computation. These issues became the motivation to provide

a set of tools as XGBoost to bear the computational burden of GB [30].

3.2.4 Results

We used the above-mentioned ensemble to develop the models on AWID training
dataset using 18 features. The ML framework used for model development is scikit-
learn [31], written in Python. We performed 10-fold cross-validation to develop the
models for each algorithm.Each algorithm was run with different random states and

the mean accuracy was used to select the best model. Table 3.3 shows the classification



30

accuracy for each algorithm. The RF model achieved the highest accuracy. We chose

it as the final model for the WNIDS and evaluated it on the test dataset. The

Table 3.3.
Classification accuracy of ensemble algorithms on AWID training dataset
Algorithm ‘ Accuracy (in %)
Bagging 98.957 (£0.0471)
ExtraTrees 99.017 (£0.0407)
Random Forest | 99.096 (£0.0485)
XGBoost 98.943 (£0.0000)

performance of the final model is reported using accuracy, precision, recall, and f1-
score. These can be derived from the confusion matrix retrieved from the prediction

output. These metrics along with the confusion matrix are defined as follows:

e Confusion Matrix (CM): an n x n-dimensions, where n is the number of
class labels in the dataset. A cell location (i,7) denotes the number of pre-
dicted value for the column j class label corresponding to true value of the row
i class label. A cell location (i,7) denotes true-positive for class label 7. All cell
locations (i, 7 | 7 # j, 1 < j < n) denotes false-positive (FP) for class label j. All

cell locations (7,7 | i # j, 1 <1 < n) denotes false-negative (FN) for class label i.
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e Fl-score: A useful metric to evaluate the models for imbalanced datasets. A
high value of fl-score is considered good for the classification task of the imbal-

anced dataset. It is derived using precision and recall as follows:

. __ 2XPixR;
For class label i, F; = i

Average Fl-score: Fp,, = %, N; = # of records for class ¢
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Fig. 3.5. Confusion Matrix for the 4-class classification model

The RF model achieved an accuracy of 95.873% to identify the records with their
classes. Figure 3.5 shows the confusion matrix for the model. Figure 3.6 shows the
precision, recall, and f1-score values for all the traffic classes along with average values.
We noticed that the performance of the RF model is low for the impersonation attack
as its fl-score is 0.13. Most of the records for the impersonation attack are classified as
an injection attack as seen in Figure 3.5. The average precision, recall, and fl-score of
the model are 0.96, 0.96, and 0.95, respectively. Although we achieved a slightly lesser
accuracy than [6] and [13], we found that they classified most of the impersonation

attack records into normal. Our RF model performs better in this aspect compared
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to them as we identify the impersonation attack into another attack class instead

of normal. Also, the fl-score value reported by [6] is lower than ours. Considering
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Fig. 3.7. The 4-class confusion matrix converted into the 2-class confusion matrix

flooding, impersonation, and injection attacks as attack only class, then the 4-class
confusion matrix shown in Figure 3.5 can be mapped into the confusion matrix of

Figure 3.7. The model achieved an accuracy of 99.106% of identifying whether a
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record is an attack or normal. In comparison, [6] and [13] achieved accuracy of 96.28%
and 96.32%, respectively in this context. The results of this work were published
in [32].
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4. MULTI-LEVEL INTRUSION DETECTION SYSTEM
FOR WI-FI DOMINANT NETWORKS

The previous chapter provided an analysis about obtaining critical information from
Wi-Fi traffic to determine the presence of a network attack. The analysis in the
previous chapter considered information pertaining to the Wi-Fi specific link layer
of the TCP/IP Stack. In this chapter, we desire to expand the analysis to consider
information pertaining to the network layer and aboce. Furthermore, we decided
to expand the architecture of the network from strictly Wi-Fi to a combination of
Wi-Fi and Wired networks. We concentrate our study in the consideration of the
most popular networks in general: a home local area network (WLAN) and Wi-Fi

dominant organizational network.

4.1 Home Wi-Fi (WLAN) Setup

Over the last decades, the preference of Wi-Fi networks over Ethernet networks
has become stronger and stronger. A research conducted by Parks Associates in 2017
explained that more than 70% of households have Wi-Fi or Apple AirPort access [33].
Moreover, these households had an average of 30% more computing devices than
those without Wi-Fi. This statistics shows that wireless connectivity is predominant
at homes, and the trend is very likely to increase the popularity gap between wireless
and wired networks at homes. Having this technology in almost every household
brings the concern of security. Attackers are aware of this trend as well, and they
perform their malicious research to develop new mechanisms to compromise wireless
networks. Finding security deficiencies in one type of wireless network will most likely

be useful to find security deficiencies in other types of wireless networks.
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4.1.1 Home Wi-Fi (WLAN) Setup Implementation

To replicate a WLAN network setup, we considered basic elements required to
create an emulated environment, such as Wi-Fi access point, and a few desktop
machines equipped with Wi-Fi adapters as WLAN clients. This part of the work can
be considered the continuation of the previous chapter since the primary focus is the
elaboration of a strictly wireless environment. Moreover, the analysis will be centered
around processing the data taking into account the characteristics pertaining to the
link layer. It is similar to the information (attributes) considered in the previous
chapter. To accomplish this, the set of elements that used for set-up the WLAN

environment were as follows:

e Wi-Fi clients: We used three Dell Inspiron 3668 Intel Core i5 with 2.4 GHz
clock speed and 8 GB memory. The machines were equipped with Wi-Fi adapter
to enable wireless connectivity. We installed 64-bit Kali Linux that has powerful

network penetration testing tools such as Metasploit, Aircrack-ng, and so on.

e Access Point: We used Tp-Link AC 1750 router model that supports 802.11ac
standard with dual band Gigabit connections: 2.4 GHz 450Mbps and 6GHz 1300
Mbps.

We placed the three machines in the environment with different objectives. The
objective of the first desktop machine was to monitor the network traffic. When
network traffic was desired to be collected, we set the network interface card to
monitor mode as depicted in Figure 4.1. We collected and processed the data in this
machine. The second computer was in charge of making use of the tools available in
Kali to perform the malicious network interventions. The third desktop was placed
in the environment to play the role of the victim, so it would be the one affected by

the attack of the second desktop.
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Fig. 4.1. A common wireless based home network environment set-up.

4.2 Organizational Network Infrastructure

Organizational networks are much more appealing for attackers since the potential
profit is far greater than that from a home local area network. It is difficult to replicate
a large organizational network for penetration testing purposes in a lab environment.
However, for our research objectives, we defined a few key characteristics extracted
from the this type of network infrastructure. The characteristics mainly focus on
the hardware required to expand an organizational network. We observe that client
machines with Ethernet and Wi-Fi adapters, routers, access points, and switches are

the core elements to establish and expand a network infrastructure.

4.2.1 Environment set-up for an organization Network

The objective at this level in the experiment is to upgrade the environment to not
just operate as a wireless network, but to emulate an organization network environ-
ment where Ethernet connections are considered as an important component. The

additions involve the use of a switch to deploy a network heavily dependent on wired
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connections. We needed to collect packets for two specific reasons. First, gathering
information for the NIDS implementation. Second, for the actual system to be able
to capture the packets in real time. To achieve these two objectives, it was necessary
to set-up a specific system to analyze and process the data. We selected NetGear
ProSAFE 5 Port Gigabit Ethernet Plus Switch that supports port mirroring. It is
important to mention that for Ethernet connections we planned to analyze generic
network attacks.

The setup for this environment was very similar to the one implemented for only
wireless network with the addition of the mentioned switch. Besides the switch, there
were two new laptops introduced as well. These laptops were added as Wi-Fi clients
and previously used desktop machines were connected through the switch to the router
via Ethernet cards. These clients would maintain a wireless connection in the envi-
ronment in the same manner as laptops usually connect in organizational networks.
Following the same line, desktop clients would be connected to the network through
Ethernet cards as normally they do in organizational networks. A representation of

this environment is shown in Figure 4.2.

4.3 Launching Network Attacks

This section exposes the attacks that were performed in the infrastructure men-
tioned in the previous section. Link layer attacks were performed for wireless network.
Generic network based attacks were launched for the combined Ethernet and Wi-Fi

networks.

Overview of Implemented Attacks

The purpose of the data link layer is to transfer data in and out of the physical
link in the network between systems and routers [34]. Generally, attacks in this layer
have objectives such as Man-in-the-middle (MITM), Address Resolution Protocol

(ARP) spoofing, or Beacon flooding [35]. There could be situations where attackers
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Fig. 4.2. An schematic of an organizational network.

disguise themselves to cause the victim to disconnect from the network by triggering
the deauthentication process maliciously sending the deauthentication packet [36].
There are attacks that target the network layer and layers above it causing denial
of service (DoS), or spoofing [37]. We collected the network traffic using tcpdump
through the monitoring system. By collecting these packets, we can analyze activity

between the attacker and the victim systems.

e Evil Twin: The attacker can create a fake access point (AP) or another AP
with the same name in the network. When the user connects to the fake AP
the attacker can redirect the packets to a legitimate network connection; it will
provide the appearance of a regular AP while enabled to view packets passing

through [38].
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e ARP Spoofing: ARP is used for mapping IP and MAC addresses. The at-
tacker sends a spoofed ARP response to the victim asking the router’s MAC
address by using the router’s IP address and linking it to its own MAC address.
When the victim sends a packet to the “router”, it is actually directed to the
attacker. The attacker can deceive the router in a similar fashion by pretending
to be associated to the victim’s IP address with its own MAC address [39].
Once the routing tables for both the victim and the router are updated, they

will respond to the attacker without realizing it.

e Beacon Flooding: It is a simple attack, but can cause considerable damage
to the victim. The attacker would create a large amount of APs with different
SSID at extremely fast rates. As the wireless clients try to identify each AP,
they get overloaded and their system crash [40].

e Deauthentication: It is the procedure followed by an AP and Wi-Fi client to
disconnect the client from the network. By sending a deauthentication packet
from the attacker’s adapter, the targeted victim is disconnected from the net-
work, which can only be annoying or can provide enough time for the attacker

to prepare MITM attack [36].

e IP Spoofing: The attacker spoofs the IP address of another machine and sends
packets with the spoofed IP address to the victim. The victim’s response goes
to the machine associated with that IP address instead of the attacker. It can

be compared to forging a person’s signature [41].

e Ping Flood (ICMP Flood): In this DoS attack, the intruder overwhelms the
victim’s network with large amounts of Ping request packets. Since there has
to be an equal number of Ping response packets, this causes an overflow [42].
With both the incoming and outgoing channels being overflowed with packets,

it ultimately results in a DoS.
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4.4 Implementation of Multi-Level Network Intrusion Detection System

(ML-NIDS)

Wi-Fi Subnet

NIDS
Wi-Fi Monitoring Nod¢ X
@ y nternet
Access Point
1 iy
Gateway Switch Router

Switch

WS- Wireless Station
STA-Wired Station

%‘;‘ %‘ Wired Subnet

Fig. 4.3. A prototype for Multi-Level NIDS deployment in Wi-Fi
dominant networks

Figure 4.3 shows a Wi-Fi dominant campus network prototype for our ML-NIDS
implementation. We connect the NIDS system with a Gateway switch. The Gateway
switch has several Ethernet ports. Using these ports, we connect Wi-Fi access points
(AP) and other switches for local sub-networks. A monitoring node (installed with
IDS in the figure) captures Wi-Fi frames for the traffic outgoing from or incoming
to the wireless stations within a wireless network. The NIDS receives the packets for
wired stations as well. Besides data, a network packet or frame consists of several
headers corresponding to the different layers implemented in the network software
stack of a wired or wireless station. These layers include application, transport,

network, and data-link layers arranged in a top-down manner in the TCP/IP stack.
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The NIDS processes data-link layer header fields in case of a Wi-Fi frame and extracts
features to detect any internal attacks specific to Wi-Fi. The NIDS, then, processes
header fields of network, transport, and application layers of Wi-Fi frame or wired
packet and extracts features to detect generic network attacks. The functionality of

the ML-NIDS is shown as a flow chart depicted in Figure 4.4.
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Fig. 4.4. Flowchart demonstrating the functioning of Multi-Level NIDS.

This section covers the implementation of the ML-NIDS. We start with a brief de-
scription of the data that we used. We, then, explain the process of feature extraction
and data processing. Finally, discuss the use of the ensemble ML models considered

in the study.
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4.4.1 Obtaining Attack Traffic for ML-NIDS Implementation

We selected a publicly available dataset, which contains captures of network traf-
fic through an Ethernet connection for attacks and normal network behavior. This
dataset is provided by CTU University in Czech Republic. Overall, it consists of 13
captures of normal traffic network mixed with attacks. It is also available as sep-
arate captures, normal and attack traffic behavior [43]. We selected one particular
CTU dataset that captured network traffic during a malware attack launched using
an Ethernet connection. We used another dataset from [44] for normal traffic and
DoS attacks as well.

From the experiment mentioned, we captured network traffic using tcpdump during
the time when the attacks were launched. Since the length of the time we captured
was not too long, we decided that these captures were not useful for model training
purposes. Therefore, we kept these captures for testing. In this manner, we could also

determine how the model would perform if an unrelated dataset is used for testing.

4.4.2 Data Preparation and Features Extraction

In order to use the data for the ML-NIDS development, we needed to prepare
the raw data obtained. All raw data manipulated in this study is in the PCAP
format. To extract information for these files, we used a tool called “scapy”. Scapy
is library that permits manipulation of packets to extract their information in the
python programming language [45].

The manner in which information is extracted from the captured file to develop
an intrusion detection model varies from the way proposed for wireless network in
this same study. In this section, it will be referred to the concept of flow to present a
procedure that focuses more in finding meaningful information from the dataset used.
A flow is a sequence of packets that share similar characteristics in their headers [46].
Flows are commonly used to resolve performance issues, and because of the great

amount of information they contain, using flows is the primarily manner in which
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traffic network is represented for analysis [47]. We used features from [44] listed in
Appendix A. These features were derived by expressing statistical values describing
characteristics such as direction (incoming/outgoing), size, flags, among many others.

After we used scapy to extract the features, we continued to further process
the data to see if there was any opportunity reduce the number of features. To
determine what features were redundant, we calculated the correlation between them
and removed those highly correlated. The heat map shown in Figure 4.5 depicts the

correlation status of all 68 features.
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Fig. 4.5. Heat Map of Correlation between Original Features.

We set a threshold of 95%, so from a group of features 95% correlated, we only
kept one feature. This process reduced the number of features from 68 to 37. A
similar correlation heat map shown in figure 4.6 displays the correlation status of

the 37 remaining features.
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Fig. 4.6. Heat Map of Correlation between Features after Reduction of Features.

4.4.3 Ensemble Machine Learning (ML) Model Development

After the datasets were processed and converted into a format that can be used
for training the NIDS model, we proceeded to implement the ML model. The same
selection of ensemble ML classification algorithms were used: Random Forest, Bag-
ging, Extra Trees, and XGBoost. We started training the models with the dataset
containing all 68 original features. Afterwards, we trained the models with the re-
duced 37 feature dataset. In the training process, we performed 10 cross validation
and calculated the metrics: Accuracy, Fl-score, Precision, and Recall. We decided
to include these metrics due to the nature of network behavior. In a typical network,
attacks are not something that happen very often. Therefore, in captures where a
network attack was present, the number packets involved in the attack will be con-

siderably less than the number of packets involved in normal network activity. For
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this reason, datasets containing network attacks are very unbalanced. In these cases,
accuracy can be a deceiving metric to measure the performance of a NIDS. The other
considered metrics can help us have a better idea of the performance of a model
trained, and tested with very unbalanced datasets.

This implementation corresponds to the second module of the Multi-Level NIDS.
The first module being the implementation covered in Chapter 3. Therefore, the
functionality of this system is organized in the flow chart shown in Figure 4.4.
The data is collected by the monitor node, and if the packets come from a Wi-
Fi connection, they are first analyzed to determine if there is a Link Layer attack
present. Regardless of the type of connection, Wi-Fi or Ethernet, all packets are

analyzed to determine if an attack at the network layer or above is present.

4.4.4 Results

After training the four mentioned ensemble models with the datasets before reduc-
ing the number of features, we recorded the performance metrics. These are exposed
in Table 4.1. As shown, Random Forest leads all 4 algorithms in all 4 metrics with

an accuracy of 99.96%, F1-Score of 99.90%, precision of 99.92, and recall of 99.89%.

Table 4.1.

Classification accuracy on the training dataset
Algorithm Accuracy | F1 Score | Precision | Recall
Random Forest | 99.96 99.90 99.92 99.89
Bagging 99.94 99.87 99.89 99.87
Extra Trees 99.94 99.87 99.90 99.85
XGBoost 99.91 99.85 99.90 99.80

From the efficiency point of view, the training times Random forest is the second
fastest model with 24.86 seconds after Extra Trees with training time of 14.39 seconds.
Bagging took longer to train with 59.12 seconds, and the second slowest was XGBoost

with 31.83 seconds.
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After decreasing the number of features, the same models were trained and the
metrics recorded are shown in figure 4.2. Here we can see that Bagging and XGBoost
performed very similarly. Both with accuracy of 99.96%, F1 Score of 99.90%, and
precision of 99.85%. Bagging lightly surpasses XGBoost in recall with a 99.85% versus

99.83%. The rest of the models score similar, but slightly lower metrics.

Table 4.2.

Classification accuracy on the training dataset after feature reduction
Algorithm Accuracy | F1 Score | Precision | Recall
Random Forest | 99.95 99.89 99.98 99.85
Bagging 99.96 99.90 99.98 99.85
Extra Trees 99.95 99.89 99.97 99.83
XGBoost 99.96 99.90 99.98 99.83

In training time, the fastest model once again was Extra Trees with 13.03 seconds
of training time, followed by XGBoost with 18.89 seconds. Random Forest took 20.44
seconds for training, and the Bagging model trained in 36.33 seconds.

The performance metrics improved after the feature reduction and model efficiency
increased. The Bagging model improved significantly in performance and efficiency.
Therefore, we decided to select it to perform the classification task for the NIDS.
We decided to test this model with against 3 different test sets. The first one was
generated with the training set, but separated before the training process. The second
one was obtained from CTU University. This set is not related in any form to the CTU
dataset used to create the training set. The third is network attack capture obtained
from our experiment performed in the isolated network previously introduced.

We started with the test set separated from the training set before training process.
After running the bagging model for classification, we found that for all 4 metrics this
model obtained a perfect performance score. This exceptional result could have been
caused due to the fact that this test set was generated together with the set used to

train the model. Even though they were separated before the training process, they
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still share very similar characteristics. The confusion matrix shown in Figure 4.7
exposes classification output of the model when tested with the mentioned set.

We then tested the model with the additional malware capture obtained from
CTU. The results after testing the model with this dataset where as follows: 99.79%

for accuracy, fl-score of 99.89%, perfect precision score, and 99.79% for recall. The
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entire dataset was a malware attack, so we can see that very few records were miss-
classified. In the confusion matrix in Figure 4.8, we present the classification report
for this set. We can also see in the same confusion matrix that almost all records
were classified as attacks. This outcome was expected since the entire test set was
a capture of a malware attack. Since the miss-classified records were very few, it is
hard to identify them in the confusion matrix.

At last, we tested the model against a dataset generated during the experiment
mentioned previously. The duration of the attacks launched was not very long and
did not generate as much records as desired. Therefore, we combined this network
attack capture with normal traffic and balanced to be composed 10% network attack
traffic and 90% normal network traffic.

The results reflected perfect performance for this small test set for all metrics
considered. Performance with this test is displayed in the confusion matrix shown in

Figure 4.9
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5. FUTURE WORK AND CONCLUSION

5.1 Future Work

The ML-NIDS has many branches through which it can be expanded and im-
proved. The following are a few considerations for upgrading this work to improve

its functionality:

e One of the greatest challenges faced in this study was generating a larger original
dataset for training. Even though we were able to set up the desired infrastruc-
ture and were able to launch several network attacks, we were not able to collect
massive network captures of a wider variety of attacks. Therefore, we consider
obtaining more penetration tools to be able to launch a wider variety of network
attacks as future work. These tools can help generate a dataset that is more

trustworthy.

e Another consideration is to provide this ensemble based multi-level intrusion
detection service from the cloud. It has become popular providing cloud based
services that we consider this feature as one of the key upgrades. We consider
this as a key upgrade because computational resources are expensive, and for
data processing tasks hardware requirements are high. By providing this service
as cloud based, it can become more accessible for anyone without the hardware

resources needed for efficiently processing network data.

e An additional tool that should be considered as future work is the use of Big
Data tools for implementation. Network data is considerably large and could be
considered as the perfect scenario for the use of Big Data tools such as Apache

Spark or Hadoop to provide a distributed approach for tasks such as reading,
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filtering, and so forth. These tools also provide Machine-Learning libraries that

can be used for the implementation of the ensemble models.

5.2 Conclusion

We have been able to implement a NIDS that is capable of detecting generic net-
work attacks and Wi-Fi specific attacks. We also applied techniques to select the
most useful features from the datasets used to achieve precise and efficient perfor-
mances. We also made use of Ensemble Machine-Learning (ML) models to classify
network traffic as either normal traffic or malicious network traffic. We implemented
the Ensemble ML models separately for the analysis of Wi-Fi specific attacks and
generic network attacks.

We determined that the best performing models were Random Forest for Link
Layer Attacks and Bagging for Network Layer attacks. It is worth highlighting that
the models performed well not only in accuracy, which is the most popular per-
formance measure, but also in F1 score, precision and recall. As mentioned, this
additional metrics gave us a more trustworthy judgment of the performance of the
models against several imbalanced test sets of different nature. For Link Layer at-
tacks, the accuracy obtained for two class detection was 99.106%. For Network Layer
attacks, we obtained perfect score for two of the test sets, and it performed well for
the test separated from the training set before the training process with an accuracy
of 99.79%, F1 score of 99.89%, perfect precision score, and 99.79% for recall.

In this work, we have also demonstrated that careful attribute selection not only
improves efficiency by speeding up the training, and classification process. Attribute
selection also helps the model consider useful information that affects directly how
records are classified. Thus, ignoring as much noise as possible, the model performs

more precisely.
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Table A.1.
Features for TCP flows [44]

# ‘ Attribute name

0 Number of Incoming TCP Flows

1 Ratio of TCP Flows over Incoming Flows

2 Number of Outgoing TCP Flows

3 Ratio of TCP Flows over Outgoing Flows

4 Ratio of Symmetric Incoming TCP Flows

5 Ratio of Asymmetric Incoming TCP Flows

6 Number of Distinct Source IP in Incoming TCP Flows
7 Entropy of Source IP Incoming TCP Flows

8 Bytes for Incoming TCP Flow

9 Bytes for Outgoing TCP Flow

10 | Number of Packets Incoming TCP Flow

11 | Number of Packets Outgoing TCP Flow

12 | Number of Distinct Window Size Incoming TCP Flows
13 | Entropy of Window Size Incoming TCP Flows

14 | Number of Distinct TTL values Incoming TCP Flows
15 | Entropy of TTL values Incoming TCP Flows

16 | Number of Distinct Source Ports Incoming TCP Flows
17 | Entropy of Source Ports Incoming TCP Flows

18 | Number of Distinct Dest Ports Incoming TCP Flows
19 | Entropy of Dest Ports Incoming TCP Flows

20 | Ratio of Dest Ports < 1024 Incoming TCP Flows

21 | Ratio of Dest Ports > 1024 Incoming TCP Flows

22 | Ratio of Incoming TCP Flows SYN Flag Set

23 | Ratio of Outgoing TCP Flows SYN FlagSet

24 | Ratio of Incoming TCP Flows ACK FlagSet

25 | Ratio of Outgoing TCP Flows ACK FlagSet

26 | Ratio of Incoming TCP Flows URG Flag Set

27 | Ratio of Outgoing TCP Flows URG FlagSet

28 | Ratio of Incoming TCP Flows FINF lagSet

29 | Ratio of Outgoing TCP Flows FIN Flag Set

30 | Ratio of Incoming TCP Flows RST Flag Set

31 | Ratio of Outgoing TCP Flows RST Flag Set

32 | Ratio of Incoming TCP Flows PUSH Flag Set

33 | Ratio of Outgoing TCP Flows PUSH FlagSet




Table A.2.
Features for UDP flows [44]

‘ Attribute name

Number of Incoming UDP Flows

Ratio UDP Flows over Incoming Flows

Ratio UDP Flows over Incoming Flows

Ratio UDP Flows Over Outgoing Flows

Ratio of Symetric Incoming UDP Flows

Ratio of Asymmetric Incoming UDP Flow s

Number Distinct Source IP Incoming UDP FLows

Entropy Source IP Incoming UDP Flows

#
0
1
2
3 Number of Outgoing UDP Flows
4
5
6
7
8
9

Bytes Incoming UDP Flow

10 | Bytes Outgoing UDP Flow

11 | Number Packets Incoming UDP Flow

12 | Number Packets Outgoing TCP Flow

13 | Number Distinct Source Ports Incoming UDP Flows

14 | Entropy Source Ports Incoming UDP Flows

15 | Number Distinct Dest Ports Incoming UDP Flows

16 | Entropy Dest Ports Incoming UDPFlows

17 Ratio Dest Ports < 1024 Incoming UDP Flows

18 | Ratio Dest Ports > 1024 Incoming UDP Flows

19 | Number Distinct TTL values Incoming UDP Flows

20 | Entropy TTL values Incoming UDP Flows




Table A.3.
Features for ICMP flows [44]

‘ Attribute name

Number of Incoming ICMP Flows

Ratio ICMP Flows Over Incoming Flows

Number of Out going ICMP Flows

Ratio of Symetric Incoming ICMP Flows

Number of Asymmetric Incoming ICMP Flows

Number Distinct Source IP Incoming ICMP FLows

Entropy Source IP Incoming ICMP Flows

Bytes Incoming ICMP Flow

#
0
1
2
3 Ratio ICMP Flows Over Outgoing Flows
4
5
6
7
8
9

Bytes Outgoing ICMP Flow

10 | Number Packets Incoming ICMP FLow

11 | Number Packets Outgoing ICMP Flow

12 | Number Distinct TTL values Incoming UDP Flows

13 | Entropy TTL values Incoming ICMP Flows




