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ABSTRACT

Sun, Chenguang PhD, Purdue University, August 2019. Demand-Driven Static Anal-
ysis of Heap-Manipulating Programs. Major Professor: Samuel Midkiff.

Modern Java application frameworks present significant challenges for existing
static analysis algorithms. Such challenges include large-scale code bases, heap-
carried dependency, and asynchronous control flow caused by message passing.

Existing analysis algorithms are not suitable to deal with these challenges. One
reason is that analyses are typically designed to operate homogeneously on the whole
program. This leads to scalability problems when the analysis algorithms are used
on applications built as plug-ins of large frameworks, since the framework code is
analyzed together with the application code. Moreover, the asynchronous message
passing of the actor model adopted by most modern frameworks leads to control flows
which are not modeled by existing analyses.

This thesis presents several techniques for more powerful debugging and program
understanding tools based on slicing. In general, slicing-based techniques aim to
discover interesting properties of a large program by only reasoning about the relevant
part of the program (typically a small amount of code) precisely, abstracting away
the behavior of the rest of the program.

The key contribution of this thesis is a demand-driven framework to enable precise
and scalable analyses on programs built on large frameworks. A slicing algorithm,
which can handle heap-carried dependence, is used to identify the program elements
relevant to an analysis query. We instantiated the framework to infer correlations
between registration call sites and callback methods, and resolve asynchronous control

flows caused by asynchronous message passing.



1. INTRODUCTION

People have been searching for methods to build robust software for decades [1]. The
result is a corpus of theoretical and practical tools and methods. Since the advent of
heap-manipulating programs, most programs’ logic are tightly integrated with heap
models. Hence these tools and methods are essentially designed as client analyses of
underlying heap analyses for heap modeling and the efficiency of former relies on that
of later.

The problem of heap modeling has been attacked from all angles with different
kinds of heap analyses, from the long-standing points-to analyses [2] to the more
recent shape analyses [3]. However, for all existing heap analyses, there exists certain
trade offs between the precision of heap-modeling and the scalability of heap analysis.
On the other hand, most existing client analyses and heap analyses in the literature
have been proposed independently. Hence the trade-off adopted in most heap analyses
may not be aligned with the demands from their client analyses.

Recently, increasingly more heap analyses are designed in a demand-driven style
such that these heap analyses are customizable according to the demand from certain
client analysis. However, most such customization methods are designed specific to
certain heap analysis and cannot be generalized to and hence benefit other existing
heap analysis methods.

Hence we propose a more general customization approach — applying a slicing
analysis to identify all program elements relevant to given demand from certain client
analysis and applying any existing heap analyses to the identified elements only.

In the proposed approach, a demand-driven heap analysis, called CLIPPER, is used
as the slicing analysis and two demand-driven heap analyses — a points-to analysis

called DYNASENS and a shape analysis called DYNASHAPE, both customized by



CLIPPER — are implemented to illustrate and evaluate the effect of the proposed
approach.

The remainder of this chapter introduces two challenges in analyzing real-world
programs — large-scale code bases (Section 1.1) and heap-carried data flow (Section
1.2) — as well as two features in many real-world frameworks to demonstrate the
application of on-demand heap analysis — the callback mechanism (Section 1.3) and

the message-driven mechanism (Section 1.4).

1.1 Large-Scale Code Base

Many popular framworks written in Java have a large code base consisting of a
large number of classes and methods grouped in JAR archives and representing li-
braries. For example, an early version (2.3.7_rl) of the Android framework! alone
consists of about 1.8M of bytecodes. Even seemingly simple applications can tran-
sitively depend on and thus trigger the loading of hundreds of classes because they
transitively call methods defined in these libraries.

Such large code base presents significant challenges to existing static analysis
algorithms, because existing analysis algorithms are typically designed to operate ho-
mogeneously on whole programs, starting from scratch at each analysis execution.
For Java applications built with large libraries, the library code is analyzed together
with the application code as part of the whole program. This creates potential scala-
bility problems in terms of analysis time and memory usage, which limit the practical

application of these analyses on real-world Java programs.

1.2 Heap-Carried Data Flow

Traditional data flow analyses only consider local variables [4]. However, local-only

data dependence is very rare in programs written in modern programming languages

Thttps:/ /www.android.com/



such as Java, which include heap load and store operations enabling data flow through

the heap.

The example (Fig. 1.1), modified from the one in [5], is used to explain our points.

O O Ul Wi
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class Vector {
Object [] arr;

Vector () {
Object[] a = new Object[10];
this.arr = a;}

Object get(int i) {
Object[] a = this.arr;
return alil;}

void set(int i, Object x) {
Object[] a = this.arr;
ali]l = x;

}

}

class AddrBook {
Vector names;
AddrBook () {

Vector v_names = new Vector ();
this.names = v_names;}

void update(int i, String name) {
Vector v_names = this.names;

v_names.set (i, name);}
String fetch(int i) {
Vector v_names = this.names;
return (String)v_names.get(i);}
+
void main() {
Vector v_main = new Vector();
Integer il = 3;
v_main.set (0, i1);
Integer i2 = (Integer)v_main.get (0);
AddrBook book = new AddrBook ();
book.update (0, "bar");
book.fetch (0);

Fig. 1.1.: Example code illustrating downcast safety checking.

)



The heap model generated by the example program in Fig. 1.1 is depicted in Fig.
1.2.

vl v2
f2 2
a 1v1 ale
[i] [i]
x1 X2

Fig. 1.2.: The heap model generated by the example program in Fig. 1.1.

Consider the flow of the integer 3 at line 28 to the cast site at line 30. Manual
inspection of the source code shows the integer is first stored to the heap at line 11
and later loaded from the heap at line 8. The local data flow only propagates the
Vector object v1 directly, which references the integer indirectly via a sequence of

field and array accesses, as illustrated in the data flow graph (Fig. 1.3).

11: x1 = new Integer();

x1 Vector .set(i,x)
X
13: v1.set(0, x1); 5: this.f2[i] = x;
Vector.get(i)
(AR x12 aluli]

(Integer)v1.get(0); 3: return this.f2[i];

Fig. 1.3.: Data flow generated by the example program in Fig. 1.1.
Heap-carried data flows pose a challenge to the scalability and precision of static

analyses. We present CLIPPER — an access-path based heap analysis — to resolve such

heap-carried data flow on demand in Chapter 4.



1.3 Implicit Control Flow Analysis

Most frameworks provide registration interfaces for applications to register call-
back methods to interact with the framework. A callback method is implemented by,
and hence part of, the application (e.g. onPaused() in Fig. 1.4b) but invoked by the
framework (e.g. line 14 in Fig. 1.4a). Dually, a registration method is implemented
by and hence part of the framework (e.g. register() in Fig. 1.4a) but invoked by
the application (e.g. line 24 in Fig. 1.4b). In Fig. 1.4, for example, the onPaused ()
callback method is designed for receiving notification of the life-cycle event to pause
the application that has registered the callback method with the register () method.
Once the application is to be paused, the framework automatically invokes the regis-
tered onPaused() method.

One drawback for static analysis is that the callback methods do not have explicit
incoming control flow within the application. Instead, control is transfered implic-
itly to the callback from the callback registration which notifies the framework of
the existence of the callback method. On the other hand, an analysis considering
the application’s code only cannot recover such implicit control flows, i.e., analyses
handling applications alone may generate incomplete control flow graphs with un-
reachable callback methods. The solution to such problems is explained in Chapter

d.

1.4 Asynchronous Control Flow Analysis

Concurrent programming is indispensable in distributed and multi-core environ-
ments. As one of the most popular computation model, the Actor model [6,7] was
designed specifically for programming in such environments. In this model, actors
are essentially concurrent processes communicating with each other through asyn-
chronous message passing.

In cooperative execution environments such as Erlang’s runtime environment, ac-

tors are implemented as large number of concurrent processes that can be active



1 interface ICallback A

2 void onPaused ();

3 }

4 class App {

5 List callbacks;

6 void register (ICallback cb) {
7 List list = this.callbacks;
8 list.add(cb);

9 }

10 void dispatchPaused () {

11 List list = this.callbacks;

12 for (int i=0;i<list.size();++i) {
13 ICallback cb = list.get(i);

14 cb.onPaused () ;

15 }

16 }

17 3}

(a) Framework

18 class MyCallback implements ICallback {
19 void onPaused () {...}

20 }

21 class MyApp extends App {

22 void onCreate () {

23 ICallback mycb = new MyCallback();
24 this.register (mycb);}
25 }

(b) Application

Fig. 1.4.: Example code illustrating implicit control flow.



simultaneously [8]. In non-cooperative execution environments such as Java Virtual
Machine [9], instead of directly coupled to threads, actors are implemented in an
message-driven style, with message handlers and messages representing actors and
messages, respectively. In this case, one or more message dispatching threads run-
ning message loops can simulate all actors [10].

Unlike threads where causally related control flows are also textually related, in
message-driven style, control flows are scattered into many cooperatively-triggered
message handling functions, obscuring causal relation among them. This makes it
hard to analyze and debug message-driven programs [10, 11].

The Android framework implements the Actor model in such message-driven style
where a message is represented by a Message object. Fig. 1.5 shows the structure of
the Message object and Fig. 1.6 shows two code snippets demonstrating enqueuing
and processing of the Message object, respectively. The “what” field of a Message
object (line 3) records an integer value denoting its message type. This field is written
(line 12) before enqueuing the message and read (line 3) after dequeuing the message
by a handler.

Fig. 1.5 shows the message handling framework of the Android system. Messages
are represented with Message objects. The target field denotes the message handler
and the what field denotes the message type. The message dispatching threads invoke
the loop() method of the Looper class, which dequeues message objects from the
message queue referenced via the mQueue field (line 15) and invokes handle () method
on handlers of these message objects (line 17).

Fig. 1.6 shows a message passing example based on the message handling frame-
work in Fig. 1.5. The schedule() method invokes the send() method to enqueue
a message of type 19 (line 12). The send() method in Fig. 1.5 records the handler
object (an object of the ViewRootHandler class) and the message type (represented
by integer constant 19) with the message object. After dequeuing the message, the
looper invokes the handle () method of the specified handler to dispatch the message
(line 4 in Fig. 1.5).
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public class Message {
Handler target;
int what;

}

public class MessageQueue {
void enqueue (Message m) {...}
Message next () {...}

}

(a) Message and MessageQueue interfaces.

abstract class Handler {
MessageQueue mQueue;
void send(int w) {

Message m = new Message();
m.target = this;
m.what = w;

mQueue . enqueue (m) ;
}
abstract void handle(Message m);
}
public class Looper {
MessageQueue mQueue;
void loop () {
for (;;) {
Message m = mQueue.next ();
Handler h = m.target;
h.handle (m) ;
}

3

(b) Message enqueuing and dispatching framework.

Fig. 1.5.: Messaging framework of Android.



1 public class ViewRootHandler extends Handler {
2 public void handle(Message m) {
3 int w = m.what;

4 switch (w) {

) case 19: ... // handling

6 }

7 }

8 %}

9 public class ViewRootImpl {

10 ViewRootHandler mHandler;

11 private void schedule() {

12 mHandler.send (19); // sending
13 }

14 }

Fig. 1.6.: Message-handling in Android framework.
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We show that our demand-driven approach to analysis can identify and focus on
part of the program related to message-passing — making message-driven programs
easier to understand and debug (Chapter 8).

The rest of this thesis is organized as follows. Chapter 2 specifies a bytecode-like
example language to present code examples in this dissertation. Chapter 3 surveys
four representative heap analyses to outline the evolutionary path of today’s most
heap analyses. Chapter 4 presents CLIPPER — an access-path based on-demand heap
analysis to resolve heap-carried data flows. Chapters 5 to 8 describe applications
of CLIPPER to solve three practical problems in analyses of large scale programs:
resolving implicit control flows introduced by callback mechanism, demand-driven
refinement of points-to analysis, and resolving asynchronous control flows introduced

by message-passing.
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2. EXAMPLE LANGUAGE

We explain our ideas with a simple Java-bytecode-like language (defined in Fig. 2.1)
in which a program is a set of labeled statements stmt. For the rest of this dissertation

we assume the declaration of p is “t p(to ho, ..., tx hi){body,}”.

class name t € Class object field name f, g € OField
method name p,q € Method  static field name f, g € SField
variable name x,y,z € Var formal parameter name h € Param C Var
statement label [ € Label = N
prog = cdecl // program
cdecl = classt {fdecl mdecl}  // class declaration
fdecl = tf // field declaration
mdecl = t p(t h) {body} // method declaration
body == stmt // method body
stmt = lLx=newt|l:x=y| // allocation and assignment
lx=y.f|l:z.f=y| // object field load and store
Lax=f|lf=xz] // static field load and store
l: goto " | l:if b I, Iy // branches
l: x = p(y) | I: return z // method call and return
[*: exit // pseudo method exit

Fig. 2.1.: Syntax of a simple bytecode-like language.
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3. EVOLUTION OF HEAP ANALYSIS TECHNIQUES

3.0.1 Global-Heap-Based Approach

Many analyses resolve heap-carried dependency with global heap models [12]. We
now describe how global-heap-based approaches are limited by their consideration of
unrealizable paths which can lead, e.g., to conservatism in detecting downcast failures.

Typical global heap models include points-to graphs generated by points-to analy-
ses. Within a points-to graph, objects are modeled with global names such as Vec,qme
and Vecr,; denoting the vectors allocated at line 17 and 27, respectively, and Arr
denoting the array allocated at line 4. As an example, Fig. 3.1 shows part of the data
flow generated by a context-insensitive points-to analysis of the example program in
Fig. 1.1. Due to the absence of context, the flows of Vec,ume and Vecy,; merge along
paths a — ¢ and b — ¢ respectively, where their own arrays, denoted by the common
name Arr, are modeled as being stored to their arr field, as shown in the generated
points-to graph in the bottom-right corner of Fig. 3.1. Similarly, due to the flow
confluence of these two vectors along paths f — ¢ — [ and h — 5 — [, and the flow
confluence of the string name and integer 3 along paths e = g — k and i — j — k,
both name and 3 are modeled as being stored to Arr at line 11, as shown in the
generated points-to graph.

With the heap modeled globally as a points-to graph, points-to analyses propagate
points-to relations globally, generating global data flows between interfering heap
loads/stores, i.e. loads/stores on the same object. As shown in Fig. 3.2, since Vecy,,;
flows to Vector.get(i) along the path n — o — p, the array Arr referenced by
Vecrn.arr is loaded at line 8. Hence name and 3, which are stored to the same Arr
at line 11, propagate globally along the arrow z. These values are further returned

to the call site at line 30, causing a (false) downcast failure.
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In an attempt to identify the data flows relevent to the returned value at line 30,
several derivation-based approaches [13,14] are developed. Such approaches essen-
tially back-trace data flows derived by the points-to analysis, including these global
ones. However, valuable context information is lost when back-tracing these global
flows. For example, assume we back-trace the data flow reaching the cast at line 30.
Along the path r < z < m « [ in Fig. 3.2), the tracing reaches the parameter
this of Vector.set(). Because the tracing propagates to Vector.set() along the
global flow o, there is no context information from the trace indicating which call
site the tracing should further propagate up to. Therefore, the tracing has to con-
servatively propagate to all call sites, including the one at line 21 (along arrow g¢),
which is actually irrelevant to the data flow reaching the cast at line 30. Although
a finer points-to graph generated by a context-sensitive points-to analysis can avoid
such spurious tracing in this example, such solutions can only mitigate the problem
rather than eliminate it, while incurring high overhead.

When tracing interprocedurally, contexts contain valuable information recording
the call sites the tracing was triggered by and will return to. Thus many analyses
try to preserve this information by applying a local heap model [12] where there
is no global data flow. Omne such analysis is the context-free-language reachability
analysis [5] where the heap is modeled with a context-free language and the context

is modeled with call strings.

3.0.2 The CFL Approach

We now describe how the context-free-language reachability analysis (CFL) [5]
with call-string-based context-sensitivity is limited by its need to truncate call strings
in the presence of recursion, which incurs spurious data flows.

In CFL, a bidirectional data flow is modeled with a string s which is a mixture
of two substrings sp and s where sp represents part of the flow through the heap

and s¢ represents the interprocedural part of the flow. For example, the bidirectional
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data flow from variable 2 in Fig. 3.3 is modeled by the string s = “(30-[[i*[arr-)30 -

(29']arr'][i]')29” where sp = “[[i]'[arr']arr'][i]” and s¢ = “(30')30 : (29')29”- The symbol

“(30” at arrow a represents a downward data flow from caller to callee at the call site of

7

line 30. Correspondingly the symbol “)30” at arrow d represents an upward data flow

2

from callee to caller at the call site of line 30. The symbol “[,.,.” at arrow ¢ represents

the alias relation between expressions a and this.arr at line 7. Correspondingly

“lom” at arrow f represents the alias relation between expressions this.arr and a at
line 10.
main() Vector .set(i,x)
S h: ) g:1iy
Es 29:v_main.set(0,il); X T 11alilx;
Vector.get(i)
= d. )30 A e: (29 0
this 30:i2=v_main.get(0); WAt 29:v_main.set(0,i1); this
C: [arr' 7: a=this.arr; f: larr| 10: a=this.arr;
a a
b: [f;'8: return alil;
ret a: (a0 i2

30:i2=v_main.get(0);

Fig. 3.3.: Example of realizable data flow from 2. The nodes represent local variable
values'. Solid/dashed arrows represent forward /backward transitions between values
incurred by the labeled statements.

The combined data flow is realizable only if sp € L and s¢ € Lo where Ly and

L¢ are two context-free languages defined by the following grammars.

Ly = s LplfllgLrly|--]e€ where f,g € Field
Le— (i Le )i | G Lo )| |¢€ where ¢ and j are call sites
In Fig. 3.3, for example, the string s of the flow consists of s¢ = “(30*)30 (20+)29” €

R

Le and sp = “[i*[arr-larr-]jy)” € Lr. Hence the flow is realizable.

L Array elements are modeled with a pseudo field denoted by [i] and return statements are modeled
with assignments to the pseudo variable ret.
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A variable may point to certain value if there is a realizable data flow between
them. In Fig. 3.3, for example, 72 may point to “3” because of the realizable data
flow. Given a variable x as a query, the CFL analysis returns all 2’s possible values
reachable via realizable data flows.

The language L¢ essentially encodes contexts with call-strings. As a top-down
approach to interprocedural analysis, call-string-based context representation requires
truncation [15] to stay bounded in the presence of recursive method calls, and this
truncation leads to precision loss. Consider the example in Fig. 3.4. Because of
truncation, the recursive call in the method has the same effect as GOTO, i.e., jumping
to the entry of foo() without extending the call string, and generates spurious data

flows between x and y.

void foo(T x, T y, int c) {

if (¢ == 0) return;

foo(y, x, ¢c--); // swap z and y
}

Fig. 3.4.: Example code for recursive invocation.

To avoid precision loss from truncation, many interprocedural analyses are summary-
based (also known as functional in [16]) rather than call-string based. One such

approach is FLOWDROID [17] — a popular taint analysis tool.

3.0.3 Bottom-Up Summary-Based Approach

We next show bottom-up built method summaries contain excessive side-effects,
that is irrelevant to the flow of interest and incurs unnecessary analysis cost. To
replace call-string based approach with summary-based one, local heap needs to be
modeled separately from contexts, unlike CFL where the sub-string modeling heap
and that modeling context are mixed in the data flow. In [18] and many other

summary-based analysis, local heap is modeled with access paths where each access
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path «a is a local variable z followed by a field path ¢ (written z.0) and each field path

J is a (potentially empty) sequence of field names, as defined below:

(concrete) field path § € A = OF%eld” // The empty path is denoted by €
(concrete) access path «, 5, 2.0 € AP =Var x A

concatenation -.-: A XA = A st (fi, .oy fn)(G1s s Gn) = (Fiy oo fons s ovr Gn)
concatenation - .-: AP x A — AP s.t. (r,6).0' = (r,4.5')

An access path (e.g. this.arr[i]) represents the memory location to which the
access path evaluates as an expression at runtime. The approach in [18] builds side-
effect summary of each method describing its read and write sets in terms of access
paths rooted in the method’s parameters and returned values as shown in Table 3.1.
Then there is no need to propagate callers’ data flow down to callees, as a callee’s

side-effects are modeled with its summary, and no need to model contexts with call-

strings.
Table 3.1.: Side-effect summaries of Vector’s methods.
Method Read Set Write Set
Vector () 0 {this.arr}
Vector.get (i) {this.arr,this.arr[i]} 0
Vector.set(i,x) | {this.modCount,this.arr} | {this.modCount,this.arr|i]}

However, by building a callee’s side-effect summary in a solely bottom-up way, the
summary has to conservatively include all side-effects of the callee, including those
uninteresting to callers. For example, the access path this.modCount in read/write
sets of Vector.set(i,x) is irrelevant to the flow of i1 at the call site of line 29. To
avoid including irrelevant information in the callee’s summary, on-demand building
of callee’s summary has been proposed. One such approach is FLOWDROID [17] — a

popular security analysis tool based on taint analysis.
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3.0.4 The FlowDroid Approach

Next, we discuss FLOWDROID — a taint analysis tool implementing an on-demand
summary-based approach to heap analysis. To replace the call-string based approach
with a summary-based one, the heap needs to be modeled separately from contexts,
unlike CF'L where the sub-strings modeling heap and that modeling context are mixed
in with the data flow. In FLOWDROID and many other summary-based analyses, the
heap is modeled with access paths where each access path « is a local variable x
followed by a field path § (written x.d) and each field path ¢ is a (potentially empty)

sequence of field names, as defined below:

concrete field path 6 € A = OField* // The empty path is denoted by e

concrete access path «, 8,2.0 € AP =Var x A

An access path (e.g. this.arr|i]) represents the value to which the path evaluates
as an expression at runtime. Given certain method, FLOWDROID builds a summary
of it describing tainted output values given certain tainted input value. Both tainted
input and output values are represented by access paths rooted in the method’s
parameters or returned value. In Fig. 3.5b for example, given a tainted input value
x at arrow ', the execution of set () taints the value this.arr[i] as an output (arrow
f'). The meaning of the data flows is given in Chapter 4.

Method summaries are context-free, which means a method summary can be
universally applied to any call site of the method, like a function, hence functional.
For example, at the call site of line 29 where il is tainted (arrow a in Fig. 3.5a),
applying the summary of set () gives us another tainted value v_main.arr[i] at arrow
f. Thus there is no need to maintain contexts when building a method’s summary
and no need to model contexts with call-strings.

Given a tainted source value as a query, FLOWDROID returns all tainted sinks
as potential leaks. There is, however, no existing formalization of the semantics

underlying FLOWDROID in the literature to verify its soundness. We now formulate



main()
27:v_main = new Vector();

g: v_main.arrli]
28:i1=3;

a:il
b:il
29:v_main.set(0, i1);
f:v_main.arr[i]

(a) Data flow with respect to the query il.

Vector.set(i,x)

b" x
<set>: this=... x=...
f" this.arrl[i]
e: this.arr[i]
10: a = this.arr;
d: ali] C: X
11: afi] = x;

(b) Data flow with respect to the tainted input value x.

20

Fig. 3.5.: Example illustrating FLOWDROID. The solid/dashed arrows are explained

in Chapter 4.
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one below and use it to expose a loophole in the design of FLOWDROID as a security

analysis tool (Section 4.0.3).
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4. CLIPPER - A NEW ON-DEMAND HEAP ANALYSIS

4.0.1 A Denotational Semantics for Procedure Alias Effect

With a forward taint analysis and a backward on-demand alias analysis integrated
[17], FLOWDROID essentially implements a bidirectional analysis capable of collecting
all alias access paths referring to the tracked value.

Given a semantic domain consisting of all alias classes where an alias class A is a

set of access paths alias with each other, as defined below:

alias class A € AClass = 247
concatenation - .- : AClass x A — AClass s.t. A.§ 2 {a.d | a € A}

concatenation - .-: AClass x 2% — AClass s.t. A.D = {a.d |a € AN € D}

The denotational semantics of intraprocedural statements is defined below, where
the effect of each statement stmt is denoted by a function [stmt]* € AClass —
AClass extending an alias class A (hence the “A U” component) with new may-alias

access paths implied by that statement.

[I: x=y]*(A) ;= AU{y.d | z.0 € Ay U{x.6 | y.d € A}
[1: & =y f]MA) == AU{y.0; | 26 € A}U | {20 | yd € A}

§'€dg
[1:y.f = 2]*(A) = AU{y.0; | 2.6 € AyU | {20 | y.6 € A}
5 €8
o} iftd=f.od
where d; := f.0 and o7 := '}
0 otherwise
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The function d; “cons” the field f to the field path ¢ (e.g. (arr[i])names =
names.arr[i]) and the inverse function d7 returns the tail of the field path ¢ if its
head matches the field f (e.g. (names.arr[i|)mames = {arr[i]}). The semantic func-
tions symmetrically apply to access paths rooted at both left- and right-hand sides of
the statements, essentially renders the semantics bidirectional (or flow-insensitive).

The effect summary of a method body, e.g. [body]® € AClass — AClass, is
JA

defined by repeatedly applying the extending function [stmt]® of each statement

stmt € body, i.e.,

[body]™ := FIX M. MA. AU ] do [stmt;]*(A)

stmt; Ebody

Example 1 Given an initial alias class A={retye} within method Vector.get (),

the execution of “return a[i]” generates:
Ar=[return a[i]]*(A)=[retjer=a[i]]*(A)={retger, ali]}
Similarly the execution of “a=this.arr” further generates:
Ag=[a=this.arr]*(A))={ret e, a[i], this es.arr[i]}

Since further iterations add no new alias access paths, the effect summary of exe-

cuting the method is the extended alias class [bodyge|™ (A)={retet, ali], thisse;.arr|i]}.

For any statement “I: x=p(yo, ..., yx)” where the declaration of p is

t p(to ho, Ce ,tk hk){bOdyp}

I'method returns are modeled as assignments to variable “ret”
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the following domains and helper functions are defined:

downward visible access paths APf =x.A U U Yi-A
0<i<k

upward visible access paths AP; =ret,.A U U h;. A
0<i<k

downward mapping -i;: APZi — APpT

st. Vo e A x.cué: ret,.0 AVi € [0,k] : yi.(u;: ;.6
upward mapping -T;: AP; — APf

s.t. V0 € A ety =x.0 AVi€ [0,k] : hi.d L= y;.0
downward mapping -i;: AClass — AClass

s.t. VA € AClass : AlL=map*(-1L)(AN AP}
upward mapping -T;: AClass — AClass

s.t. VA € AClass : Ath=map(-1,)(AN AP))

A method call =p(y) denotes a function extending the caller’s alias class A with

alias access paths implied by the body of the callee body,:

[1: a=p@)]*(A) := AU ([body,]*(ALL)) 1,

Given a caller alias class A at call site x=p(7), A collects a subset of A visible to
callee (i.e., those access paths rooted at y; and z) and maps the subset to callee’s scope
(i.e., mapping ;.0 to h;.d and x.8 to ret,.0). Then [body,]*(A]) returns the effect
summary of callee — an alias class generated by extending A]. Then ([body,]*(Al))*t
instantiates this callee effect by collects a subset of it visible to the caller (i.e., those
access paths rooted at h; and ret,) and maps the subset to caller’s scope (i.e., mapping

h;.0 to y;.6 and ret,.d to x.0) — a process similar to effect masking [19].

2where map(f)(M) 2 {f(x) | = € M}
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Example 2 Given the caller alias class A = {i2} at line 30 in our example (thus

Al={rety.}), the effect summary of the callee is
[body,e]™ (AL) = {retyes, ali], thisge;.arr]i]}

as shown in Example 1, and the instantiation of the effect summary is ([body,e:]* (Al

) t= {i2,v_-main.arr[i}.

In the next section, we propose CLIPPER — a new on-demand heap analysis based
on this semantics. We then show a loophole in the design of FLOWDROID by com-

paring it with CLIPPER.

4.0.2 A Specification based on Deduction Rules

In this section, a new on-demand heap analysis — CLIPPER — is specified with a
set of deduction rules encoding FLOWDROID’s semantics (Chapter 4). A loophole
that undermine FLOWDROID’s soundness as a security analysis tool is exposed by
comparing FLOWDROID with CLIPPER (Section 4.0.3). Handling of static fields and
its generalization are introduced in Section 4.0.4.

Similar to an equivalence class, an alias class can be represented by one of its
members — its representative. Thus the alias class containing an access path « is
denoted by [a]. The membership relation 8 € [a] is encoded by the fact A(a, ), and
thus the fact A(«, «) holds trivially. According to the semantics defined in Section
4.0.1, an on-demand heap analysis can be specified with deduction rules for inferring
the alias class [a] of certain access path « given as a query, i.e., deriving all facts of
the form “A(a, -)”. We call this rule-based on-demand heap analysis CLIPPER.

In CLIPPER, program elements are encoded with a set of base facts defined in Fig.

4.1 and a query « is encoded as the initial (trivially holding) fact A(a, «).



26

"9UO IOAT9991 91[) Soj0uap O JuownGIe 9sIyy o1y ‘S[[ed [en|IiA I0g

‘sjuewde wrersoxd o) Aq pojusserder sjoey oseq oy [, T "SI

[1°0) 2 ¢ Aue 10y (*y ‘2 ‘d)ywvang <= {%ipoq}(ty 30y 09)d 9
(2.4, 9[(RLIBA 0} SHUSWUSISSR SB PI[OPOUL dIe SUINGOI poyjatt // (z ‘“%a. ‘) ubissy < d poylow Ul 2 UIjor ;)
T 0} oN[eA SWINIAI [[ed // (z )Y 110D
i st quowum@ire 2 // [y 0] 3 1 Awe a0y (v p)buy ) p < (Mt OR)d=x )

0fi I0AT9D9I UO [[ed [enjra // (d O DO A

(F'zproTs <= F=1 1
(ffitzppoTO <= [fi=2x 7
(fi‘x‘Qubissy < fi=x

(75010158 =T =F |
(i) xi)ou0180 <= fi= [ x 3
(z)oopy <= 3 mou =7



27

The intraprocedural semantic functions can be encoded with the following rules.

Ala,y.9) - Ala, x.6), Assign(l, x,y).
[l: z = y]* = ( ) ( ) ( ) (ASSIGN)

\A(a,x.é) - A, y.9), Assign(l, x,y).
(

Ala, y.6f) = Ao, 2.5),0 .
[z =y.f]* = (@ 3:05) - Ale,2.8), OLondll, 2,9, §) (OLOAD)

A, 2.8") - A(a,y.9), OLoad(l, z,y, f), §' €d5.

Ala,y.07) - Al .8), OStore(l .
[y f =] = (@ 3.07) - Ale,2.8), Otorell., f,2) (OSTORE)

\A(a,az.é’) - Ao, y.0), OStore(l,y, f,z), ' €d7.

Example 3 The derivation corresponding to the evaluation in Example 1 is shown
m Fig. 4.4b, which can be visualized as data flows in Fig. 4.3b, with each state-
ment representing the firing of the corresponding rule and the incoming/outgoing
flows representing the condition/consequent alias facts of the firing. For example,
the initial alias fact A(ret,ret) triggers the firing of rule OLOAD at line 8, generat-
ing A(ret,ali]) at arrow c. Similarly, the new fact triggers the firing of rule OLOAD
again at line 7, generating A(ret,this.arr[i]) at arrow d. Another derivation for the
alias of this.arr[i] in Vector. set() is visualized in Fig. 4.3a. As shown in the figure,

derivations are essentially bidirectional.

The encoding of interprocedural semantics with rules entails a more theoretical

construction.

Theorem 4.0.1 Given the complete lattice (L,C, U, M, L, T) where L = AClass, C
isC,UisU,MusN, L=0, T=AP, we have

1. Vstmt: [stmt]? is completely additive, i.e.,

VA C AClass: [[stmt]]A(I_I A) = |_| {[stmt]*(A)}

AeA
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main()
m: v_main.arr[i]
27:v_main =new Vector();

Vector()
28:i1=3; m’": this.arrl[i]
<init>: this = ...
l:i1
k: i1 4:a =new Object[10];
29:v_main.set{0, i1);
n: this.arr(i] o: ali]

g: v_main.arr[i]
f: v_main.arr[i]
5: this.arr = a;
TNDR e:v_main.arrli]
(Integer)v_main.get(0); (b) The derivation for facts of the form

b:i2
I A(this.arr[i], ).

a:i2

(a) The derivation for facts of the form

A2, ).
Fig. 4.2.: Visualizing derivations as data flows. The derived facts A(«, X) are visu-

alized as arrows labeled by X. Solid and dashed arrows are forward and backward
data flows, respectively.

Vector.set(i,x)

, Vector.get(i)
K:x 3 e": this.arrli] 3
<set>: this=... x=... <get>: this = ...
g" this.arrf[i]

h: this.arrl[i] jix d: this.arr[i]
10: a = this.arr; 7:a =this.arr;

i ali] zafll

b" ret

11: afi] = x; 8: return ali];

(b) The derivation for facts of the form

(a) The derivation for facts of the form
Alret, )

A(this.arr[i], -)

Fig. 4.3.: Visualizing derivations as data flows. The derived facts A(a, X) are visu-
alized as arrows labeled by X. Solid and dashed arrows are forward and backward
data flows, respectively.
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2. Vbody: [body]? is completely additive, i.e.,

VA C AClass: [[body]]A(I_I A) = |_| {[body]*(A)}

AeA

Proof For intraprocedural statements, (1) can be proved via a case-by-case analysis
of the semantic function. For method calls, the proofs of (1) and (2) depend on each
other, hence needs to proceed by coinduction [20].

Assuming (1) holds, the proof of (2) is similar to the one of Lemma 5.44 in [21].
We may first prove H" L is completely additive, then FIX H = L{H"L | n > 0} is

completely additive. Then assuming (2) holds, it follows that

[1: 2=p(@)]"(UA) = (UA) U ([body,]* (VA:) 1)) 1
= (UA;) U (U[body,]*(Ai )t
= (UA) U J([body,]* (A: )1
= [JAiu([body,]*(Ai 1)t

= U [z=p@)]"*(4)

This completes the proof. [ |
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Given the complete additivity of [body,]®* (Theorem 4.0.1), it follows that

[1: 2=p(m)]*(A)
= AU ([body,]*(AL))
= AU ([body,]*({h:.0 | y;.0 € Ay U {ret,.6 | 2.6 € A}))?t
(by definition of A])

= AU (| Dody,]*({hio}) U [ [body,]* ({ret,-61)1

yi.6€A z.5€A
(by additivity of [body,]*)
(0,61 | b€ ANB G, € Body]*({h5))) (o
{2.8 | yi.6; € ANret,.d € [body,]*({hi.6:})} (b
{y;.6; | .6 € AN h;.0; € [body,]*({ret,.0})} (
\ {x.0y | .61 € A Aret,.0y € [body,]?({ret,.01})} (d

=AU
c

)
)
)
)

(by definition of A1)

Each callee-visible access path is a new query to the callee and there are two kinds
— those rooted at parameters h; (cases a and b), and those rooted at returned value
ret, (cases ¢ and d). For each query there are two kinds of caller-visible access paths

in the callee effect summary — (1) those rooted at parameters h; (cases a and ¢); and
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(2) those rooted at returned value ret, (cases b and d). There are four cases in total,

which are encoded correspondingly with the following rules:

[1: z=p@)]* =
( Ala,y;.95) - Ala, y;.0;), CallArg(l, 4, y;), CallArg(l, 5, y;),
Param(p, i, h;), Param(p, j, h;), A(h;.0;, h;.9;). (a)

Ao, x.9) - Ala,y;.9;), CallArg(l, 4, y;), Call Ret(l, x),

Param(p, i, h;), A(h;.6;,ret,.0). (b) (CALL)
Ao, y;.6;) - Ala, 2.9), CallRet(l, x), Call Arg(l, i, y;),
Param(p, i, h;), A(ret,.d, h;.0;). ()

Ao, x.09) - A, 2.01), CallRet(l, x), A(ret,.01, ret,.02). (d)

\

Observation All derived facts are of the form “A(a, _)” and all rules are guarded
by existing facts of the form A(«, _) where the first bound argument « is the query
to answer.

Such facts serve a similar role as magic facts implying that “The problem of deter-
mining alias class of « arises” [3]. Given this, the analysis may leverage the magic-sets
approach [3] to build method effect summaries (i.e., alias classes) on demand, by de-
riving facts to answer certain query only. Given a query “a”, the initial magic fact
Ao, ) is added to the derivation. Additional magic facts initiating analysis on

callees are generated by following rules:

l: z=p(y) =
A(hi.6;, hibi) = A, yi.6;), Call Arg(l, i, y;), Param(p, i, hi).  (e) (CALL)
Alret,.d,ret,.0) - A(a, z.0), CallRet(l, z). (f)

Example 4 In the example program, the caller fact A(i2,i2) initiates a magic fact
A(ret,ret) on callee Vector.get () at line 30 by rule CALL(f), as shown by the
derivation in Fig. 4.4a which is visualized by arrows b and b’ in Fig. 4.2. This

callee fact further triggers the derivation of a callee effect summary A(ret,this.arr[i]),
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as shown in Fig. 4.3b. Then rule CALL(c) instantiates the summary and further
derives the caller fact A(i2,v_main.arr(i]) as shown by the derivation in Fig. 4.4c
and visualized by arrow e in Fig. 4.2a. According to rule CALL(e), this caller fact

further triggers the analysis of Vector.set () at line 29, as visualized by the arrow
/

g'. The derived callee summary A(this.arrli],z) (Fig. 4.3a) is instantiated by rule
CALL(a) to derive another caller fact A(i2,il), as visualized by arrow k in Fig. 4.2a.

4.0.3 A Loophole in FlowDroid

A comparison between CLIPPER and FLOWDROID reveals a loophole in the lat-
ter. Although based on a flow-insensitive semantics, the goal of FLOWDROID is to
implement a flow-sensitive analysis — a forward taint analysis to be specific — with an
on-demand backward alias analysis piggybacked on it. Both forward/backware anal-
yses are implemented in a framework for solving interprocedural finite distributive
subset (IF'DS) problems [22]. One shortcoming of this design is that the alias anal-
ysis is essentially intraprocedural-only because backward interprocedural data flows
from callers to callees are actually propagated by the forward taint analysis, unlike
CLIPPER where interprocedural data flows can be propagated in both directions — ei-
ther forward through call arguments (by rule CALL(e)) or backward through returned
value (by rule CALL(f)). Our next example in Fig. 4.5 illustrates CLIPPER has the
ability to handle a case missed by FLOWDROID.

In this example, a backward data flow in bar () needs to be triggered by the alias
analysis, as indicated by arrow ¢’ in Fig. 4.5b. However, because the alias analysis of
FLOWDROID triggers forward taint analysis in bar () only, further analysis of bar ()
is omitted and the leak at line 4 is missed, leading to a false negative. In contrast, rule
CALL(f) of CLIPPER will trigger the analysis of bar () by generating the magic fact
A(ret.f.h,ret.f.h). The analysis of bar() reveals the alias fact A(ret.f.h,ret.g.h)
(along the path ¢ — d — e — f — ¢') within bar() and thus the alias fact
A(w,z.g.h) at the caller which further exposes the leak at arrow h.
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c:x.f.h
1: x = bar();
g:x.g.h
b: x.f.h bar()
1:z=v.f;
2:w ="secret"; d-vind
RARL :z.h
a: w ! A
2:y.g =1z
3:xf.h=w; ‘:yg
fiy.g.h
h:x.g.h c" ret.f.h A
4: print(x.g.h); 3:returny;
g ret.g.h
(a) The derivation for facts of the form (b) The derivation for facts of the form
A(w, ). A(ret.f.h, )

Fig. 4.5.: Example illustrating the loophole in FLOWDROID. The forward data flows
denoted by solid arrows are implemented by the taint analysis while the backward data
flows denoted by dashed arrows are implemented by the on-demand alias analysis.
The data flows missed by FLOWDROID are marked in red.
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The root cause of the problem is the inconsistency between the flow-sensitivity
of the analysis and the underlying semantics, i.e., FLOWDROID tries to implement a
flow-sensitive analysis over a flow-insensitive semantics (Section 3.0.4). In Chapter
6 we propose an example application demonstrating a sound way to integrate the

flow-insensitive CLIPPER into a flow-sensitive analysis.

4.0.4 Static Fields and Jumping

Static fields represent global variables. The original description of FLOWDROID han-
dles static field as local variables [17] and load/store on static fields are handled in a
similar way as assigment on local variables given the following generalized notation

of access path:

x.0,f.0 € AP = (Var U SField) x A

where the new form of access path f.6 denotes those rooted at static field £. Then the
semantic functions with respect to load/store on static fields amount to assignment

on global variables:

[I: x =T]*(A) ;= AU{f.0 | v.6 € AU {20 | .6 € A}
[I: £ = 2]*(A) .= AU{ES | 2.6 € AU {x.d | £.6 € A}

Since static fields are globally visible in all methods, the functions A ] and A1

are extended to:

Al={hi.0 | y;.0 € AU {ret,.d | z.0 € A} U{t.d| .6 € A}
Ar={y;.6 | hj.0 € AU {x.0 | rety,.0 € Ay U{t.d | .6 € A}

which increase the analysis complexity — more rules to encode [I: z=p(7)]* and more

facts derived.
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Observation Different from local variables which only exist in the method where
they are defined, static fields represent global variables which are valid in all methods,
as are the access paths rooted at static fields. This causes a “jumping” effect when
analyzing load/store on static fields — a load /store on static field f may interfere with
any other load/store on f. Thus the task of computing the alias class [x.d] of a local
query (local-variable-rooted access path like z.0) can be delegated to computing the
alias class [f.d] of a global query (static-field-rooted access path like f.d) by generating
magic facts of the form A(f.4, f.0) indicating “the problem of determining alias class

of f.§ arises”, as shown by Rules SLOAD(a) and SSTORE(a) below.

o= = A(t.6,£.9) - Ao, x.6), SLoad(l, z,f). (a) (SLOAD)
A(t.6,2.9) - A(£.9,£.9), SLoad(l, x, ). (b)

[ f = o A(t.6,£.9) - A, x.9), SStore(l,t,x). (a) (SSTORE)
A(f.0,2.6) - A(f.0,£.5), SStore(l,t,z). (b)

These magic facts trigger further analysis at interfering load/store on f (hence
“jumping”), as shown by Rules SLOAD(b) and SSTORE(b).
Similarly, a magic fact A(f.0,f.9) holds at all call sites and hence queries for callee

summaries of the form A(f.0, #), which should be instantiated at all call sites as shown

below.
I: z=p(y) =
(a—f)
A(t.6,y;.0") - A(L.0, h;.0"), Param(p, i, h;), CallArg(l,i,y;). (9) (CALL)
A(t.6,2.0") - A(f.0,7et,.d"), CallRet(l, ). (h)

To skip expensive local propagation of alias facts for scalability, a similar approach
can be generalized to object fields with the notation of access path further generalized

below

z.0,£.0, f.0 € AP = (Var U SField U OField) x A
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Given a relation Jump specifying the set of object fields to be handled like static

fields, the rules corresponding to load/store of object field can be modified as follows:

I: x=y.f =
Ao, y.£.0) - Ala, 2.6),OLoad(l, z,y, f), Jump(f). (a)
Ala,z.8") - A(a,y.0),OLoad(l, z,y, f), 8 €ds, Jump(f). (b) (OLOAD2)
A(f.9, f.0) - A, 2.6),OLoad(l, x,y, f), Jump(f). (c)
A(f.0,2.9) = A(f.0, f.0), OLoad(l, z,y, f), Jump(f). (d)
l:y.f=x=
Ala,y.f.0) - Ala, 2.9),OStore(l,y, f,x), Jump(f). (a)
Ala,z.8") - A(a,y.0),0Store(l,y, f,x),d o, Jump(f). (b) (OSTORE2)
A(f.9, f.9) - Ala, x.6),0Store(l, y, f,x), Jump(f). (c)
A(f.0,2.0) == A(f.0, f.0),0Store(l,y, f,x), Jump(f). (d)

For fields excluded from the relation Jump, rules OLOAD2(a-b) and OSTORE2(a-
b) handle their loads and store as usual. For fields included in Jump, rules OLOAD2(c-
d) and OSTORE2(c-d) handle their loads and stores like static fields.

Example 5 Given a set of jumping fields Jump = {names} and the access path
v_names.arrli] at the load from the names field at line 23 (arrow d in Fig. 4.7), it

“lumps” to

1. the store at line 18 as derived in Fig. 4.6a and visualized by arrow e in Fig.

4.7
2. the load at line 20 as derived in Fig. 4.6b and visualized by arrow g in Fig. 4.7.

A field-rooted access path like names.arr[i] essentially over-approximates the set

of variable-rooted ones like x.d0.names.arr[i], had the access path v_names.arr[i] been



38

"SjuLIRYR)S SUIPUOASOLIOD JO SIDQUINU SUI] oIk sosorjuared ur sroqunu o[, o[dwexe surdwnf 9§ 81

" SPUDUSIY) = SUWDUQ ()T, 03 Surdumn( Jo uoryeatte (q)

([2]4ap"s20WDUQ “[2]dD" SDUIDU )}/

AONV ¢29ppdn ¢ — ¢ ¢
(sowmu PPs ) ‘sownua ‘()g)proTO (2) ([2]-440° s90DU * [2] At D" SDWDW) F7
e (sowwu)dwnp  (sowou PrIsuy) ‘sownura‘gg)ppo7  ([1]4an sawnusa ‘ownu)y
" SIWDUQ = sawpu sy QT, 03 Surduml jo uoryesla( (®)
([2]dams20DUQ *[2] At D" SDUDU )}/
(81) (sowpu~a ‘sownu ACTPPY $177 ‘QT)9.4015 ) ([t]4amso0DU ‘2] LD SDUWDU) Y/

(€2) (sowpu)dwny  (sowpu PR¥ sy ‘sownua ‘¢g)ppo7O  ([2]L4m sowmusa ‘ownu)y



39

‘smop Surdwm( jueserdor smorre pox po3jop o], "smop ejep se surdwn( Surziensip "L § 81

2weu o

dweu :q {(1)198'saweu A (Suus)

= =aweu:
[1]44e'saweu A 2 e

— 1J41e"SQWEeU A :
[1IJ44e"SaWeU ™A 3/ [ p

{(Sweu 1)19s'saweu A:Tg

R ‘Saweusiyl = SaWeu A:gg.... °
aweu :f ‘3
[141e'saweu A iy (1)y213)300g1ppY i3
. n
‘o
{SaWeursIy} = Saweu A:QZ € ‘Ssaweu” A = Saweu'siy} 8T « - I,
[1]44e°SoWeu :b =
dweu 3y [1]44e°ssweu A of
=aweu =Sy} :<arepdn> {()40109A Mau=saweu A:/T

(sweu ‘1)a1epdn-yo0gippy ()sjoogippv



40

propagated locally at line 23. This may introduce spurious facts inferred but will not
affect the soundness of the analysis.

In our experiments, only instance fields defined outside library packages are jumpable
and we identify such library packages with their names, including “java.lang.*” and

“java.util.*".

4.1 Access Path Abstraction

In real-world object-oriented programs, recursive data structures and abstract
data types are two most commonly used programming constructs. An Abstract Data
Type (ADT) is an interface specification of classes, i.e., a description of the data
they represent and the permissible operations (i.e., methods) on these data [23]. For
example, the List interface defined in Fig. 4.8, formed by its permissible methods

get () and set (), is an example of an ADT.

interface List {

Object get(int i);

void set(int i, Object x);
}

Fig. 4.8.: Example code for List interface.

Both Vector and LinkedList classes implement these methods and thus the List
interface (Fig. 4.9). Particularly, the linked list implemented by the LinkedList class
is a commonly used recursive data structure.

These two programming constructs pose challenges to scalability of access-path-
based heap model. An access path abstraction mechanism to automatically overcome

these challenges is introduced in the next two sections.
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class Vector implements List {...}
class Node {Node next; Object e;}
class LinkedList implements List {
Object get(int i) {
Node n = this.head;
for(; i>0; i--) {n = n.next;}
return n.e;}
void set(int i, Object x) {
Node n = this.head;
for(; i>0; i--) {n = n.next;}
n.e = x;7t
}
class AddrBook {
List names;
AddrBook (boolean useVector) A
if (useVector) {this.names = new Vector();}
else {this.names = new LinkedList ();}}
}

Fig. 4.9.: Example code for illustrating access path abstraction.

)
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4.1.1 Cyclic Pattern Reduction

Recursive data structures are usually accessed with recursive program constructs
such as loops and recursive method calls. In LinkedList.set () for example, accesses
to list elements start from the head node (line 9) and advance from one node to
its successor in each iteration of the loop (line 10). Such iterations cause access
paths to grow indefinitely (arrow dj in Fig. 4.10), generating an unbounded set
of method summaries {A(z,«) | o € this.head(.next)*.e}, where the access path
pattern this.head(.next)*.e represents the infinite set of access paths {this.head.e,

this.head.next.e, this.head.next.next.e, ...}.

LinkedList.set(i, x)

<set>: this=... x=...
f: this.head(.next)*.e
e: this.head(.next)*.e

do: n.next.e 8: n=this.head;

d;: n.next.next.e

9: for(...) n=n.next;
c: n.e be x

10: n.e=x;

Fig. 4.10.: Unbounded access paths generated by a loop iteratively.

Accesses to recursive data structures can also be implemented with recursive
method calls. In an alternative linked list implementation in Fig. 4.11, accesses to
list elements are performed by recursively invoking (line 8) an internal setter method
setE() which advance from one node to its successor at line 7. By applying the
generated method summary repeatedly at the recursive call site, the generated ac-
cess paths may grow indefinitely, as shown in Fig. 4.12. The flow path through
the if branch generates the initial summary A(x,n.e) (Fig. 4.12a). Instantiating

this summary at the recursive call in the else branch generates the second summary



1 class LinkedList {

2 void set(int i, Object x) {

3 Node n = this.head;

4 setE(n,x,1i);}

5 void setE(

6 Node n, Object x, int i) {
7 if (i>0) {Node n1l = n.next;
8 setE(nl,x,1i-1);}

9 else if(i==0) {n.e = x;}}

10 }

Fig. 4.11.: Traversing recursive data structure via recursive method calls.

b
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LinkedList.setE(...) LinkedList.setE(...)
a: x a: x
<setE>: n=... x=... <setE>: n=... x=...
d:n.e g: n.next.e
c:n.e fin.next.e
b: x
9: n.e =x; 7:n1 = n.next;
. e:nl.e b: x
(a) Generating method summary (z,n.e)
. c: X
from the if branch. 3
8:setE(n1,x,i-1);
d:nle

(b) Applying the summary (z,n.e) to the
recursive call within the else branch to
generate new summary (z,n.next.e).

LinkedList.setE(...)
<setE>: n=... x=...

g: n.next.next.e
f: n.next.next.e

7:nl=n.next;

e:nl.next.e b: x
C: X
8:setE(n1,x,i-1);
d: nl.next.e

(c) Applying the summary (z,n.next.e) to the recursive call within the else branch to
generate new summary (z,n.next.next.e).

Fig. 4.12.: Unbounded access paths generated by recursive method calls.
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A(x,n.next.e) (Fig. 4.12b). Instantiating the second summary generates the third
summary A(x,n.next.next.e) (Fig. 4.12c). Repeating the above process generates

the same unbounded set of method summaries {A(z, «) | a € this.head(.next)*.e}.

&
€. next

e
head

.head.e

Fig. 4.13.: Set of field paths encoded as a DFA.

.head .e
.head .next .e

.head .next .e

.head .next .next .e

Fig. 4.14.: String matching example.

5,02 Hfoi=01.0N0€CYC
I f.0  otherwise

{6} if 6 = f.0
o :=q1{0.0] fo'eCYC} if3: fo'eCYC
0 otherwise

Fig. 4.15.: Modified 0y and d7 to support cycle reduction.

Denoted as a regular expression, the set of field paths head.(next.)*e can be en-
coded as the deterministic finite automaton (DFA) [24] in Fig. 4.13, where each state

is labeled with one of the field paths it represents.



LinkedList.set(i, x)

<set>: this=... x=...
f: this.head.e
e: this.head.e

8: n=this.head;
d: n.next.e > n.e
9: for(...) n=n.next;
c. n.e b: x

10: n.e=x;

Fig. 4.16.: Bounded access paths abstracted via cycle reduction.

46
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The cyclic pattern “next” in the DFA can be extracted from the aforementioned
set of method summaries {A(z, ) | a € this.head(.next)*.e}, which implies the alias

b

relation among the access paths “this.head(.next)*.e”. Then detecting the cyclic
pattern can be generalized to an approximate string matching problem (also known
as edit distance problem in [25]), where each field path is denoted by a string and each
field in the field path is denoted by a character in the string. As shown in Fig. 4.14,
the inserted part “next” between matching parts constitutes the cyclic pattern. This
inference method is both general and effective. It doesn’t require extra conditions on
the program structure such as reducibility or extra analysis to extract this structure
information with interval analysis. In our experiments, it successfully inferred all
cyclic patterns in the Java Class Library and benchmark programs.

Given a set of cyclic patterns C'Y'C' C A#, the original definition of §; and 07 in
Section 3.0.4 can be modified to encode the transition relation of the corresponding
DFA (Fig. 4.15), ie., ¢ ER oy and Vo' € o5 @ & I, 5. Such DFA-based field path

encoding generates only bounded access paths by reducing cycles automatically, as

shown in Fig. 4.16 where CYC = {next}.

4.1.2 Abstract Data Type Based Reduction

ADTs pose another challenge to the scalability of access-path-based analysis be-
cause the same conceptual reference relation can be encoded by different field paths of
different implementations. In Fig. 4.9, for example, the collection of names referenced
via AddrBook.names could be implemented with either Vector or List. Thus the
conceptual reference relation between the AddrBook object and its name objects could

29

be encoded with either “names.addr[i]” or “names.head.e”, as shown in Fig. 4.17.

The situation becomes worse in real-world programs due to multiple implementations

of the same interface type and nesting of collection types like Map<String,List>.
The reference relation between List objects and their elements can be modeled

with a pseudo field elem (Pseudo fields are denoted in bold face,) which can be



48

implemented as field paths arr[i] (by Vector) or head.e (by LinkedList). These field
paths can be automatically extracted from summaries of implementations of the setter
method List.set(i,x), e.g. A(this.arrli],x) in Fig. 3.5b and A(z,this.head.e) in
Fig. 4.16.

Similarly for the java.util.Map interface, different field paths implementing the
conceptual reference relation between map objects and their keys and values (modeled
with pseudo fields key and value respectively) can be inferred from implementations
of the setter method Map.put (key,value). The set of abstract fields (OField”) is
defined as the union of these pseudo fields and the real fields (Flield) defined above,
ie., f#* g% € OField” = OFieldU{elem, key,value}. Then an abstract field path
is a sequence of such abstract fields, i.e., 6% € A# = OField**.

The pseudo fields and their alternative implementing field paths can be modeled
by production rules (e.g. elem — arr[i] | head.e,) which can be encoded as pairs in
a relation called ADT), i.e., (f#, 6#) € ADT C OField* x A# if f# — §#. In our
example, the inferred ADT relation is {(elem, arr|i]), (elem, head.e)}.

The definition of 5# and 5;* can be further modified to support field path reduction

with respect to the production rules in ADT"

AddrBook.fetch(i)

<fetch>: this = ...

e: this.names.arr([i],
this.names.head.e

22:v_names=this.names;

d: v_names.arrl[i],

c:v_names.arrli],
v_names.head.e

v_names.head.e
23:name =

(String) v_names.get(i); b: name

a: name

Fig. 4.17.: Multiple access paths caused by ADT.

Fig. 4.19 shows the effects of applying AD7T-based reduction on our example

analysis.
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oF if f.0% =607 Ao e CYC
fEST it f.0% =07 .67 A (f*,67) € ADT
Vi 0% otherwise

({6#1} if % = f.6"

# . r# ST
(6% 6% | (f*, f.0%) € ADT} it {5 J7.05 and

0% 307 . (f*, f.07) € ADT
{5#’.5# | f.07 € ager if 367 . .67 € CYC
\@ otherwise
Fig. 4.18.: Modified (5}éé and 5?; to support ADT-based reduction.
LinkedList.get(i)
e: this.elem .
Vector.get(i) <get>: this = ...
d: this.elem
<get>: this= ... d: this.head.e = this.elem
c: this.arr[i] > this.elem 4: n=this.head;
7: a = this.arr: c:n.next.e - n.e
b: ali] 5: for(...) n=n.next;
a: ret
8: return afil; b: n.e
a: ret

6: return n.e;

AddrBook.fetch(i)
<fetch>: this = ...
e: this.names.elem

22:v_names =this.names;

d:v_names.elem

c:v_names.elem
23:name =

(String) v_names.get(i); b: name

a: name

Fig. 4.19.: Examples of ADT-based field path reduction.
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4.1.3 Soundness of Access Path Abstraction

Given the definitions of abstract fields and field paths above, we further define:

abstract access path o, % (x,0%) € AP* = Var x A#
abstract alias class A#* € AClass# = 247"

The semantic function [-]# for the abstract denotational semantics of our simple
language can be obtained by replacing d; and o7 with 5}% and 5? defined in Fig.
4.18. An extraction function n : AP — AP# to “extract” the abstract access path
representing a given concrete one can be defined by iteratively applying function 5}% on
each field f; of the concrete access path, i.e n(z. fi.fo... fi1-fr) = 2.((((€5,) foy) ) 1) -
Then a Galois connection (AClass, a,, AClass™) can be defined as in [20]:

a(A) = {n(a) | a € A} and v(A*) = {a | n(a) € A#}

Theorem 4.1.1 [-]# is a correct upper approzvimation of [-]*.

Proof A case-by-case analysis of the semantic functions of each statement to verify
that
Vstmt: VA: a([stmt]?(y(A#))) C [stmt]#(A¥) [

Next we give two applications of CLIPPER.
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5. IMPLICIT CONTROL FLOW ANALYSIS

Event-driven frameworks such as Android! allow clients to register callbacks for var-
ious events. In Fig. 1.4 for example, the framework defines the “paused” event for
activities. Listeners may be registered by clients for such events via the framework
method App.register (). Clients may customize their own event handling methods
by implementing the interface ICallback.onPaused(). In this example, the client
method MyApp.onCreate () registers a customized listener object of type MyCallback,
which is invoked by the framework at line 14.

For scalability purposes, many static analyses such as FLOWDROID abstract the
framework part of the program with a simplified model, and the causal relation be-
tween the registration and the callback is modeled as implicit control flow. In FLoOW-
DRoOID, for example, such a causal relation is specified manually as the registration /-
callback pair: App.register() — ICallback.onPaused().

We propose to infer this causal relation automatically with CLIPPER, as demon-
strated in Fig. 5.1. A query with respect to the callee’s receiver is issued at each

callback edge (e.g. arrow a in Fig. 5.1) within the call-graph where
e The call site is within the framework part, e.g. line 14;
e The callee is a client-defined method, e.g. MyCallback.onPaused().

Then the alias access paths are propagated until reaching a registration edge (e.g.

arrow k) where
e The call site is within the client part, e.g. line 24;

e The callee is a framework method, e.g. App.register().

Thttps://www.android.com/
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Hence the registration/callback pair App.register() — ICallback.onPaused()
is exposed.

For each given client part, the inference analysis implemented will automatically
generate a set of registration/callback pairs potentially used by the client. The auto-
matically generated set of pairs can be used as drop-in replacement of the manually
specified one in FLOWDROID. Our experimental results show FLOWDROID based
on automatically generated registration/callback pairs achieves the same precision as

the one based on manually specified ones.

5.1 Limitation of EdgeMiner

The implicit control flow analysis is initially inspired by EDGEMINER [26]. Same
as the CLIPPER based implicit control flow analysis in this chapter, EDGEMINER is
used to infer a set of registration-callback pairs. Different from the CLIPPER based
approach, EDGEMINER applies a field-insensitive heap model, which is one major
drawback of EDGEMINER’s design. Consider the example program in Fig. 5.2 where
a callback object is register indirectly via a Map object. Hence the callback object is
stored to the Map object via the invocation of method Map.put () at line 16 before the
Map object is stored to the field callbacks via the invocation of method register ()
at line 17 as shown in Fig. 5.3.

Due to the field-insensitive model applied by EDGEMINER, it will incorrectly infer
the registration site as the invocation of method Map.put() at line 16 rather than
the invocation of method register() at line 17.

The heap model applied by CLIPPER is access-path based and hence field-

sensitive, which can correctly handle a senario like this.



54

class Session {

Map callbacks;

void register (Map cbs) {
this.callbacks = cbs;

void flush() {
Map cbs = this.callbacks;
Listener cb = cbs.get("flush");

1
2
3
4
5 }
6
7
8
9 cb.onFlush();

10 }

11 }

12 void main() {

13 Session session = openSession();
14 Map cbs = new HashMap();

15 Listener cb = new FlushEventListener ();
16 cbs.put ("flush", cb);

17 session.register (cbs);

18 session.beginTransaction () ;

19

20 }

Fig. 5.2.: Example code where a field-sensitive heap model is needed for implicit
control flow analysis.
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6. DYNASENS — A DEMAND-DRIVEN POINTS-TO
ANALYSIS

As demonstrated in Section 4.0.3, it is unsound to add flow-sensitivity to an analysis
based on an inherently flow-insensitive semantics. However, if focusing on a program’s
effect as sets of alias classes determined by it, as explained in Section 3.0.4, a heap
analysis like CLIPPER can be used as a slicing analysis: given a query (access path)
a as the slicing criterion, CLIPPER generates a slice — a subset of the program’s
elements preserving the program’s effect — the alias class of a. The slice can be used
to refine another flow-sensitive analysis — focusing the latter on the program elements
within the slice — thus forming an iterative analysis as a whole [27].

In this chapter, we present DYNASENS — a demand-driven approach to automat-
ically refine a (flow-sensitive) points-to analysis by adjusting its context-sensitivity

with CLIPPER.

6.0.1 Overview of Parametric Points-to Analysis

Within a points-to graph generated by a points-to analysis, objects are modeled
with global names such as Vec,qme and Vecy,; denoting the vectors allocated at line 17
and 27, respectively, and Arr denoting the array allocated at line 4. As an example,
Fig. 3.1 shows part of the data flow generated by a context-insensitive points-to
analysis of the example program in Fig. 1.1. Due to absence of context, the flows
of Vecyame and Vecr,, merge along paths a — ¢ and b — ¢ respectively, where their
own arrays, denoted by the common name Arr, are modeled as being stored to their
arr field, as shown in the generated points-to graph in the bottom-right corner of
Fig. 3.1. Similarly, due to confluence of these two vectors along paths f — g — [ and

h — 5 — [, and confluence of the string name and integer 3 along paths e — g — k
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and ¢ — j — k, both name and 3 are modeled as being stored to Arr at line 11, as
shown in the generated points-to graph.

Finer points-to graphs can be generated by augmenting data flows with contexts.
Smaragdakis et al. developed a parametric points-to analysis which allow manual
specification of different context sensitivities on different program elements [28], so
that a subset of the program elements are analyzed context-sensitively while the
rest are analyzed context-insensitively. Such configurability comes from a parametric
redesign of the points-to analysis rules and the introduction of two new input relations
to configure these rules. The input relations used to configure the analysis are shown

below:

e ObjectToRefine(lalloc): a set of allocation sites (lalloc) where context sensi-

tivity is enabled.

e SiteToRefine(lcall,p): a set of call edges from call sites (lcall) to callees (p)

where context sensitivity is enabled.

The parametric rule handling object allocation is:

VarPointsTo(z, ctz,l, hetz) < Alloc(l, x).

* if [ ¢ ObjectToRefine
where hctx =

RecordRefined(l,ctz) if |l € ObjectToRefine

where an allocation “I: x = new t” generates an abstract object whose quantifying
context hctr may be context insensitive (denoted by “x”), or a refined context, com-
puted by the function RecordRefined depending on the configuring input relation
ObjectToRe fine.

The parametric rule handling call graph building is:
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CallGraph(leu, callerCtx, p, calleeCtx) <

Call(lea, Yo, p), PointsTo(yo, callerCtx, lpyse, base HCtx).

x Af (lequ, p) ¢ SiteToRefine
where calleeCte = { MergeRefined Iy, base HCtx, loay, callerCta)
if (leau,p) € SiteToRefine

where an invocation “l.q;: t=p(7)” on the receiver object represented by (lpese, base HCtx)
generates a call edge to callee p, whose quantifying context calleeC'tx may be ei-
ther context-insensitive (denoted by %), or refined and computed by the function
MergeRe fined, depending on the configuring input relation SiteToRe fine.

Smaragdakis et al. [28] uses heuristic rules to populate input relations ObjectToRe fine
and SiteToRefine to configure the analysis for better precision and scalability.

We propose to populate these input relations with elements from the slice gen-
erated by CLIPPER as a slicing analysis so that the configuration is guided by the

demand from certain client analysis.

6.0.2 Populating Input Relations

The configuring input relations ObjectToRe fine(l) and SiteToRe fine(l, p) of the
parametric points-to analysis can be populated from the analysis result of CLIP-
PER with the following rules, where CallGraph is generated by a bootstrapping

context-insensitive points-to analysis.

ObjectToRefine(l) - Ala, x.6), Alloc(l, ).
SiteToRefine(l,p) - A(a,y;.0), CallArg(l,i,y;), CallGraph(l, _, p, -).
SiteToRe fine(l,p) - A(a, x.9), CallRet(l, z), CallGraph(l, _, p, -).
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In our example program, given the slicing criteria ¢2 encoded as a query to CLIP-
PER, the slice includes the following program elements from Fig. 4.4 (and 4.2) (labels

are denoted by line numbers)

ObjectToRe fine ={4,27,28}

SiteToRe fine ={(27,Vector()), (29, Vector.set()), (30, Vector.get ())}

Given the above configuration, the refined points-to analysis is shown in Fig. 6.1.
Since the call site at line 27 is determined to be context-sensitive, the callee Vector ()
is specialized with the receiver Vecy,; as its context. So is the array Arry,; allocated
within it at line 4. Thus the context-sensitive flows b, ¢y, and do are separated from
the context-insensitive ones a, ¢y, and d;. Similarly, since the call site at line 29 is
determined to be context-sensitive, Thus the context-sensitive flows j, ks, Iy, and mao
are separated from the context-insensitive ones g, ki, [, and m;. As a result, the
contents of two vectors Vec,ume and Vecy,; are separated in the generated points-to

graph in Fig. 6.2.

6.0.3 Experiment Setting

We give experimental results for the following points-to analyses, named according

to the naming convention in [29]:

Insen The context-insensitive analysis.

2type+1H 2-type-sensitive analysis with a 1-type-sensitive heap [29], which is op-

timized for scalability.

1typelobj+1H 1-type-1-object-sensitive analysis with a 1-object-sensitive heap
[29], which shows the best trade-off between scalability and precision among other

type-sensitive analyses.
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Fig. 6.2.: Part of points-to graph generated by the refined points-to analysis.
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DynaSens The refined analysis which is selectively context-sensitive on the ele-
ments of the input relations populated by CLIPPER with respect to certain query.
Furthermore, it is a parametric analysis which can be configured to yield any n-object-
sensitive analysis with an (n-1)-object-sensitive heap (i.e., (n)obj+(n-1)H) [2]. Such

configurability comes from the following context constructors for (n)obj+(n-1)H:

o RecordRefined(l, ctx) = [ctx[l], ..., ctx[n — 1]

o MergeRefined(lpgse, base HCtx, loqy, callerCtx) =
[lpase, base HCtx[1], ..., base HCtxn — 1]]

where ctz, callerCtx € (Label U {*})" and baseHCtx € (Label U {x})""! are
sequences of allocation sites and x (a unique constant value), of length n and n — 1
respectively, and ctz[i] (or hctx[i]) is the i-th element of ¢tz (or hctx), starting with
index 1.

We evaluated DYNASENS on Xeon E5-2660 2.6GHz machines with 64GB of RAM
with two clients: (1) downcast safety checking (Section 6.0.4) and (2) copy constant
propagation (Section 6.0.5).

6.0.4 Downcast Safety Checking

The DaCapo benchmark suite [30], v.9.12-bach and v.2006-10-MR2, is used to
test the downcast safety analysis. We analyzed most benchmarks (Table 6.1) used in
previous work [29], ranging in size from 368K to 2324K bytecodes. The jython bench-
mark is excluded because it generates bytecode DynSamically during run-time. The
benchmarks luinder and lusearch are combined into one benchmark [ucene because
they are actually two drivers of the same library lucene.

For each downcast site in the benchmark program, the client analysis tries to prove
its safety by configuring the points-to analysis with the result of the slicing analysis
carried out with respect to the downcast. The program elements from the slicing

result are configured with 2obj+1H context-sensitivity. Table 6.2 shows the detailed
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Table 6.1.: Benchmark characteristics. The Classes and Methods columns show the
number of classes and methods in the benchmark. The Bytecodes column shows the
size of the benchmark in Kbytes. The Queries column shows the number of downcast
sites in the application classes of the benchmark.

Name | Classes | Methods | Bytecodes (Kbyte) | Queries
antlr 968 6161 368 127
lucene 1295 8583 485 147
bloat 1189 8979 530 1024
avrora 2306 12005 267 424
sunflow 1812 10610 602 156
chart 2129 18305 1048 951
xalan 2126 15576 893 901
pmd 2202 14852 916 1076
batik 3706 18614 1047 976
fop 5438 37496 2324 1487
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results of our experiments, including the precision and cost metrics. The “reachables”
rows show the number of reachable methods. The “call-graph (K)” rows show the
number of thousands of nodes/edges within the context-sensitive call graph built.
The “safe casts” rows show the number of safe downcasts proven by each points-to

2

analysis. The greatest numbers are in bold font. The “points-to (K)” rows show
the number of thousands of pairs of a context-sensitive local variable and an object
within the points-to relation built. The “time” rows show the run-time of the (slicing

and) points-to analyses in seconds. The shortest time is underlined.

Precision The precision metric is the number of casts that could be statically
proven safe (the “safe casts” rows in Table 6.2). Thus higher numbers are better
and the best result of each row is emphasized in bold font. As can be seen, DY-
NASENS proves more casts safe than other analyses on most benchmarks (8 out of

10) and is very close to the most precise one on others.

Cost Cost is shown with three metrics: running time, the size of the context-
sensitive call-graph, and size of points-to relation between context-sensitive local
variables and objects. The cost of DYNASENS is represented by the average value
measured over all refined analyses for all cast queries. Different from running time
which is an implementation-dependent measurement, the sizes of the context-sensitive
call-graph and points-to relation are implementation-independent. The shortest run-
ning time for each benchmark is underlined in Table 6.2 for clarity.

As can be seen, DYNASENS has the desirable feature of low cost: its running
time for any benchmark is close to the context-insensitive one. This advantage is
more salient on large benchmarks where DYNASENS incurs the lowest cost among
all context-sensitive analyses. This is because context sensitivity is enabled only on

elements relevant to each query.



Table 6.2.: Results for downcast safety checking.

Metrics Insen | 2type+1H | ltypelobj+1H | DYNASENS (20bj+1H)
reachables 3333 3293 3293 3333
= | call-graph (K) 3/22 10/45 14/100 4/24
£ | points-to (K) 266 400 585 286
= safe casts 0/127 42/127 44/127 65/127
time (sec) 19 23 34 1+19
reachables 4590 4498 4489 4590
2 | call-graph (K) | 5/22 18/79 26,162 6,/24
¢ | points-to (K) 482 791 1413 559
= safe casts 0/147 85/147 111/147 104/147
time (sec) 28 43 58 3+32
reachables 5537 5395 5388 5531
= | call-graph (K) 6/41 27/192 40/308 12/85
S | points-to (K) 1437 1992 3078 1721
2 | " safecasts | 0/1024 | 85/1024 114/1024 220/1024
time (sec) 42 56 78 15+49
reachables 8560 8494 8493 8560
= | call-graph (K) | 9/37 39/140 53/225 11/42
2 | points-to (K) 1715 1758 2326 1719
3 safe casts 0/424 99/424 100,/424 130/424
time (sec) 44 56 73 5+44
reachables 5233 4997 4985 5232
S| | il "2
= | points-to
2 | safe casts 0/156 83/156 85,156 88/156
time (sec) 32 34 55 4436
reachables 8546 8327 8300 8546
& | call-graph (K) | 9/42 45/196 91/651 13/62
= | points-to (K) 3207 3354 10311 3242
© safe casts 0/551 180/551 270/551 265/551
time (sec) 75 98 183 6480
reachables 9708 9114 9089 9708
= | call-graph (K) | 10/58 55/677 129/1729 15/111
= | points-to (K) | 2118 4403 16888 2246
% | safe casts 0/901 |  194/901 311/901 323/901
time (sec) 66 140 400 6+73
reachables 10558 10219 10193 10554
— | call-graph (K) | 11/56 124/569 158/1031 35/148
g | points-to (K) 3591 4112 7065 4505
~ safe casts 0/1076 | 175/1076 249/1076 292/1076
time (sec) 118 158 332 9+139
reachables 11210 10993 10988 11205
w2 | call-graph (K) | 11/61 | 82/1737 110/2139 20,306
% | points-to (K) 2501 7194 10126 3479
S | safe casts 0/976 |  266/976 306,976 353/976
time (sec) 100 383 391 14+152
reachables 27331 26315 26280 27272
o | call-graph (K) | 28/190 | 194/3710 329/6646 61/800
2| points-to (K) 19549 22854 47296 20491
safe casts | 0/1487 | 329/1487 4551487 567/1487
time (sec) 433 753 1308 20+558

65
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6.0.5 Copy Constant Propagation

Each handler is designed to handle a pre-defined set of message types. Thus
sending a message to a handler not designed to handle its message type is a design
bug. Running a demand-driven copy constant propagation [31,32] at the reading of
the what field (line 3) to enumerate all possible message types read by the handler
is an approach to detect such bugs statically. Such a client analysis is evaluated in
Section 6.0.5.

The copy constant propagation analysis is part of a tool developed to statically
analyze the Android framework. Because constants are propagated through the heap,
the effectiveness of the bug detection depends on precise points-to information. Since
building precise points-to information requires deep context-sensitivity, which poses
a significant challenge to the scalability of the analysis on large code base like the
Android framework as illustrated in Section 1.1. To solve this problem we initiate
CLIPPER at the reading of the what field (e.g. with the query access path i at line 3
in Fig. 1.6) to identify the relevant program elements and to handle them context-
sensitively for precision, and handle the rest of the framework context-insensitively
for scalability.

In this experiment, the package “android.os” (where the relevant library classes
“android.os.Message” and “android.os.Handler” are defined) is added to the list
of library packages to prevent jumping, as explained in Section 4.0.4.

We tested DYNASENS on Android framework version 2.3.7_rl (introduced in Sec-
tion 1.1) with a harness generated with DROIDEL [33]. The precision is measured as
the number of safe handlers, i.e., all possible message types handled are defined for
the handler. Variants of DYNASENS configured with context-sensitivities of depths
up to 4 are tested. The results are presented in Table 6.3. Unlike the uniformly
context-sensitive analyses in previous work [2], whose cost grows exponentially in
context depth, all cost metrics of DYNASENS grow much more slowly because of its

accurate selective context sensitivity. Meanwhile, the precision continues to improve



67

as the context depth becomes deeper, and all message handling sites are proven safe

at depth 4, which would be intractable using a uniformly context sensitive analysis.
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7. DYNASHAPE - A DEMAND-DRIVEN SHAPE
ANALYSIS

Besides points-to analysis, CLIPPER can also be applied as a slicing analysis to more
sophiscated and costly heap analyses such as shape analysis [34] to make the later
demand-driven and hence precise as well as scalable.

In this chapter, the shape analysis based on the Localized-heap Store-Less (LSL)
semantics [12] (Section 7.1) is taken as an example to demonstrate utility of CLIP-
PER as a slicing analysis. The demand-driven variation of shape analysis called Dv-
NASENS is introduced in Section 7.2. The soundness of applying CLIPPER as a slicing

analysis to the LS L-semantics based shape analysis is proved in Section 7.3.

7.1 The LSL Semantics

In traditional semantics, a memory heap is modeled as a graph where objects are
represented as nodes and variables and fields are represented as edges. Such a model
is called store-based heap model [12]. Different from traditional semantics, the £LSL
semantics is based on the storeless heap model [35] where an object is represented
with an alias class, i.e. a set of access paths alias with each other, and a heap is
represented with a set of objects disjoint with each other, i.e. a partition of all access

paths within the heap, as defined in Fig. 7.1.

Example 6 Fig. 7.2a shows a store-based model of the heap at certain execution state
of the program in Fig. 7.3. Objects A, B, and C are modeled as nodes. Variables
al, bl, and ¢ are modeled as arrows. Fields f and g are modeled as arrows between
objects. In the corresponding storeless model of Fig. 7.2b, Objects are modeled as

sets of heap access paths through which the objects are reached. For example, in the



alias partition 7, IT € APart C 24"
st. VA, Agem: AiNAy #0D = A = A,

alias class selector [+, : U m — 7 for any 7 € APart
s.t.VaEUw:aE[a]WEﬂ

object or garbage (alias class) o € Obj = AClass
garbage ()

object 0 € Obj = Obj \ {0}

heap with garbage (alias partition) H € Heap £ APart
heap without garbage H € Heap £ APart N 20%

Fig. 7.1.: The storeless heap model.
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store-based model of Fig. 7.2a, Object A is reached via the access paths al, bl.f, and
c.g.f. Hence A is represented by {al,bl.f,c.g.f} in Fig. 7.2b.

c bl al A={al,bl.f,cg.f}
c—E (B> A B = {bl,cg}

C={c}
(a) Store-based heap.

(b) Storeless heap.

Fig. 7.2.: Example of store-based and storeless heap model.

The intraprocedural LSL semantics is introduced next. The example program in
Fig. 7.3 and an execution trace in Fig. 7.4 is used to illustrate the intraprocedural
transition rules. Without loss of generality, the execution of each assignment implic-
itly nullifies its left-hand side before running the assignment itself, i.e. “x.f = y;” is

¢

executed as “z.f =null;z.f = vy;”.

class A { class B { class C {
int 1i; A f,g; B h;

} } }

1 void foo(A al, B bl) {

2 bl.f = al;

3 C ¢ = new C();

4 c.h = bl;

) B b2 = c.g;

6 A a2 = new A(Q);

7 b2.f = a2;

8 }

Fig. 7.3.: Example code for illustrating intraprocedural LS L.

In the original LSL semantics [12], an execution state o is represented by a pair

(I, H) consisting of the current statement label [ and the current heap H. To help
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Statement Store-Based Heap Storeless Heap
bl 1
. A= {al}
o1 : bl.f = al; B A B - {1}
bl al
oy | 3: ¢ = new C(); B A B - (b1}
b1 al A — {al,bl.f}
o3 : ¢.h = bl; B f A B — {b1}
C={c}
b1l al A — {al,bl.f,c.h.f}
oy | 5: b2 = ch; B —» A B — {bl,c.h}
C={c}
b1,b2 al A — {al,bl.f,c.h.f}
o : a2 = new A(); B f A B — {b1,b2,c.h}
C={c
A 1,b1.f,c.h.f
b1,b2 al a2 = lal,bLf,eh.f
. B — {b1,b2,c.h}
06 : b2.f = a2;
6 ) B A Ag AS — {a2}
C={c}
bl,b2  -al a2 A= {al}
it f B — {bl,b2,c.h}
: exit;
o7 b = Al s P | 4y — (02,01, 02.F, chf)
C ={c}

Fig. 7.4.: An execution trace of the program in Fig. 7.3. The upper part of each
storeless heap encodes the Tran component and the lower part encodes the Gen
component. For simplicity, the parameters of the Tran component are omitted, i.e.
A ={al} — {al,bl.f} is encoded as A — {al,bl.f}
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explaining the semantics, the current heap H is divided into two parts — the object
transformer T'ran and the generated object set Gen, as defined in Fig. 7.5.

For objects that already exist at the entry of the current method, the object trans-
former T'ran maps their representation at the entry to their current representation.
On the other hand, the generated object set Gen contains the objects created during
the execution of the current method, i.e. those objects that do not exist at the entry

of the current method.

object transformer:

Tran € Transformer = H — H' for any H, H' € Heap
generated object set: Gen € Generated = Heap
state: o, (I, Tran, Gen) € ¥ = Label x Transformer x Generated
transition - — - : X — X

Fig. 7.5.: Execution state and transition of the LSL semantics.

Example 7 In the execution trace of Fig. 7.4, Objects A and B are initially repre-
sented as {al} and {bl}, respectively, in the storeless heap. Within the heap at line
5, these objects are represented as {al,bl, f,c.h.f} and {bl, c.h}, respectively. Hence
the Tran component at line 5 is {{al} — {al,bl, f,c.h.f},{b1} — {bl,c.h}}. Since

the object C' does not exist at the entry of the current method, the Gen component at

line 5 is {{c}}.

The current heap H can be obtained by combining the Tran component and the
Gen component, i.e. H = image(Tran) U Gen.

The intraprocedural transition rule is given in Fig. 7.6 where each intraprocedural
statement is modeled by the successor function succ(-) which, given the current state

o, returns a 3-tuple (I’, tran, gen) consisting of

1. I: The label of the next statement to execute;
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2. tran: An object transformer that maps the representation of each object in

current state to its representation in the successor state;

3. gen: A set of objects generated by current statement.

Example 8 In the execution trace of Fig. 7.4, the statement “4: c.h = bl;” at the

state o3 is modeled by succ(oz) = {({l',tran, gen)} where

(

I'=5
tran = {{al,01.f} — {al,bl.f,c.h.f},{b1} — {b1,c.h}, {c} — {c}}
gen = {}

Hence )

Tran' = tranoTran
= trano {{al} — {al,bl.f}, {b1} — {b1}}

= {{al} = {al,b1.f,c.h.f},{b1} — {b1,c.h}}
Gen' = genUmap(tran)(Gen)

= gen Umap(tran)({{c}})

\ = {{<}}

The transition rules for most intraprocedural statements are the same as the

definition in the original LSL semantics. The object transformer ¢ran for heap store
statement “y.f = 2” needs more explanation as this is where cycles can be created.
For example, a cycle is created after executing “y.f = z” in the heap of Fig. 7.7b.

Only two kinds of objects are affected by executing “y.f = 2”:
1. The object [z]g, i.e. the object Ny;
2. Those objects that are reachable from [z]y, e.g. the objects Ny and A.

Only [x]g needs to be considered because given an object o € H reachable from

[z]p, i.e. 0 = AU|J{[z]x.0}, the new representation of o after executing “y.f = z”
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intraprocedural state X = {(I*, Tran*, Gen) € ¥ | stmt; is intraprocedural}

right-regularity closure p.(-) : AClass — AClass
s.t. VA € AClass : p.(A) = AU U{a.(é)* | o, .6 € A}

successor function suce € ¥ — 2LabelXTransformeTXGenerated

s.t. Y{I,Tran,Gen) € ¥* : (I', tran, gen) € succ({l, Tran,Gen)) <

let H = image(Tran) U Gen in

( (1 if I: goto I’

L, ol I ANTrue C [b](H)

ly Lifbl Iy A False C [b](H)

¥ l:return z

[4+1 otherwise

((No€ H.o\z.A if I: © = null
oeH oU{xd|ydeot ifliaz=y
Xo€ H . oU{ret.d | z.0 € o} if l: return z

ll

: fran — e H oU{zd |y foeo} ifliz=yf
Xo € H.o\ [ylg.f-A,D) if I y.f = null
e H oU UH{plylu.fU[z]g).d| xz.0 €0}
ifl:yf==x
| o€ H.o otherwise
{{x}} if I: z =new t
gen =
0 otherwise

\

stmt; is intraprocedural
(I',tran, gen) € succ((l,Tran,Gen))
O & Tran' = tran o Tran

Gen' = gen U map(tran)(Gen)
(I, Tran,Gen) — (I', Tran’, Gen/)

INTRA

Fig. 7.6.: Intraprocedural LSL semantics.
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is tran(o) = AU J{[z]m.0} where H' is the new representation of the heap after
executing “y.f = x”.

To model the effect of “y.f = z” on [z]y, the set of access path [yly.f =
{y.f,z.f.f} is joined with [z]y = {z}, yielding {y.f,z.f.f, 2} C [z]g. According
to right-regularity of storeless heap [36], both x,z.f.f € [z]y implies that

{y.f o f fx}(f 1) C [o]m

as imposed by the right-regularity closure p. in Fig. 7.6. In this case,

pe{y-frwf-fra}) ={x( L 1)y fCF 1)}

class N { f
N f; X g
A g;

¥ (b) Store-based heap. The dashed

(a) Definition of class N. arrow is the field to be added by

“y.f =a”.
N, = {z} Ni=A{z(f.0)y fCf )7}
Ny = {y,z.f} No=A{y,x(.f- 1) foy-fCF ) f}
A= {z.g} A={x(.f.1).9,y.f(f.)".g9}

(c) Storeless heap before executing “y.f = z”. (d) Storeless heap after executing “y.f = z”.

Fig. 7.7.: Example of cycle created by heap store “y.f = z”.

The interprocedural LSL semantics is introduced next. The example program in
Fig. 7.8 and execution traces in Fig. 7.9, 7.10, 7.11, 7.12, 7.13, and 7.14 are used to

illustrate the interprocedural transition rules.



1 void main() { 14 B fool(A aal) {
2 A am0 = new A(); 15 B bbl = new B();
3 B bml = fool(am0); 16 bbl.f = aal;
4 A aml = bmil.f; 17 bbl.g = aal;
5 int i1 = amil.i; 18 bar (bbl, 0, 1);
6 B bm2 = new B(); 19 return bbil;
7 A am2 = new AQ); 20 }
8 bm2.f = am?2; 21 void foo02(B bb2) {
9 foo2(bm2); 22 A aa3 = new A();
10 int i2 = am2.i; 23 bb2.g = aa3;
11 A am3 = bm2.g; 24 bar (bb2, 2, 3);
12 int i3 = am3.1i; 25 }
13 }
26 void bar(B b, int j1, int j2) {
27 A al = b.f;
28 al.i = ji1;
29 A a2 = b.g;
30 a2.1i = j2;
31 }
Fig. 7.8.: Example code for illustrating interprocedural LSL.
Statement Store-Based Heap Storeless Heap
o1 | 2: am0 =new A();
amO0
o2 | 3: bml =fool(am0); A, Ay = {am0}
bm1 am0 1 ={am0.i,bml.f.i,bml.g.i}
o3 | 4: aml =bml.f; Bt f.g R i 1 As = {am0,bml.f,bml.g}
B15 = {bml}
am0.1,am]1.i,
' ' Yl tg amo'a"i‘l 1= { bml.f.i,bml.g.i }
o4 | 5+ il =amli; Bis Az 1 As = {am0,aml,bml.f bml.g}
Bl5 = {bml}
. am0.1,am]l.i,
gm1 te amo'a"i'l ¥ 1= { bmnl.f.i,bml.g.i }
o5 | 6: bm2 =new B(); Bis A 1 Ay = {am0,am1,bml.f bml.g}
Bl5 = {bml}

Fig. 7.9.: An example trace of main().
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Statement Store-Based Heap Storeless Heap
o5 | 6: bm2 =new B();
bm?2
o6 | 7: am2 = new A(); Bs Bg = {bm2}
am2
bm?2
& A7 = {am2}
o7 | 8 bm2.f = am2; Be
am2
bm?2 A,
A7 = {am2, bm2.
og | 9: foo2(bm?2); Be v = {am2,bm2.f}
am2 2 = {am2.i,bm2.f.i}
bm2 A, 2 3 = {bm2.g.i}
o9 | 10: i2 = am2.i; Be A7 = {am2,bm2.f}
AZZ 3 A22 = {b?’an}
am2 i2 2 = {am?2.i,bm2.f.i,i2}
bm2 A, 2 3 = {bm2.g.i}
o19 | 11: am3 = bm2.g; Bg Ar; = {am2,bm2.f}
A22 3 A22 = {bm?g}
am2 i2 2 = {am2.i,bm2.f.i,i2}
bm2 A; 2 3 ={am3.i,bm2.g.i}
o1 | 12: i3 = am3.i; Bg A7 = {am2,bm2.f}
Az 3 Agg = {am3,bm2.g}
am3 Bg = {bm2}
am2 i2 2 = {am2.i,bm2.f.i,i2}
S A 2 3 = {am3.i,bm2.q.i,i3}
o12 | 13: exit; Be A7 = {am2,bm2.f}
A22 3 AQQ = {am3, bm2g}
am3 i3 Bg = {bm2}
Fig. 7.10.: An example trace of main() (continued). Part of the heap generated in

Fig. 7.9 is omitted.



Statement Store-Based Heap Storeless Heap
aal
o13 | 15: bbl = new B(); A, As — {aal}
bbl aal
Ay — {aal}
o014 | 16: bbl.f = aal; Bis A, Bis — {bb1)
bb1l aal 4 {aal, bb1. 1}
2 —aal, .
015 | 17: bbl.g = aal; Bis f A, Bys = {bb1}
! <t Ay — {aal,bbl.f, bbl.g}
) ) fg 2 —aal, g .g
o16 | 18: bar(bbl, 0, 1); Bys A, Bus = {bb1}
bb1 aal Ay — {aal,bbl.f,bbl.g}
o17 | 19: return bbl; Bys f.8 A, 1 ={aal.i,bbl.f.i,bbl.g.i}
Bis = {bbl}
aal,bbl.f,bbl.g,
bbl,ret - aal Az = { ret.f,ret.g }
o018 | 20: exit; Bis f.8 S

ret.f.i,ret.g.q
Bl5 = {bbl, T'Gt}

1— { aal.i, bbl.f.i,bbl.g.1,

|

Fig. 7.11.:

An example trace of fool(A aal).
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Statement Store-Based Heap Storeless Heap
jl
b 0— {j1}
f, 1— {52
o19 | 27: al = b.f; Bis g A; 12}
Ay — {b.f,b.g}
, Bis — {b}
j2
jl
b al 0— {j1}
f, 1— {52
o0 | 28: ali=jl; Bis E» A 192}
As — {al,b.f,b.g}
. Bys — {b}
j2
il
b al 0 — {al.i,b.f.i,b.g.1,51}
f, 1— {52
021 | 29: a2 = b.g; Bis 8 A, 192}
Ay — {al,b.f, b.g}
. Bis — {b}
j2
i
b ala2 0 — {ald,a2.i,b.f.i,b.g.i,j1}
f, 1—{j2
o9 | 30: a2.i = j2; Bis g A; {2}
As — {al,a2,b.f,b.g}
X Bis — {b}
j2
i1
b al,a2 0— {j1}
f, 1 — {al.i,a2.,b.f.i,b.g.i, j2
093 | 31: exit; B1s g A, lali,a24,0.1.3,b.g.0, 72}

j2

As — {al,a2,b.f,b.g}
B15 — {b}

Fig. 7.12.: An example trace of bar(B b, int j1, int j2).
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Statement Store-Based Heap Storeless Heap
bb2 f A
094 | 22: aa3 = new A(); Be g; : iZZZ}f}
bb2 £ A A7 — {bb2.f}
025 | 23: bb2.g = aa3; Be Bg — {bb2}
A2 Ago = {aa3}
aa3
pb2 ¢ G8 Ay = {002.f1
026 | 24: bar(bb2, 2, 3); Bs Bg — {bb2}
g Axn Ass = {aa3,bb2.g}
aa3
Ay — {bb2.f1
bb2  § B — {bb2}
o27 | 25: exit; Bs i 2 = {bb2.f.i}
g Axn 3 = {aa3.i, bb2.g.i}
aa3 Ago = {aa3,bb2.g}

Fig. 7.13.: An example trace of foo2(B

bb2).
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Statement Store-Based Heap Storeless Heap
2o 1y
f (A 3= {j2}
008 | 27: al = b.f; Bs A7 = {b.f}
g Axn Ago — {b.g}
j2°| Bg — {b}
al i) o {]l}
foa 3= {52}
o929 | 28: al.i =jl; Bs A7 — {al,b.f}
g An Ao — {b.g}
j2°| Bs — {b}
al 1L 2 {al.d,b.f., 51}
f o(A)— 3 - {52}
o30 | 29: a2 = b.g; Bs A7 — {al,b.f}
g Axn Ago — {b.g}
j2°| Bg — {b}
al 12— {ali,b.fi, j1}
f (A — 3 - {42}
os1 | 30: a2.i = j2; Bs A7 — {al,b.f}
g Axp Age — {a2,b.9}
a2 j2~| Bg — {b}
al 1112 = {al.d,b.f, 51}
f (A — 3 {a2.4,b.f.4,72}
o3z | 31: exit; Be i A7 — {al,b.f}
g8 An Agg — {a2,b.g}
a2 j2°| Bs — {b}
Fig. 7.14.: Another example trace of bar(B b, int j1, int j2).
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The LS L semantics is a natural (or big-step) one, i.e. each transition from a state
at certain call site to another state at the corresponding return site is essentially an
instantiation of certain exit trace of the callee, as specified in Fig. 7.15. An execution
trace is a sequence of transitions where for each transition except the last one, the
target of the transition is the source of the next transition, as define below. An exit
trace is a trace where the target of the last transition is certain state at the exit

statement “l: exit”.

trace og > 01 — -+ — 0 € Trace

exit trace Trace® = {o° — -+ — (I*, Tran*, Gen*) € Trace | I*: exit}

Example 9 The execution traces in Fig. 7.12 and 7.1j are two exit traces of the
bar() method. The execution trace in Fig. 7.11 is an exit trace of the fool()
method and the execution trace in Fig. 7.13 is an exit trace of the foo2() method.

The concatenation of traces in Fig. 7.9 and 7.10 is an exit trace of the main () method.

Given a state (I¢,Tran®, Gen®) at certain call site [°: 2=p(yo, ..., yr) where the
declaration of p is “t p(ty ho,...,tx hi){body,}”, the part of the heap visible to the
callee consists of those objects reachable from arguments vy, ..., yx, as specified by
the passed part HP****? in Fig. 7.15. The argument objects [y;|ge are mapped to
{h;} which act as base objects of callee’s heap. Each object 0o¢ € HP**? needs to
be “rebased” to map to callee’s heap space, as specified by the operator - | which

consists of the bind,,,s operator and the sub(-) operator defined below.

sub(-) : (H — AClass) — Obj — Obj for certain H € Heap
s.t. Vbind € H — AClass, o € Obj :
sub(bind) (o) = U U{bind(o’).5 |0 e ANO.d Co}

o'eH
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I°: z=p(yo, - - -, Yx)
the declaration of p is “t p(to ho, ..., tx hi){body,}”
([° is the entry label of p
H¢ =image(Tran®) U Gen®
HY9 ={[y;]me | 0 < i <k, [yi] e # 0}
bindggs = o™ € HY9° {h;.e | 0 <i<k,y, € 0"}
® < L= Mo € HP gub(bindygs)(0°)
HPossed = {o° € HE | Fo™9 € HO95, 5 € A+ 0%9.5 C o)

He = map(_¢)<Hpassed)
Tran® = \o® € H®. 0°
[ Gen® =)
(I°, Tran®,Gen®) — --- — (I*,Tran*,Gen*) € Trace*
(F=1°+1
H* =image(Tran*) U Gen*
Hparams — map(.\L)(Hm"gs)
H® = {oP € HP*d | Jx ¢ 5,5 € A: 2.6 € 0P}
H = map(-|)(H®) // cut-point labels
{0 = [rety.€|y=}
eroot = U { Hxparams _ map(Tmnx)(Hpamms)
H*® = map(Tran*)(H®)
Bypass = Mo € Obj.{x.0 € 0 | V6,.0, = & : 2.0, ¢ | HPos*ed}
bind,, = Ao® € H? (0% )
bind,. = \o* € H*oo,

& {z.€ | 0* = 0™} (a)
U Bypass o bind,,, (0°) | )
U 0® € HPo™ms A T'ran*(0°) = o*
Bypass o bind,}' (0°) |
U { 0® € HP' A\ Tran*(0®) = o* (<)
= \o* € H*.
U {U pe(sub(bind,e;)(0*°)).6 | 0.6 C ox}
o¥root ¢ [yxroot

o¢ if o¢ € H¢ \ Hpassed
Tran*(0°])1 if o° € Hpassed
gen = map(-1)(Gen®)

Tran® = tran o Tran®

Gen* = gen U map(tran)(Gen®)

tran = \o® € H°¢. {

INTER

(I, Tran®,Gen®) — (I*, Tran*, Gen*)

Fig. 7.15.: Interprocedural LSL semantics.
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Intuitively, for any object 0 € HP®*¢ if [y;]pe.6 C 0°, then {h;}.6 € 0°], i.e. the
) part is “rebased” from the old “base” [y;]p< (i.e. the argument object) to the new

“base” {h;} (i.e. the parameter object).

Example 10 In the trace of Fig. 7.10 for example, given the state og at the call
site “9: foo2(bm2)”, HP**? — the part of the heap visible and hence passed to the
callee — consists of objects Bg and Az, i.e. those objects reachable from the call
argument “bm2”. On the other hand, objects Bys, Ay, and 1 (omitted in Fig. 7.10
but shown in Fig. 7.9) are not reachable from the call argument “bm2” and hence
not part of HP**¢. The argument object Bs = {bm2} is mapped to {bb2} where
“bb2” is the parameter of method foo2(B bb2). The object A; = {am2,bm2.f}
is “rebased” to {bb2.f}. Hence the heap at the entry of the callee foo2(B bb2) is

He = {{bb2.f},{bb2} }.

Given an exit trace of the callee, the instantiation of the exit trace at the call site
requires more explanation. Only three kinds of root objects (H* ") within the heap
at the exit state (the state (I*, Tran*, Gen*) where [*: exit) need to be mapped back

to the heap space of the caller:
1. Those objects reachable from callee parameters;
2. Those objects reachable from returned variable ret;

3. Those objects reachable from cut-point-labels [12] defined below.

Definition 7.1.1 (Cut-Point and Cut-Point-Label) Given a state (I¢, Tran®, Gen®)
at certain call site 1°: x=p(yo, ..., yx), a cut-point is an object 0P € HP¥>*°? which is
also reachable from the non-argument variables. The set of cut-points is denoted HP.
A cut-point-label o € H® satisfies 0P = oP | for certain cut-point o € H?P. The

set of cut-point-labels is denoted H".

Example 11 In the trace of Fig. 7.10 for example, given the state og at the call
site “9: foo2(bm?2)”, The object A7 = {am2,bm2.f} is reachable from non-argument
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variable “am?2” and hence a cut-point. Thus the object {am2,bm2.f} = {bb2.f} in

the callee’s heap space is a cut-point-label.

Similar to the design of - |, where each object 0¢ € HP****? is “rebased” to map to
callee’s heap space, in the design of - T, each object 0* € H* is “rebased” to map to

caller’s heap space. There are three kinds of new/old “base” pairs

1. The old “base” is [ret]y= and the new “base” is {z} (case (a) of bind,e);
2. The old “base” is [h;]y= and the new “base” is [y;]ge (case (b) of bind,e);

3. The old “base” is Tran*(0?') and the new “base” is 0’ where 0% is a cut-point

cpl ;

and o is the corresponding cut-point-label, i.e. 0P = 0 | (case (c) of bind,.;).

The effect of a method call can be modeled by the following two functions:

1. tran: An object transformer that maps the representation of each object in the
heap H€ of the state before the method call to its representation in the heap
H* of the state after the method call;

2. gen: A set of objects generated by the callee.

Example 12 Given the state o9 at the call site “3: bm1=fool(am0)” in the trace of
Fig. 7.9 and an exit trace o195 — --- — o017 of the callee fool(A aal) in Fig. 7.11,

the method call can be modeled by

tran = {{am0} — {am0,bm1.f,bml.g}}

gen = {{am0.i,bm1.f.i,bml.g.i}, {bm1}}

Hence

(
Tran™ = tranoTran®=trano{} = {}

Gen™ = gen Umap(tran)(Gen®)
= gen Umap(tran)({{am0}})
= {{am0.i,bm1.f.i,bm1.g.i}, {am0,bm1.f,bm1l.g}, {bm1}}
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Similarly, given the state og at the call site “9: foo2(bm2)” in the trace of Fig.
7.10 and an exit trace o93 — --- — 096 of the callee foo2(B bb2) in Fig. 7.13, the

method call can be modeled by

tran = {{am2,bm2.f} — {am2,bm2.f}, {bm2} — {bm2}}

gen = {{am2.i,bm2.f.i}, {bm2.g.i}, {bm2.g} }
Hence

Tran™ = tranoTran®=trano{} = {}
Gen™ = gen Umap(tran)(Gen®)
= genU map(tmn)({{am?, bm2.f}, {bm?}})
= {{am2.i,bm2.f.i}, {bm2.g.i}, {bm2.g}, {am2,bm2.f}, {bm2} }

\

The senario where cycles are created by method calls needs furthur explanation. If
cycles are created when merging the instantiation of callee’s heap with caller’s heap,
only the root objects (H* ) need to be considered because these objects are the
new “bases” on which all callee’s objects are “rebased”, as specified in - 1.

For example, a cycle is created after executing “z = p(y1,42)” in the heap of Fig.
7.16a. By imposing the right-regularity closure p. on root objects (N; and Ny in this
example), all callee’s objects reachable from the root objects are well-represented, as

shown in Fig. 7.16d.

Example 13 content...

7.2 DynaShape

Since the LSL heap model is also access-path based, it is natural to apply CLIP-
PER as a slicing analysis to implement a demand-driven shape analysis based on LSL

semantics. The demand-driven shape analysis specified here is called DYNASHAPE.



N, Y2
f . X p(N h1, N h2) {
e A h2.f = hi;
(a) Store-based heap. The dashed ¥
arrow is the field to be added by (b) Definition of method p.
“r = p(yl,y2)".
N, =A{yl * *
= }yl}f . Ny = (I CF ) 2 f 1))
j: {yl- ,}y No = {y1(.f-1)"-f,92,92.f (.. £)".f}
={yl.g A={y1(.f- ) 9,92 f(f.f) .9}

(c) Storeless heap before

less heap af e “w — p(yl.u2)”.
executing “z = p(yl,y2)”. (d) Storeless heap after executing “x = p(y1,y2)

Fig. 7.16.: Example of cycle created by method call “x = p(y1,y2)”.
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Assume a shape analysis is needed to track flow of values, which is a typical
demand in many analyses such as Typestate analysis [37]. One major challenge in such
analyses is tracking data flow through the heap precisely. Although shape analyses
can model the heap precisely, it is unnecessary (and expensive) to analyze the whole

program exhaustively.

Example 14 In the program of Fig. 7.8 it is unnecessary to analyze statements
handling variable j2 in method bar () to track the values flow to variable i2 in method
main(). On the other hand, aliasing poses challenges when deciding which part of
the program is omittable. For example, in the program of Fig. 7.8 it is necessary to
analyze statements handling variable 72 in method bar () to track the values flow to
variable 11 in method main () due to aliasing.

Such nuance caused by aliasing can be detected and handled precisely by CLIPPER,
as shown by the slicing result in Fig. 7.17 and 7.18. In the slicing analysis with respect
to il in Fig. 7.17a 7.17b 7.17c 7.17d, statements related to both variables j1 and j2
in method bar () are included in the generated slice (Fig. 7.17c and 7.17d). On the
other hand, in the slicing analysis with respect to i2 in Fig. 7.18a 7.18b 7.17¢c, only
statements related to variable j2 in method bar () are included in the generated slice

(Fig. 7.17d).

2Label (j e, part of the target program encoded as a set of

Given a slice Slice €
statement labels) generated with respect to certain slicing criteria a, a parametric
shape analysis parameterized with respect to Slice (as specified in Fig. 7.19) can be
tailored to focus on statements in Slice only and ignore the rest.

If a statement is in Slice, the statement is handled normally according to Lsl

semantics (rules INTRASY and INTER®T). Otherwise, the statement is handled as
a no-op (rules INTRA®™ and INTER®™).

Example 15 Given the slice with respect to i1 in method main() (Fig. 7.17a 7.17b)
7.17c 7.17d), the tailored execution traces are those in Fig. 7.9 7.11 7.12.



main()
2: am0 = new A();

v: amO.i
u:aal.i

3: bm1 =fool(amO0);
d: ret.f.i

c:bmlf.i
4: aml = bm1lf;

b: am1l.i
5:i1 =aml.j;

a:il

(a) The derivation for facts of
the form A(i2,_-) on main().

bar(b, j1, j2)
g: b.fi

<entry>: b=...,
ki1 j1=..,j2=..
JOY pobfi
27:al1 = b.f;
i al.i
28:al.i=j1;

(c) The derivation for facts of

the form A(b.f.i,_) on bar().
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fool(aal)
u: aal.i
<entry>: aal=...
t: aal.i
15: bb1 = new B();
e: bbl.f.i I: bb1.f.i
16: bbh1.f= aal;
m: aal.i
17:bbl.g =aal;
f: bb1.fii n: bbl.g.i g: b.fi
(or o: b.g.i)
18: bar(bb1, 0, 1);
k:jl
d: ret.f.i (ors: j2)

19: return bb1;
(b) The derivation for facts of the form
A(ret.f.i,_) on fool().

bar(b, j1, j2)
o:b.g.i

<entry>: b=...,
s Q2 jl=is2=i
r:j2 p: b.g.i
29:a2 =h.g;
g: a2.i
30:a2.i=j2;

(d) The derivation for facts of
the form A(b.g.i, ) on bar().

Fig. 7.17.: Running CLIPPER with 71 as the slicing criteria.



main()

6: bm2 =new B();

I bm2.f.i

7: am2 = new A();

b: am2.i c:ama2.i
8: bm2.f = am2;

d: bm2.f.i

9: foo2(bm?2); g Pb2.1.

10:i2 = am2.i;
a:i2

(a) The derivation for facts of
the form A(i2,_) on main().

foo2(bb2)
tbb2.fi
€ ! <entry>: bb2=...
£ bb2.fi
g: b.fi
24: bar(bb2, 2, 3);
k:j1

(b) The derivation for facts of the form
A(bb2.f.i, ) on f002().

Fig. 7.18.: Running CLIPPER with 72 as the slicing criteria.
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stmt; is intraprocedural

[ € Slice { &

INTRAST
o=(l,Tran,Gen) 5 (I',Tran',Gen')
stmt; is intraprocedural
' € suce(o)
Tran’ = Tran
[ ¢ Slice Gen' = Gen
INTRAS™

o=(l,Tran,Gen) 5 (I',Tran',Gen')

(a) Intraprocedural transitions.

I°: z=p(yo, - -, Yr)

the declaration of p is “¢ p(to ho, ..., tx hi){body,}”

[

(1°, Tran®, Gen®) S5 (I*, Tran*, Gen*) € Trace*

&

INTER®™*

(1¢, Tran®, Gen®) 5 (I*, Tran*, Gen™)

1°: x=p(Yo, - - -, Yr)
F=1c+1
Tran® = Tran
I¢ ¢ Slice Gen™ = Gen*®
INTER®™

(I°,Tran®, Gen®) 5 (I*, Tran*, Gen*)

(b) Interprocedural transitions.

Fig. 7.19.: DYNASHAPE analysis.
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Given the slice with respect to i2 in method main() (Fig. 7.18a 7.18b) 7.17¢c), the
tailored execution traces are those in Fig. 7.20. Compared with the complete traces

i Fig. 7.10 7.13 7.14, the tailored ones are much simplified.

Statement Store-Based Heap Storeless Heap
o5 | 6: bm2 =new B();
bm2
o33 | 7: am2 = new A(); Bs Bg = {bm2}
bm?2 am?2
8: bm2.f = am?2 Az = {am2)
: f = am?2;
034 m m2; Bg A; Bg = {bm2}
bm2 am?2 4 (am2, bm2. f}
= {am2, bm?2.
9: f002(bm2); f ! ’
035 002(bm2); Bg A, Bs = {bm2)}
bm2 am?2 2 ={am2.i,bm2.{.i}
o3¢ | 10: i2 = am2.i; Bg f A, i 2 A7 = {am2,bm2.f}
bm2 am2 i2 2 = {am2.i,bm2.f.4,i2}
o37 | 13: exit; Bs f A, i 2 A7 = {am2,bm2.f}
o A {vb2.f}
— .
24: bar(bb2, 2, 3); f !
bb2 A7 — {bb2.f}
o39 | 25: exit; B f A, ) 2 Bg — {bb2}
2 = {bb2.f.i}
b jl 2 — {j1}
040 | 27: al = b.f; Bs f A, 2 Ar = {b.f}
Bg — {b}
b al i1 2 {j1}
oa | 28 ali = jl; Be —— A, ) A7 — {al,b.f}
Bs — {b}
b al i1 2 = {ali,b.f 4,51}
042 | 31: exit; Bs f Ay — 2 A7 — {al,b.f}
Bg — {b}

Fig. 7.20.: A tailored trace focusing on data flow to 2.
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C

g bml am0,aml, bml.f, bmi.g bm2  am2,bm2.f am3,bm2.g

S bbbl aal, bb1f, bblg bb2 bb2.f aa3, bb2g o

(=4 N
8 b al, b.f a2, b.g

Fig. 7.21.: Part of the alias partition built from bottom up according to the program
of Fig. 7.8. The arrows represent instantiation of callee’s alias classes in caller’s alias
partition.

7.3 Soundness of Clipper as a Slicing Analysis

A proof of the soundness of CLIPPER as a slicing analysis with respect to the LSL
semantics is given in this section. The proof is outlined as follows: Given a program,
the deduction rules of CLIPPER essentially build alias classes (encoded as an alias
relation in Section 7.3.1) from bottom up with respect to the call graph. An instru-
mented small-step £S£ semantics is given (in Section 7.3.2), which augment the
execution state with an alias partition IT (i.e. a set of alias classes) maintained from
top down with respect to the call graph. The augmented alias partition summarizes
the alias classes inferred by CLIPPER from bottom up. The initial alias partition II°
is the top one (i.e. at the entry method, typically main()) built from bottom up
by CLIPPER. This chapter tries to prove the invariance that at any time during the
execution of a program, the current heap H is over-approximated by the current alias

partition II.

Example 16 Fig. 7.21 shows some of the alias partitions built by CLIPPER from
bottom wup. Starting from the top-level alias partition of method main(), the alias
partitions built from top down by the LSLT semantics is shown in Fig. 7.22. It is
verifiable that any heap occured in the traces of Fig. 7.9 7.10 7.11 7.13 7.12 7.14 s

over-approzimated by the corresponding partition in Fig. 7.22.
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=

g bml am0,ami1, bml.f, bml.g bm2 am2,bm2f am3,bm2.g

i -+
S | bbl aal, bbl.f, bbl.g bb2 bb2.f aa3, bb2.g 3

[F=4 N
5 p al, a2, bf, b.g b al, b.f a2,bg S

Fig. 7.22.: Part of the alias partition built from top down according to the program
of Fig. 7.8. The arrows represent instantiation of caller’s alias classes in callee’s alias

partition.
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7.3.1 Clipper as a Deductive System for Alias Relations

The fact A(c, ) derived by CLIPPER, previously interpreted as “f belongs to the
alias class of @” (i.e. 8 € [a]), can also be intepreted as “«v and ( are aliases for each

other” (i.e. (a, ) € R for an alias relation R defined below)

alias relation (on AP) R € ARel = 24P>*AF

s.t. R is closed under reflexivity, symmetry, and transitivity.

Therefore given a program prog, CLIPPER can also be encoded as a set of alias
facts and rules [prog]® for deriving a set of alias relations R (one for each method),
as shown in Fig. 7.23.

Since an alias relation is an equivalence relation (i.e. is reflexive, symmetric, and
transitive), an alias relation R can be equivalently encoded as an alias partition (via

the operator I1(-) defined below) and vise versa [38].

II(-) : ARel — APart
st. VR € ARel : TI(R) = {{B | (o, B) € R} | a € AP}

Hence )

[a]n(r,) = [Bln(r,)
VR, € R:V{a,B) € By: { a € [Blun,

(A€ [a]n(r,)

Proposition 7.3.1 For any program prog and the set of alias relations R derived

from [prog]®, any R, € R is closed under right-reqularity, i.e.,

VR, € R, 6 € A:Y{(a,B) € R, : (a.6,3.8) € R,



U {Ry(x.0,2.0) | x € Var, N6 € A} /] reflexivity

let EQ =U Rpeh
{R(a, B) - Rp(B, )} // symmetry
{R(a1,a3) - R(ay, as), R(ay, ag) } // transitivity

[prog]® = EQ U [cdecly, ..., cdecl,]® = EQ U U [cdecl;]®
1<i<k
[cdecl]® = [class t {fdecl mdecly, ..., mdecl; }]* = U [mdecl;]®

1<i<k

[mdecl]® = [t p(t h) {stmty,..., stmt;}]* = U [stmt;]®

1<i<k

[stmt]® =

( {R,(2.0,4.0) | 6 € A}  if stmt is l:z = y in method p
{Ry(z.9,y.f.0) | 0 € A} if stmt is l:x = y.f in method p
{Ry(z.9,y.f.0) | 0 € A} if stmt is l:y.f = x in method p

{R,(yi.01,y;.02) - Ry(hi.01,h;.00) | 0 <1i,57 <k}

U< {Ry(yi-01,2.02) - Ry(hi.01,2.02) | 0 <i <k}

{R,(x.61,%.02) - Ry(ret,.01,ret,.02)}

” stmt is l:x=p(yo, - . ., Yx) in method ¢
declaration of p is “t p(to ho, ..., tx hi){body,}”

0 otherwise

Fig. 7.23.: Basic facts and derivation rules for defining alias relation R.
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Proof For any R, € R and any pair of access paths (a, 3) € R,, there is a derivation

tree T'ree consisting of a set of basic facts and derivations from which the alias fact

R,(c, B) is

derived. A derivation represents an instantiation of certain derivation rule.

Next the operator -.- is defined as below:

(

VR, € Rand a,3 € AP and § € A : R)(«,8).6 = R,(a.6, 3.0)
VR,, R, € R and ay, o, B, € AP and § € A :

(Ry(51, B2) == Ry(aq,az)).6 £ R,(B1.6, B2.6) = Ry(ay.0, az.0)
VR, € Rand oy, a9, 53 € AP and § € A :

(Rp(ar, a3) = Ry(ar, az), Ry(az, a3)).0 £

Rp(al.é, 063.5) - Rp(Oél.é, 062.5), Rp<052.5, Oég.(S)

From the definition of [-]®, it follows that

Vo e A

(VRp € Rand o, € AP : Ry(a,8) € [prog]® = R,(a, B).0 € [prog]®
VR,, R, € R and a1, ay, 51, B2 € AP and rule € [prog]® :

R,(B1,B2) - Ry(a1, ae) instantiates rule =

(Ry(B1, B2) - Ry(aq,az)).d instantiates rule
VR, € R and ay, a9, a3 € AP and rule € [prog]® :

R, (v, a3) - Ry(on, an), Ry(an, a3) instantiates rule =

\ (Ry(au1, ) = Ry, ), Ry(cra, a3)).d instantiates rule

It follows that for any 6 € A, -.§ is a homomorphism, i.e., for any alias fact R,(«, )
derivable by T'ree, R,(«a.d, 5.0) is also derivable by Tree’ = {elem.0 | elem € Tree}.

Hence any

R, € R is closed under right-regularity.
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Corollary 7.3.2 Given alias relations R derived from [prog]® of program prog,
VR, € R,A € AClass : VA" € TI(R,) : AC A" = p.(A) C A’
Proof It follows from the right-regularity of R that

Va € AP,6 € A: (a,a.0) € R,
= (a.d,.0.0) € R,
= (a.0.0,.0.0.8) € R,
= ...

= a.(6)" € [a]n(r,)
m

In the next section, the LSL semantics will be augmented with the alias relations
R inferred by CLIPPER to prove the invariance mentioned at the beginning of this

chapter.

7.3.2 L£S£? — An Instrumented Small-Step £S£ Semantics

In this section, a small-step (or stack-based) semantics LSLF augmented with
the alias relations R inferred by CLIPPER will be used to prove the soundness of
CLIPPER as a slicing analysis for the LSL£ semantics. There are two reasons to

choose a small-step (or stack-based) semantics:

1. Interprocedural transitions (e.g. those from call sites of callers to entries of
callees and those from exits of callees to return sites of callers) are well-defined

in small-step semantics;

2. Stacks impose constraints on the structure of realizable traces, as defined in

Fig. 7.26 and 7.27.
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Therefore, two additional components are added to a LSL state o to form a LSL£*

state & — an alias relation R inferred by CLIPPER and a stack of pending call states

S, as defined in Fig. 7.24.

LSLE stack: S € Stack = (Label x Transformer x Generated x ARel)*
LSLE state: &, (I, Tran, Gen, R, S) € 5=
Label x Transformer x Generated x ARel x Stack

Fig. 7.24.: Execution state of the LS£* semantics.

The transition rules of £LS£F semantics are specified in Fig. 7.25.

The intraprocedural transition rule (rule INTRA?) of the £S£* semantics are
almost the same as that of the LSL semantics. The interprocedural transition rule of
the LSL semantics is devided into two small-step style transition rules (rule CALL*
and RETURN?) of the £LS£* semantics.

The call rule CALL? pushes the current state onto the stack and compute the
entry state (I°, Tran®, Gen®) and alias relation R® for the callee. The entry state
(I°, Tran®,Gen®) is computed in the same way as the LSL semantics while alias
relation R? for the callee is computed by first instantiating the alias relation R* of
the caller at the callee (R? ¢5 ), then extending it with the alias relation inferred by
CLIPPER from bottom up (R? iﬁ: UR,), and finally close it according to reflexivity,

symmetry, transitiviy and right-regularity (ps.(R"® iﬁ; UR,)).

Example 17 Given the caller alias relation (encoded as an alias partition) II(R*) =
{{bbl}, {aal,bbl.f, bbl.g}} in Fig. 7.22 for example, at the call site “18: bar(bb1,0,1)”
in method fool() of Fig. 7.8, the callee alias relation R* is computed as follows:

I(R*)E) = {{b},{b.f,b.9}}
(prate(R* ), UR,)) = {{b},{al,a2,b.f,b.g}}



stmt; is intraprocedural
o= (l,Tran,Gen)
&
(I, Tran,Gen, R, S) N (I',Tran’,Gen’, R, S)

(a) Intraprocedural £S£? semantics.

INTRAZ

-ié: ARel — ARel for any invocation l:x=p(yo, - . ., Yx)
s.t. VR € ARel : R}l = {(al}, B}) | (0. B) € RAa,B € AP}}
Prste(+) : 247%AP 5 ARel

s.t. VB € 247%AP . (B) is the reflexivity, symmetry, transitivity, and
right-regularity closure [36] of B. (Thus B C ppsie(B) A prsic(B) € ARel)

(b) Helper functions for £L5£% method call semantics.

I°: z=p(yo, - - -, Yr)

the declaration of p is “t p(to ho, ..., tx hi){body,}”
)

Rd = prstc<Ru¢g URp)

S4 = Su.(I¢, Tran®, Gen®, R*)

CALL*
(1¢, Tran®, Gen®, R*, S*) N (1°, Tran®, Gen®, R*, S9)
(¢) LSLT method call semantics.
([*: exit
S4 = Su.(I°, Tran®, Gen®, R*)
I°: z=p(yo, . - -, Yr)
the declaration of p is “t p(to ho, ..., tx hx){body,}”
o
\ * T
RETURN

(I*, Tran*, Gen*, R%, S%) RN (I*, Tran*, Gen*, R*, S*)

(d) £SLT method return semantics.

Fig. 7.25.: LSLT semantics.
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The return rule RETURN? pops the pending call state from the stack and merge
the call state with callee’s return state in the same way as the LSL£ semantics.
Before continuing the proof, an over-approximating ordering - C - among parti-

tions is defined below:

over-approximating ordering C € 24FartxAPart

s.t. Vmy, mg € APart : m; C 7y if and only if VA; € my : dA; € my 1 A1 C Ay

For any two partitions 7; and mq, 7 C 79 if and only if 7y is coarser than mq, i.e.
VA; € m @ JAy € mp : Ay C Ay, Furthermore, a coarsening function [-]™ between

two partitions m; C 5 can be defined as follows:

coarsening function [-]™ : 1 — 7y for any 71, m € APart s.t. m C o

s.t. VA € A C (Al—vm € o

Next Proposition 7.3.3 indicates that intraprocedural transitions (rule INTRA)
preserve the over-approximating relation between the heap H and certain alias re-
lation R subsuming the alias relation R, inferred by CLIPPER from bottom up, i.e.

R,CR.

Proposition 7.3.3 Given alias relations R derived from [prog|® of certain program
prog, at any transition of rule INTRAT in Fig. 7.25a where stmt; is in method q, the

following condition
R, C RN H =image(Tran) U Gen C II(R)
implies that ¥(I', tran, gen) € succ({l, Tran,Gen)):

Yo € H : tran(o) C [o]1® (7.1)

gen(o) CTI(R) (7.2)



103

Proof A case-by-case analysis of stmit:

1. Case “l: x = null” — Condition 7.1 holds because no new access path is added

to any object o € H. Condition 7.2 holds because gen(o) is ().

2. Case “l: x = new t” — Condition 7.1 holds because tran is an identity function.

Condition 7.2 holds because {x} C [z|u(r).

3. Case “I: x = y” (or “I: return z” which is handled as “I: ret = 2")

For any object o € H and for any § € A s.t. y.6 € o:
x.0 € [ydnw [/ [l =y]*

It follows that
{z.0 ]| y.0 € 0} C [y.dlr) = [O}H(R)

Thus
tran(o) = oU{x.6 | y.0 € o} C [0]"P

and Condition 7.1 holds.

Condition 7.2 holds because gen(o) is 0.

4. Case “I: x =y.f”

For any object o € H and for any 6 € A s.t. y.f.0 € o:
2.0 €[y fOlumy // [l =y fI?

It follows that
{2.6 | y.f.6 € 0} C [y.f-0)ur) = [o]"P

Thus
tran(o) = oU{x.6 | y.f.6 € 0o} C [o]TH



104

and Condition 7.1 holds.

Condition 7.2 holds because gen(o) is 0.

5. Case “I: y.f = null” Condition 7.1 holds because no new access path is added

to any object o € H. Condition 7.2 holds because gen(o) is 0.

6. Case “I: y.f =27

( [yla € [yluw) // precondition

= Wla-f C ly-flnw // right-regularity
= [zl [/ iy f = 2]®

| [z]# C [z]nr) // precondition

= [yla-f Uzl € [rlnm)
= pe([Wla-fU[zlg) C [z]luw // Corollary 7.3.2
= Vo e A:p([yla.f0U[z]m) C [v.0]lnr // right-regularity

=Voe H:o U Jlpe(lylu-f Ulzlu).0 | 2.0 € o}  [o]"®

Thus Condition 7.1 holds.

Condition 7.2 holds because gen(c) is 0.

7. Case “l: goto I"” or “l:if b [, I;” Condition 7.1 holds because tran is an identity

function. Condition 7.2 holds because gen(o) is 0.

Next Proposition 7.3.4 indicates that call transitions (rule CALL*) preserve the
over-approximating relation between the caller heap H¢ and certain caller alias rela-

tion R* subsuming the caller alias relation R, inferred by CLIPPER from bottom up,

ie. R, C R"
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Proposition 7.3.4 Given alias relations R derived from [prog]® of program prog,
at any transition of rule CALL* in Fig. 7.25¢ where 1°: x=p(yo, . . ., y) is in method

q, the following condition
R, C R* N H® =image(Tran®) U Gen® C II(R")
implies

Vyldz € AP : [yldz]Hc exists — [ylﬁz]Hc¢§ [yi.(si\L;C]H(Rd) (73)

He¢C H(Rd) (7.4)
Proof Because

Vo € HP™*d . iy, 5;, ;.65 € 0° : {y;.01,7;.02) € R* // precondition
= Vo° € Hpassed : ‘v’yzéﬁ,y]& €0°: <hi.61,hj.(52> S Rd // Rd = prstc(Ru\Léc URp)

= Vyzdl € AP : [yzéz]Hc exists = [ylél]Hc ig [yZ(SzLZ]H(Rd)

condition 7.3 holds.

Condition 7.4 follows from condition 7.3. [ ]

Lemma 7.3.5 Given alias relations R derived from [prog]® of program prog, at any
transition of rule CALL* in Fig. 7.25¢ where 1°: x=p(yq, . .., yx) is in method q and
R, C R®, the following implication holds

Va,f € AP : (a,8) € R* = (ath,p15) € R®
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Proof Forany a, 3 € AP] such that (o, 3) € R?, there exists a sequence ({ay, o))i_,

such that )
] = (CL)
a =p (b)
AN
(aj,af)y € Ry for 1 <1<k (c)
k<oz;,ozi+1> eRrRll for1<i<k—1 (d)

It follows that Vi € [1,k] : a;, o) € AP] because of (d) and hence there exists another

sequence ((; T4, aj1h))%, such that

(i 57 o Tﬁ:) €R,C R for1<i<k //condition (c) and definition of R
(i tl) e R for 1<i<k—1 // condition (d)
=( Tﬁf, ), TZ> € R" // by transitivity

=(atl,81L) € R* // condition (a) and (b)
]

The following Proposition 7.3.6 and Corollary 7.3.7 indicate that return transitions
(rule RETURNY) preserve the over-approximating relation between the caller heap
H¢ and certain caller alias relation R* subsuming the caller alias relation R, inferred
by CLIPPER from bottom up (i.e. R, C R") if the callee object transformer Tran*
preserves the over-approximating relation between the callee heap H® and the callee
alias relation R® (condition (c¢)) and the callee generated object set Gen* is over-

approximated by the callee alias relation R* (condition (d)).
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Proposition 7.3.6 Given alias relations R derived from [prog]® of program prog,
at any transition of rule RETURN* in Fig. 7.25d where 1 x=p(yo,...,yx) is in

method q, the following condition

(

H¢ = image(Tran®) U Gen® C II(R*) (a)
R, C R" (b)
A
Yo € He : Tran®(0®) C [o¢]"H) (c)
| Gen® CTI(R?) (d)
implies
Vo® € H® : JA* e II(R") : 0°1C A* (7.5)

Vi€ [0,k] and 6 € A : [y;.0;| g exists = Tran®([h;.6;]ue)TC [yi-0ilursy  (7.6)
Proof For any o* € H*, -1 maps the following two kinds of access paths to caller

[ret,|g=.0" C o for 0" = [ret,)|g=

Tran*([h;.0]ge).0’ C o for [h;.0]g. € HP ™S U HeP!
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It follows that

He CII(RY) // Proposition 7.3.4

H* =image(Tran®) U Gen* CTI(R?) // condition (¢) and (d)
=Vi € [0,k] and 6 € A :

hi.d € [[hi.6]ge ") = [Tran®([hi.6) g )" // condition (c)
=Vi € [0,k] and §,0' € A :

Tran®([h;.0)g).0' C 0* = hy.0.8" € [o*|"F) )/ right-regularity of R®
=Va € {h;.0.8" | Tran*([h.0)ge).0' C 0*} : o € [o¥]HHY
=Va € {ret,.d' | ret,.0' € 0} U{hi.0.8" | Tran*([hi.6]ge).0' C 0"} : o € [0*]")
=Va, 8 € {ret,.0" | ret,.0' € 0*} U{h;.0.0" | Tran*([h;.0]ge).8" C 0*}: (o, B) € R?
=Va, [ € {x.0" | rety.d" € 0*} U{y;.0.0" | Tran®([h;.0]pe).0' C 0"} :

(ar, B) € R* // condition (b) and Lemma 7.3.5
=Va, B € {2.0' | ret,.8’ € 0*} U J{[yi-0] -0 | Tran®([hi.6]pe).0' C 0"} :

(a, B) € R* // condition (a) and right-regularity of R"

=3JA" € II(R") : 0*1C A" // by definition of -1

Hence condition 7.5 holds.

Given [y;.0;] g exists, it follows that

(

Va, 5 € {x.0" | ret,.0" € Tran*([h;.6;]me) }U
U{ly;-9;]me.0" | Tran*([hj.0;]me).0" C Tran®([h;.0;|me)}

(a, B) € R* // derived above

| vi-0i € U{[;-0;]me.0" | Tran*([h;.05]ue).0" € Tran*([h.di]me)}

=Tran™([hi.0;) ) TC [yi.0ilnrey // by definition of -1

Hence condition 7.6 holds.
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Corollary 7.3.7 Given alias relations R derived from [prog]® of program prog, at
any transition of rule RETURN? in Fig. 7.25d where [°: x=p(Yo, - - -, Yx) is in method

q, the following condition

(
H¢ =image(Tran®) U Gen® C II(R")

R, C R

Yo € He : Tran®(0®) C [o¢]"(7)

| Gen® C II(R?)
implies

Vo® € H® : tran(o®) C [0]"EY) (7.7)

gen ETI(R) (7.8)

Proof To prove condition 7.7, two cases need to be considered.

1. First consider the case where o¢ € H®\ HP**¢ Tt follows that

tran(o®) = o° C foCWH(Ru)

2. Next consider the case where o¢ € HP?*?  Then there exists v;.0; € o°. It

follows that
tran(o®) = Tran*([h:.0i]ge) TC [Yi-0iln(r) = [OCWH(RH)

Hence condition 7.7 holds.

Condition 7.8 follows from the definition of gen and condition 7.5. [ |

The same-level realizable paths (SLRPs) are defined as in [22]. Note: An SLRP starts
at an entry state ([°, Tran®, Gen®, R, S).
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path p,60 = 61 = -+ 2 64 € Path = (5 )*
empty path 6 € Path® C Path
path length |- | : Path — N

0 if p € Path®
s.t. Vp € Path : [p| =4 1 T . : LI T . I .
|60 = -+ S0kl +1 ifp=0dg=> -+ = b = 0p1
same-level realizable path s € SLRP C Path
s.t. s € SLRP it
(s = (I°, Tran®,Gen®, R, S) // s is empty
= (I°,Tran®,Gen®, R, S) L ... 5 (I, Tran,Gen, R, S)
EN (I',Tran’,Gen’, R, S) N
(i, Tran®,Gen®, R, S) & -+ 5 (I, Tran, Gen, R, S) € SLRP A
stmt; is intraprocedural
s = (I3, Trang, Geng, R*, S*) RN (Ig, Trang, Geng, R*, S*)
z e e e Z z X X X
= (ls, Trang, Gens, R4, S%) = --- = (I, Tran}, Gen¥, R?, 5¢)
N (I7, Trani, Gen}, R*, S%) A
e e e u u I I (o] (o] C u u
(Ig, Trang, Geng, R*, S*) = --- = (I, Trang, Geng, R*, S*) € SLRP A
15 2=p(Yo, ..., yk) A
e e e Z Z X X X
(Is, Trang, Gens, R, S%) = --- = (I, Tran}, Gen}, R?, 5%) € SLRP A

l;: exit

S

Fig. 7.26.: Definiton of same-level realizable path (SLRP).
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Example 18 In Fig. 7.11 and 7.12 for example, the following traces are SLRPs

~ 7z Z .

013 —> "+ —> 015

N z Z . Z . T T . T
013 —> *++ —7» 016 —> 019 — * — 0923 — 17
~ z Z .

019 —> **+ — 022

where 6; = (l;, Tran;, Gen;, R, S) i.e. extending o; = (l;, Tran;, Gen;) with proper

R and S.
In Fig. 7.13 and 7.14 for example, the following traces are SLRPs

~ z T .

O94 —> *++ —> 026

N T T T A T v
O9q4 —> *++ —7 096 —» O98 — * — 039 — 27
~ z Z .

028 —> *++ —> 031

Next Proposition 7.3.8 indicates that SLRPs preserve the over-approximating
relation between the heap H® and certain alias relation R subsuming the alias relation

R, inferred by CLIPPER from bottom up (i.e. R, C R).

Proposition 7.3.8 Given alias relations R derived from [prog]® of program prog
and any SLRP s = (¢, Tran® Gen® R, S) A (I, Tran,Gen, R,S) from an

entry state of any method q, the following condition

He = dom(Tran®) CII(R) (a)
Vot € He : Tran®(0%) = 0¢  (b)
' Gen® =) (c)
R,CR (d)




112
mmplies

Yo® € H®: Tran(o®) C [0 (7.9)

Gen CTI(R) (7.10)

Proof We proceed by well-founded induction on s.

1. First consider the base case where s is empty, i.e. s = (I°, Tran®, Gen®, R, S)

Because

Vo® € H® : Tran(o°) = Tran®(0°) = o° C [o°]"V
condition 7.9 holds.

Condition 7.10 holds because Gen = Gen® = (.

2. Next consider the inductive case where

Vs’ € SLRP:
|5 < s]
s’ starts from an entry state satisfying conditions (a) and (b)

— conditions 7.9 and 7.10 hold on s’

Two cases need to be considered:

(a) First consider the case

s = (I°,Tran®,Gen®, R, S) L ... 5 (I, Tran,Gen, R, S)

EN (I',Tran’,Gen', R, S)
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where

(1e, Tran®,Gen®, R, S) RN (I, Tran,Gen, R,S) € SLRP
N

stmt; is intraprocedural

Because

Let o = (I, Tran, Gen) in
Yo € H® : Tran(o®) C [0°]"®#) // induction hypothesis
=Vo® € H®:
Tran'(0°) = tran(Tran(o®)) C [Tran(o®)|"®) = [o*]H)

// Proposition 7.3.3

condition 7.9 holds.

Because

Let o = (I, Tran,Gen) in
(

Voe Gen:3JA€Il(R):0C A // induction hypothesis

= Yo € Gen : tran(o) C [o]"®)  // Proposition 7.3.3

Yo € gen(o) : JA€II(R):0 C A // Proposition 7.3.3
\

=Vo' € Gen' : JA€TI(R): 0 C A

condition 7.10 holds.

(b) Next consider the case

s = (I, Trang, Geng, R, S*) 5 - 5 (15, Trant, Gent, R*, S°)
EN (5, Tran, Gen;,Rd, S9) L ... 5 (5, Trany, Gens, RY, S9)

N (I3, Trang, Geng, R*, S*)
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where

(

e e e u u 7 z C C C u u
(Is, Trang, Geng, R*, S*) = --- = (I¢, Trang, Geng, R*, S*) € SLRP
I$: x=p(yo, - - -, Yr)

e e e Z Z X X X
(Is, Trans,Gens, R*, S) = --- = (Ix, Tran¥, Genx, R, S%) € SLRP

X. 3
\lp. exit

It follows that

(

VoS € H? : Trang(o) C [og]™HY // induction hypothesis
Vof € Geng : JA* € II(R*) : 05 € A*  // induction hypothesis
= Hg =image(Trang) U Geng C II(R")

= H: T R* // Proposition 7.3.4

R, C R // by definition of R

4
Vot € H® : Tran®(o%) C [oS]1H)
= P P PR g // induction hypothesis

Vo, € Geny : 3JA® € TI(R?) : 0 C A

Yot € HE : tranli(o°) C [oc]"() c)
= ! ! o)  log] ( // Corollary 7.3.7

| Vo, € gen's : JA* € TI(R) : 0f € A*  (d)

Because

e e .
VOqEHq.

r/ e\ __ l; c/ e c/ e\MII(R*) _ 1 e7II(R"
Trang(og) = tran'«(Trang(of)) C [Trang(og)] (B — [og] ()

condition 7.9 holds.
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Because

/

Vo € Geng : 3A* € TI(R") : of C A® // induction hypothesis

= Vog € Gent : trani(of) C [0S ") // condition (c)

\‘v’og € gen's : JA* € TI(R") : of C A // condition (d)

r r __ l; lg c\ . u u) . .r u
=Vo, € Gen, = gen's Umap(tran's)(Geng) : JA* € II(R") : 0] C A

condition 7.10 holds.

The realizable paths are defined as in [22].

realizable path r € RP C Path
s.t.r € RPif
(r = (1 Tran®, Gen®, R°, S°)  // r is empty
r = (I° Tran®,Gen®, R°, 5%) RN (I, Tran,Gen, R, S)
N (I',Tran’,Gen’, R, S) N\
(1% Tran®, Gen®, R°, S°) RN (I, Tran,Gen, R,S) € RP N\
stmt; is not [: exit
r = (I° Tran®,Gen®, R°, S° L ... 5 (I2, Trang, Geng, R*, S*)
EN (Is, Trans, Gens, R%, 5¢) L ... 5 (Ix, Trany, Geny, R%, 5¢)
EN (7, Trani, Gen, R*, S*) A
(19, Tran®, Gen®, R°, SY) NN (I¢, Trang, Geng, R*, S*) € RP A
I5: v=p(yo, -, yr) A
(Is, Trans, Gens, R%, 5¢) L ... 5 (Ix, Trany, Geny, R%, S%) € SLRP A

l;: exit

Fig. 7.27.: Definition of realizable path (RP).
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Example 19 In Fig. 7.11 and 7.12 for example, the following traces are RPs

.~ I T .
013 —> "+ —> 015

. I I . I I
013 =+ =2 016 —7 19 —7 20
. I T .

019 — *°+ — 022

where 6; = (l;, Tran;, Gen;, R, S) i.e. extending o; = (l;, Tran;, Gen;) with proper

R and S.
In Fig. 7.13 and 7.14 for example, the following traces are RPs

~ Z T .

024 =2 *++ =7 02

N A AN Z . T AN
094 —> *++ —» O96 — 098 — — 030
~ Z Z .

028 —> +++ —7 031

Next Proposition 7.3.9 indicates that RPs preserve the over-approximating rela-

tion between the heap H° and certain alias relation R subsuming the alias relation

Rypain inferred by CLIPPER from bottom up (i.e. Rpain € RY).

Proposition 7.3.9 Given alias relations R derived from [prog]® of program prog

and any RP r = (I° Tran®, Gen®, R°, S°) L .4 (I, Tran,Gen, R, S) from an

initial state of the entry method main the following condition

(

H° = dom(Tran®) C TI(R%) (a)
Vo' € H° : Tran®(o®) = o® ()

Gen® = () (c)

\Rmain g RO (d)
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mmplies

He¢ = dom(Tran) C II(R) (7.11)
Yo® € He: Tran(o®) C [0]"H) (7.12)
Gen CII(R) (7.13)

Proof We proceed by well-founded induction on r.

1. First consider the base case where r is empty, i.e.

r = (I°, Tran®, Gen®, R°, S")

Because H® = H° C TI(R) = TI(R), condition 7.11 holds.

Because

Yo® € H® = H° .

Tran(o®) = Trcmo(oe) = 0° C [0°] (R _ [0°] ()

condition 7.12 holds.

Condition 7.13 holds because Gen = Gen® = .

2. Next consider the inductive case where

Vr' € RP:
[ < Ir]
r’ starts from an initial state satisfying conditions (a)-(d)

— conditions 7.11, 7.12, and 7.13 hold on »’

Three cases need to be considered:
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(a) First consider the case

r = {(I°, Tran®, Gen®, R°, S°) L ... 5 (I, Tran,Gen, R, S)

EN (I',Tran’,Gen', R, S)

where

(19 Tran®, Gen®, R°, S°) L ... 5 (I, Tran,Gen, R,S) € RP
VAN

stmt; is intraprocedural

Because

Let o = (I, Tran, Gen) in

H® = dom(Tran’) = dom(tran o Tran) = dom(Tran) C II(R)

condition 7.11 holds.

Because

Yo € H® : Tran(o®) C [0®]"H) // induction hypothesis
=Let 0 = (I, Tran, Gen) in

Vo® € H®:

Tran'(0) = tran(Tran(o®)) C [Tran(o®)]MR) = [oe]1H)

// Proposition 7.3.3

condition 7.12 holds.
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Because

Let o = (I, Tran,Gen) in
Voe Gen:JA€Il(R):0C A // induction hypothesis

= Yo € Gen : tran(o) C [o]"®)  // Proposition 7.3.3

Vo' € gen(o) : JA€II(R): o' C A // Proposition 7.3.3
\

=Vo' € Gen' = gen(o) Umap(tran)(Gen) : JA € II(R) : o' C A
condition 7.13 holds.
(b) Next consider the case
r = (1 Tran®, Gen®, R°, S°) NN (lz, Trang, Geng, R*, S*)

% (18, Trang, GenS, R, S°)

where

(19, Tran®, Gen®, R°, SY) L ... 5 (Ig, Trang, Geng, R*, S*) € RP

A
15 2=p(yo, - - -, Ur)
Because
H¢ =image(Tran®) U Gen® C II(R*)  // induction hypothesis
=H® = dom(Tran®) C II(R?) // Proposition 7.3.4

=Vo® € H® : Tran®(0°®) = 0° C [0°]

conditions 7.11 and 7.12 hold.

Condition 7.13 holds because Gen® = (.
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(¢) Next consider the case

r = (I, Tran®, Gen®, R°, S°) L ... 5 (Iz, Trang, Geng, R*, S*)
EN (Is, Trans, Gens, R%, S%) RN (I5, Tran}, Geny, R%, S5%)
EN (I3, Trang, Geng, R*, S*)

where

;

(19 Tran®, Gen®, R°, SY) L ... 5 (Ig, Trang, Geng, R*, S*) € RP

l;: $:p(y07 s >yk)
A S

(Is, Trang, Gens, R4, S¢) L ... 5 (Ix, Trank, Gens, R, S%) € SLRP

X. M
\ lp. exit
Because

H; = image(Trang) U Geng E TI(R") // induction hypothesis
e __ ry _ [ c) c u
=H? = dom(Tran]) = dom(tran's o Trang) = dom(Trang) C II(R*)

// Corollary 7.3.7

condition 7.11 holds.

Because

e e . c( e e II(R") : : .

Vo; € Hy : Trang(oy) C [og] // induction hypothesis
=Vog € H; :

Trank(og) = tran'a(Trang(o2)) C [Trang(o2)]"A) = [og] A

q
// Corollary 7.3.7

condition 7.12 holds.
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Because
(
Vog € Geng : JA* € TI(R*) 10 C A // induction hypothesis
= Vo? € Gent : trani(of) C [0S // Corollary 7.3.7
r s . u u) . T u
\‘v’oq € gen's : JA* € II(R*) 1 0f € A // Corollary 7.3.7

r r __ l; lg c\ . u u) . .r u
=Vo, € Gen, = gen's Umap(tran's)(Geng) : JA* € II(R") : 0] C A

condition 7.13 holds.

Corollary 7.3.10 (Soundness of Clipper as a Slicing Analysis) Given alias re-

lations R derived from [prog]® of program prog and any RP

r = (I°, Tran®, Gen®, R°, S°) L ... 5 (I, Tran,Gen, R, S)

from an initial state of the entry method main, the following condition

(
19 is the entry label of main

H° = dom(Tran®) =0 (a)

ANV € H : Tran®(o®) = o  (b)

Gen® =10 (c)
RO - Rmam (d)
implies
He¢ = dom(Tran) C II(R) (7.14)
Yo¢ € He: Tran(o®) C [0®]"H) (7.15)

Gen C II(R) (7.16)
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Proof Because

;

H° = dom(Tran®) C TI(R") // condition (a)
Vo' € HY : Tran®(0®) = 0°  // condition (b)

Gen® =0 // condition (c)

\Rmain C R // condition (d)

conditions 7.14, 7.15, and 7.16 hold according to Proposition 7.3.9. [ |
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8. ASYNCHRONOUS CONTROL FLOW ANALYSIS

As illustrated in Section 1.4, in asynchronous messaging, control flows are scattered
into many cooperatively-triggered message handling functions, obscuring causal rela-
tion among them.

For example, Fig. 8.1 shows part of an (contrived) app leveraging the asyn-
chronous messaging framework of Android (Fig. 1.5). In this framework, a mes-
sage can be denoted by the values of its fields target and what. For example,
{target = Foo,what = 1} is such a message in Fig. 8.1 where a handler object
of type Foo is denoted by its type Foo.

When handling message {target = Foo,what = 1} at line 26, another message
{target = Bar,what = 1} is enqueued at line 33. When further handling message
{target = Bar,what = 1} at line 45, another message {target = Foo,what = 2} is
enqueued at line 56. Similarly, when handling message {target = Foo, what = 2}
and {target = Bar,what = 2} (at lines 27 and 46, respectively), two more messages
{target = Bar,what = 2} and {target = Foo,what = 1} are further enqueued (at
lines 37 and 52, respectively).

The message enqueuing operations imply the causal relation among the corre-
sponding message handling operations, as shown in Fig. 8.2 where the nodes denotes
message handling operations of the corresponding messages and the edges denotes
message enqueuing operations representing the causal relation between the source
and target messages.

In this chapter, a modular shape analysis is designed and specified (Section 8.1)
to build an asynchronous control flow graph capturing such implicit causal realtion

among these message handling functions (Section 8.2).
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22
23
24
25
26
27
28
29
30
31
32
33
34
35
36
37
38
39
40
41
42
43
44
45
46
47
48
49
20
o1
52
53
54
25
26
57
o8

class Foo extends Handler {

}

static final Foo INSTANCE

void handle (Message m) {

int w = m.what;
switch (w) {

case 1: handleFool();
case 2: handleFoo2();

}

}

void handleFool ()
Handler h = Bar
h.send (1);

}

void handleFoo2 ()
Handler h = Bar
h.send (2);

}

{
. INSTANCE;

{
. INSTANCE;

class Bar extends Handler {

static final Bar INSTANCE

void handle (Message m) {

int w = m.what;
switch (w) {

case 1: handleBarl();
case 2: handleBar2();

}

}

void handleBari1 ()
Handler h = Foo
h.send (2);

}

void handleBar2 ()
Handler h = Foo
h.send (1) ;

}

Fig. 8.1.: Example code for asynchronous messaging.

{
. INSTANCE;

{
. INSTANCE;

new Foo ();

break;
break;

new Bar ();

break;
break;

124
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{target=Foo,what=1} {target=Bar, what=1}

{target=Foo,what=2} {target=Bar, what=2}

Fig. 8.2.: Asynchronous control flow graph of the example in Fig. 8.1. The nodes
denotes message handling operations of the corresponding messages and the edges
denotes message enqueuing operations representing the causal relation between the
source and target messages.
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8.1 ModShape

In this section, a modular shape analysis called MODSHAPE is specified as an
equation system. The fixed point of the equation system is a pair consisting of a heap
invariance denoting the set of all possible message generated by the program and a
trace invariance denoting the set of all possible execution traces of the program [39,40].

To specify MODSHAPE, two new statements — pack and unpack — are introduced
below:

stmt ::= ... | l: pack(z) | I: x = unpack()

In the asynchronous messaging example, the pack statement abstracts the message
enqueuing operation, i.e. the invocation of MessageQueue.enqueue (), to extract the
shape of the message object being enqueued. Dually, the unpack statement abstracts
the message dequeuing operation, i.e. the invocation of MessageQueue.next(), to
merge the shape of certain enqueued message into the current state o. Fig. 8.3
shows the source code rewritten from that of Android’s messaging framework with
the invocation mQueue . enqueue (m) replaced by pack(m) (at line 7) and the invocation
m=mQueue.next () replaced by m=unpack() (at line 15).

A message shape is defined as a packed heap. A packed heap consists of packed
objects only and all access paths within the representation of a packed object are

rooted at a pseudo header variable hdr [39] (as defined in Fig. 8.4).

Example 20 The packed heap corresponding to the message {target = Bar,what =
1} is shown in Fig. 8.5.

A packed heap is extraced from certain state o via the pack operation Pack(-,,")
defined in Fig. 8.6. The pack operation Pack(-,-,-) takes three parameters: an
unpacked heap to extract the packed heap from, a local variable z, and a shape rim
R representing a set of field paths such that all rim objects (i.e. objects [x.0]y for
certain 6 € R) and all intermediate objects (i.e. objects [z.01]y for certain ;.62 € R)

are included in the packed heap.
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1 abstract class Handler {

2 Message(Queue mQueue;

3 void send(int w) {

4 Message m = new Message();

5 m.target = this;

6 m.what = w;

7 pack(m); // mQueue.enqueuve(m);

8 +

9 abstract void handle(Message m);

10}

11 public class Looper {

12 MessageQueue mQueue;

13 void loop () {

14 for (;;) {

15 Message m = unpack(); // mQueuve.next ();

16 Handler h = m.target;

17 h.handle(m) ;

18 }

19 +

20}

Fig. 8.3.: Rewritten code of Android’s messaging framework.
pseudo header variable hdr € Var
packed object 6 € Obj = 2""2\ {§}
packed heap H e Ee\a/p C 90bj
S.t. V61,00 € H:61 My # 0 = 0, = 09
Fig. 8.4.: Header variable, packed object, and packed heap.
har Message et Bar h Message = {hdr}
what LW Bar = {hdr.target}

1 = {hdr.what}

(a) Store-based heap.
(b) Storeless heap.

Fig. 8.5.: Packed heap of the message {target = Bar,what = 1}.



shape rim R € Rim = 2°

pack operation Pack(-,-,-): Heap X Var x Rim — Heap
s.t. VH € Heap,x € Var,R € Rim :

Pack(H,r, R) =

let q7* = {[x.01]n | 6102 € R} n
pack = lo € HP** {hdr.0 | .6 € o}

map(pack)(H**")

Fig. 8.6.: Shape rim and pack operation.

128
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Example 21 In the example program of Fig. 8.1, when handling the message {target =
Foo,what = 1} in method handleFool (), another message {target = Bar,what =
1} is enqueued, as shown in Fig. 8.7. Applying the pack operation Pack(-,-,-) to the
state at line 7 generates the packed heap in Fig. 8.5.

Statement Store-Based Heap Storeless Heap

o1 | 32: h = Bar.INSTANCE

Bar

o2 | 33: h.send(1) Bar = {h}

Bar this
Bar = {this}

o3 | 4: m = new Message() PR 1= {w)

™ Message Bar « s | Message = {m}
o4 | b: m.target = this w Bar = {this}
1
1={w}
™, Message target oo < Wis | Message = {m}
o5 | 6: m.what = w w Bar = {m.target,this}
1
1= {w}
m Message target Bar this Message = {m}
o6 | 7: pack(m) what w Bar = {m.target,this}

1 = {m.what,w}

Fig. 8.7.: Example illustrating packing.

Locally, the pack statement has no effect on the current execution state, as indi-
cated by the definition of the pack transition - M) - shown in Fig. 8.8. Different
from [39], ownership transfer is not handled in MODSHAPE. Instead, it is assumed
that ownership transfer is implemented properly in the target program.

Given certain packed heap H, an unpack statement z = unpack() unpacks H

by replacing the pseudo header variable hdr within the representation of the packed
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pack A

. M
pack transition - —— - =
{{{l, Tran,Gen), (I+1, Tran,Gen)) | I: pack(zx)}

Fig. 8.8.: Pack transition of MODSHAPE analysis.
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objects from H with variable z on the left hand side of the unpack statement, as

specified in Fig. 8.9.

Munpa(:k(') T

unpack transition - ——— - : Heap — X X X

~ —_ — Mun ac ﬁ
s.t.VHGHeap:-p—k()%é

(I, Tran, Gen), (I+1, Tran, Gen')) |
[: x = unpack() A
let unpack = Ao € H{x.0 | hdr.0 € 3} in
Gen' = Gen U map(unpack)(H)

Fig. 8.9.: Unpack transition of MODSHAPE analysis.

Example 22 At line 15 of the example program in Fig. 8.1, the packed message in
Fig. 8.5 is unpacked by replacing the pseudo header variable hdr within the packed
message with variable m. For example, the representation of the Message object s
transformed from {hdr} to {m} and the representation of the Bar object is trans-

formed from {hdr.target} to {m.target}.

Statement Store-Based Heap Storeless Heap

o1 | 15: m = unpack()

Message e, Bar Message = {m}
o2 | 16: h = m.target what Bar = {m.target}
1
1 = {m.what}
Message 8% Bar h Message = {m}
o3 | 17: h.handle(m) hat Bar = {m.target, h}
wha 1
1 = {m.what}

Fig. 8.10.: Example illustrating unpacking.

. oy . Min ra .
For other intraprocedural statements, the transition relation - =% . is the same

as LSL semantics, as defined in Fig. 8.11.
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. .. M; A
intraprocedural transition - —2%% . =

{({{, Tran,Gen),o") | stmt, is intraprocedural A (I, Tran,Gen) — o'}

Fig. 8.11.: Other intraprocedural transition of MODSHAPE analysis.
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: : : . L . Min er i
Similar to the £LSL semantics, the interprocedural transition relation - ————— tr, .

corresponding to certain exit trace tr° of the callee is defined as an instantiation of

tr" at all possible call sites, as shown in Fig. 8.12.

~ M M M o
MODSHAPE trace tr,oq9 — 01 — -+ — o0}, € Trace
( Mintra /
o —""% 0
Min cr(ﬁx) . ~X — X
M, : o' for certain tr- € Trace
where 0 — ¢’ is one of Mpack
o—— 0o
Mun ack(ﬁ) . 7 T
(0 ——— ¢ for certain H € Heap

—~~——0
MODSHAPE empty trace o € Trace C Trace

—~—X

MODSHAPE exit trace Trace =

{o® Mo M (I*, Tran*, Gen™) € Trace | I*: exit}

Minte'r(') -

X
interprocedural transition - ——= - : Trace — X X X

st. Vi~ € Trace . 2mer), 2
( <(l°,Tran°,Gen°), (lr,Tmnr,Genr)> | )

1 2=p(yo, .- ., Y) A

the declaration of p is “t p(to ho, ..., tx hi){body,}” A
L WA

tr- = (I°, Tran®,Gen®) — --- — (I*, Tran*, Gen*) A

[ &

Fig. 8.12.: Interprocedural transition of MODSHAPE analysis.

The MODSHAPE analysis computes two invariances: a trace invariance 7'/ which
is a set of MODSHAPE traces and a packed heap invariance HI which is a set of
packed heaps, as defined in Fig. 8.13.

Next, a top-down mapping function -{} is defined in Fig. 8.14 to help specifying
the equation system of the MODSHAPE analysis. Given a state ([°,Tran®, Gen®) at
the call site {°: x=p(yo, ..., Yk), ({¢,Tran, Gen®) || returns the state at the entry of
the callee according the interprocedural LSL£ semantics defined in Fig. 7.15.
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trace invariance TI € Tracelnv = 277

packed heap invariance HI € HeapInv = 21¢%®

Fig. 8.13.: Trace invariance and packed heap invariance.

call state X2¢ = {(I°, Tran®,Gen®) € & | I° x=p(yo, - - -, Yx) }
top-down mapping -{}: X — X
s.t. Y(I¢, Tran®, Gen®) € ¥ :
(1°, Tran®, Gen®) || =
¢ z=p(yo, - - -, Yr)
let { the declaration of p is “t p(ty ho,. .., tx hi){body,}” in
[ )
(I°, Tran®, Gen®)

Fig. 8.14.: Domains and helper functions of the MODSHAPE analysis.
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The MODSHAPE equation system corresponding to a givan program prog and
shape rim R is defined with a function FJ, which takes a trace invariance T'I and
packed heap invariance HI and return a new trace invariance 71" and packed heap

invariance HI', as defined in Fig. 8.15.

Given certain program prog and shape rim R, let FE (T1, HI) = (TI', HI') where

prog
( 0
o) (@
eM M Mintra /
0 — - — o 50| o)
Minra
oo M M e A g Mintrey 5
e M M c Minter(t—;x) r
o == ... 3o s o |
ﬁ*x = o° ﬂ) . ﬂ> <lX,T7’CLTLX,G€nX> eTI A (C)
[*: exit A
M'Lnert‘vx
TI/:U O'c—t(r_)_)o—r )
eM M Mpack /
o —>---—>0———>g| (d)
M(ZC
Ue%"'%UETI/\O' pk}O_I
~ M M
e M M Munpack(H) ’ o¢— -+ —o0 € TI AN
T T 0 Manpack () (€)
He HI N 0 /5 o

(ls, Trang, Geng) |

p SN (I, Trang, Geng) € TI A ()
lg: x=p(yo, - - -, yr)

oo M o (I, Tran,Gen) € TI N
ar -l : pack(x)./\
A H = image(Tran) U Gen A
H = Pack(H,z, R)

Fig. 8.15.: Equation system of the MODSHAPE analysis.

The new trace invariance T I’ consists of the six kinds of traces:

1. The empty trace consisting of the initial execution state ¢ (case (a) of Fff, );

2. Traces obtained by extending existing traces in 7'/ with intraprocedural tran-
Mintra

sitions - —=% - (case (b) of F¥, );
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3. Traces obtained by extending existing traces in 7'/ with interprocedural tran-

el Minter i . . . X .

sitions - ﬂ - corresponding to certain exit trace tr in T'I (case (c) of
R .

}:;rog)7

pack

M
4. Traces obtained by extending existing traces in 7'/ with transitions - —— -

corresponding to pack statements (case (d) of FJf, );

Mun a.C. H
5. Traces obtained by extending existing traces in T'I with transitions - Munpack(H),

. unpacking certain packed heap H in HI (case (e) of FE );

prog

6. The empty trace consisting of the callee entry state (I¢, Trang, Geng) | with
respect to the caller state (I¢, Trang, Geng) at IS: x=p(yo, - . . , y) reachable via

certain trace in T'T (case (f) of Ff, ).

The new packed heap invariance HI' is obtained by extracting packed heap from
all states (I, Tran,Gen) at “l: pack(x)” reachable via certain trace in T'1.

The least fixed point of FZ, is denoted by 1fp(Ff )= (TI% ~HIE ).

prog prog prog’ prog

8.2 Asynchronous Control Flow Analysis

In asynchronous messaging, handling certain messages could cause more messages
being handled. For example, Fig. 8.16 shows execution traces of the program in Fig.
8.1. In these traces, the handling of message {target = Bar,what = 1} leads to the
enqueuing of message {target = Foo,what = 2}, causing the latter to be handled
asynchronously. Such causal relation between the handling of different messages can
be modeled as a directed graph called asynchronous control flow graph (ACFG).
The nodes within an ACF'G corresponds to packed heaps encoding messages and the
edges between nodes denote that the handling of the source message enqueues (and
thus causes the handling of) the target message, as shown in the example ACFG in

Fig. 8.2.
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Statement Store-Based Heap Storeless Heap
Message farget, Bar this | Message = {m}
o4 | 43: w = m.what - S Bar = {m.target,this}
1 = {m.what}
Message et gar « M | Message = {m}
o5 | 44: switch(w) what o Bar = {m.target, this}
1 = {m.what, w}
Message @reet gar « M | Message = {m}
o6 | 45: handleBarl() LW Bar = {m.target, this}
1 = {m.what, w}
o7 | 51: h = Foo.INSTANCE
Foo h
os | 52: h.send(2) Foo ={h}
= this
A " 0 S Foo = {this}
o9 : m = new Message
’ 2<% | 2={w)
Message Foo this Message = {m}
010 | 5: m.target = this w Foo = {this}
- 2= {w}
Message tareet Foo this Message = {m}
o011 | 6: m.what = w w Foo = {m.target,this}
2
2 = {w}
Message target Foo this Message = {m}
o12 | 7: pack(m) what , W Foo = {m.target, this}
2 = {m.what,w}

Fig. 8.16.: Example illustrating asynchronous control flow analysis. The thick lines

separate different traces.
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An ACFG is encoded as a set of such edges between source/target messages, i.e.
ACFG € 2lfeor<Tican

Example 23 The asynchronous call graph of Fig. 8.2 generated by the program in
Fig. 8.1 is denoted by

{target = Foo,what = 1}, {target = Bar,what = 1}),

ACFG =
{target = Foo,what = 2}, {target = Bar,what = 2}

?

K )
({target = Bar,what = 1}, {target = Foo,what = 2}),
{ )
K )

3
Vs

{target = Bar,what = 2}, {target = Foo, what = 1}

Given a program prog and shape rim R outlining the shape of the messages, an
ACFG can be extracted from the trace invariance computed by the MODSHAPE anal-
ysis. To achieve that, an intermediate result called enqueuing summary (the Eng

defined below) is computed first via the equation system in Fig. 8.17.

E?’Lq c 2{(l,Tran,Gen> | I: pack(z) V L x:p(yo,..,,yk)}xl%

An enqueuing summary is a set of (execution state, packed heap) pairs where a
pair of the form ({I, Tran, Gen), H) indicates that the statement stmt; extracts and
enqueues a message denoted by the packed heap H from the current execution state
(I, Tran,Gen). The statement stmt; could be a pack statement “I: pack(x)” that
extracts and enqueues the message directly (case (a) of GJ.,,) or a call statement
“l: v=p(yo,...,yr)” that extracts and enqueues the message indirectly via the pack
statements within the (transitively) invoked callees (case (b) of Gt ).

The least fixed point of Gt is denoted by 1fp(GF.,,) = Englt,,.

Example 24 In the execution traces of Fig. 8.16, the pack statement at line 7 directly

extracts and enqueues the message {target = Foo,what = 2} from current state oqs.



Given certain program prog and message shape rim R, let G

Eng =

U 9

((

\
)

R
prog

|0 Mo (I, Tran,Gen) € TLY,, A
((l, Tran,Gen), H) | I: pack(z) A
JAN
(o5, H) |
0;% %aéﬂ)ageTIﬁog/\

(ai,f]} € Eng A

/E<lp7Tranp; Genp> c O'Ie) ﬂ> ce

op Mo M (lg, Trang, Geng)
15 v=p(yo, - yk) A

or = (I¢, Trang, Geng) ||

M, o, : ly: © = unpack() A
eTIf, A

prog

Fig. 8.17.: Equation system of enqueuing summary.
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(Eng) = Eng’ where
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Hence (012, {target = Foo,what = 2}) € EngyL.,,. It follows that the method call (at
line 45) of current method indirectly extracts and enqueues the same message from the
state og. Hence (06, {target = Foo,what = 2}) € Eng}.,,. Transitively the method
call (at line 17 of Fig. 8.3) also indirectly extracts and enqueues the same message

from the state o3 of Fig. 8.10. Hence (o3, {target = Foo,what = 2}) € Eng]},,,.

Given certain program prog and message shape rim R, the asynchronous control

flow graph ACF Gf;og can be extracted from the trace invariance 7T'1 fo,gg and enqueuing

summary Engt, . i.e. an asynchronous control flow edge (H,H') € ACF G, if there

is a trace tr € T I]ﬁog along which an unpack statement dequeuing and unpacking a

packed message heap H leads to a pack statement extracting and enqueuing a packed

message heap f[’, as specified in Fig. 8.18.

Given certain program prog and message shape rim R, let

ACFGL,, =
oo M (I, Tran,Gen) Mo M Mgy e TIE,, N
(1, 0y | (o2 H') € Endprg, A
A(ls, Trans, Gens) € oy M Myl = unpack() A

A

Fig. 8.18.: Asynchronous control flow analysis.

Example 25 In the execution trace of Fig. 8.10, the unpack statement at line 15
dequeues and unpacks the message {target = Bar,what = 1} and the following
call statement at line 17 indirectly extracts and enqueues the message {target =
Foo,what = 2}, as illustrated in Example 24. Hence the asynchronous control flow
edge ({target = Bar,what = 1}, {target = Foo,what = 2}) € ACFGE

srogs 48 shown
mn Fig. 8.2.

An evaluation of MODSHAPE for asynchronous control flow analysis is able to
build an asynchronous control flow graph consisting of 52 nodes (message types)

within two minutes from the Android framework of version 2.3.7_rl.
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9. RELATED WORK

Sridharan et al. [5] also proposed a demand-driven approach to points-to analysis. Dif-
ferent from DYNASENS where CLIPPER is used as a slicing analysis to refine context-
sensitivity of the points-to analysis, in their approach context and heap are both mod-
eled with context-free languages (CFL) and thus resorts to over-approximation when
handling recursive method invocations. As explained in Section 3.0.2, this approach
suffers from precision loss.

Rountev et al. [41] addressed the scalability challenge for interprocedural distribu-
tive environment (/DFE) dataflow problems on large libraries with pre-computed li-
brary summary information. Although the authors claim that the proposed approach
reduces significantly the cost of whole-program IDE analyses, their approach is essen-
tially based on a context-insensitive heap model where objects are approximatelyax
modeled with their types - leading to precision loss when tracking data flows through
the heap. The demand-driven approach implemented with CLIPPER is based on a
storeless heap model where objects are precisely modeled with alias classes of access
paths capable of tracking data flows through the heap without loss of precision.

Cunningham et al. [11] proposed the Explicit Event Library called libeel which
provides a unified interface for registering, canceling, and dispatching callbacks. This
design simplified the task of implicit control flow analysis because callback registra-
tions can only be carried out by invoking this interface where the registered callback
methods are explicitly specified. In most real-world programs, callback registrations
can be carried out by many different customized interfaces or as side effects of any
interfaces provided by the framework. The implicit control flow analysis implemented

with CLIPPER is more generally applicable to almost all existing frameworks.
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10. SUMMARY

The traditional model of homogeneous whole-program analysis has several limita-
tions that make it unsuitable for real-world programs built on large scale frameworks.
Particularly, the imprecision in resolving heap-carried dependency hindered the ap-
plication of precise but expensive analyses to these programs. The research impact of
such analyses can be broadened significantly if this limitation is resolved. As a step
towards achieving this goal, in this thesis we proposed a slicing method for resolving
heap-carried dependency and three client analyses demonstrating how to employ such
dependence information to build precise and scalable client analyses.

Our slicing method (Chapter 4) is access path and tabulation based. Access path
based heap abstraction strikes a balance between scalability and precision, both are
necessary to extract useful information from large scale programs to bootstrap expen-
sive client analyses. Tabulation based approach is necessary to handle interprocedural
data flow without precision loss, especially in the presence of recursive invocations.

One application of our slicing method, the demand-driven refinement of points-to
analysis (Chapter 6), provides a long due solution to the dilemma of trade-off be-
tween precision and scalability in context-sensitive points-to analysis. By identifying
a subset of the program elements relevant to the flow of interest, our slicing analysis
can automatically improve the precision of the points-to analysis by keeping more
context information on these elements, as well as the scalability of it by keeping less
context information on others.

Another application of the slicing method to identify the callback method (or
registration call site) with respect to certain registration call site (or callback method),
presented in Chapter 5, provides a tool to help programmer understand the interaction

between the framework and application plug-ins and to extract a concise but precise
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model of the framework to improve the scalability when analyzing the application
plug-ins and the extracted framework model as a whole.

The third application of the slicing method enables certain flow sensitive shape
analysis on large scale program frameworks to resolve causal relations among messages
introduced by asynchronous message passing (Chapter 8). These causal relations
capture control flows implicitly, which are necessary for works on data race detection,

type-state verification, etc.
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