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ABSTRACT

Maity, Shovan PhD student, Purdue University, August 2019. Electro-Quasistatic
Human Body Communication: from Bio-physical modeling to Broadband Circuits
and HCI Applications . Major Professor: Shreyas Sen.

Decades of scaling in semiconductor technology has resulted in a drastic reduc-
tion in the cost and size of unit computing. This has enabled computing capabilities
in small form factor wearable and implantable devices. These devices communicate
with each other to form a network around the body, commonly known as the Wireless
Body Area Network (WBAN). Radio wave transmission over air is the commonly used
method of communication among these devices. However, the human body can be
used as the communication medium by utilizing its electrical conductivity property.
This has given rise to Human Body Communication (HBC), which provides higher
energy efficiency and enhanced security compared to over the air radio wave communi-
cation enabling applications like remote health monitoring, secure authentication. In
this thesis we characterize the human body channel characteristics at low frequencies,
utilize the insight obtained from the channel characterization to build high energy-
efficiency, interference-robust circuits and demonstrate the security and selectivity
aspect of HBC through a Common Off the Shelf (COTS) component-based system.
First, we characterize the response of the human body channel in the 10KHz1MHz
frequency range with wearable transmitter/ receiver to study the feasibility of using it
as a broadband communication channel. Voltage mode measurements with capacitive
termination show almost flat-band response in this frequency range, establishing the
body as a broadband channel. The body channel response is also measured across
different interaction scenario between two wearable devices and a wearable and a

computer. A bio- physical model of the HBC channel is developed to explain the
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measurement results and the wide discrepancies found in previous studies.We ana-
lyze the safety aspect of different type of HBC by carrying out theoretical circuit and
FEM based simulations. A study is carried out among multiple subjects to assess the
effect of HBC on the vital parameters of a subject. A statistical analysis of the results
shows no significant change in the vital parameters before and during HBC transmis-
sion, validating the theoretical simulations showing ;1000x safety margin compared
to the established ICNIRP guidelines. Next, an HBC transceiver is built utilizing
the wire-like, broadband human body channel to enable high energy efficiency. The
transceiver also provides robustness to ambient interference picked up by the human
body through integration followed by periodic sampling. The transceiver achieves
6.3pJ /bit energy efficiency while operating at a maximum data rate of 30 Mbps,
while providing -30dB interference tolerant operation. Finally, a COTS based HBC
prototype is developed, which utilizes low frequency operation to enable selective and
physically secure communication strictly during touch for Human Computer Inter-
action (HCI) between two wearable devices for the first time. A thorough study of
the effect of different parameters such as environment, posture, subject variation, on
the channel loss has also been characterized to build a robust HBC system working
across different use cases. Applications such as secure authentication (e.g. opening a
door, pairing a smart device) and information exchange (e.g. payment, image, medi-
cal data, personal profile transfer) through touch is demonstrated to show the impact

of HBC in enabling new human-machine interaction modalities.



1. INTRODUCTION

Decades of scaling following Moore's law has led to the exponential decrease in the
cost and size of unit computing. This has enabled the development of small form
factor wearable, implantable devices which reside on and around the body. These
devices communicate among each other to form a network of devices around the body
commonly referred to as the Wireless Body Area Network (WBAN). Wireless radio
frequency electromagnetic waves are the communication method of choice for these
devices to communicate among themselves. However, the proximity of these devices
to the human body along with the body's electrical conductivity properties can be
utilized to use the human body as the electrical communication medium between these
devices. This has led to the development of Human Body Communication (HBC),
also commonly referred to as Body Coupled Communication (BCC) or Intra-Body

Communication (IBC).

1.1 Key Advantages

HBC provides potential advantage compared to wireless radio wave communica-
tion in terms of energy-efficiency and security as shown in 1.1. The energy-efficiency
aspect is enabled due to the low-loss, broadband nature of the human body channel.
Radio wave communication suffers high loss around the body due to absorption and
multi-path reflection effects. Hence, the transmission loss during HBC is lower com-
pared to radio waves during transmission around close proximity of the human body.
This results in higher received signals and hence less stringent sensitivity requirement
on the receiver. A higher sensitivity receiver requires higher power for its operation,
which reduces the battery life of small form factor wearable devices. Also, for radio

wave transmission the operating frequency is limited by the size of the antenna, which
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Fig. 1.1. Application of HBC and comparison with WBAN

is limited by the size of the device. Small devices are restricted to have small an-
tennas, which makes the operating frequency higher. A high operating frequency in
turn requires higher power for operation. In HBC operation, no antenna is required
for signal transmission, as the signal is coupled to the body. Hence, the operating
frequency of HBC is not limited by any physical parameter. Hence, systems utilizing
HBC can operate at lower frequencies which make them power efficient compared to
wireless systems using radio waves, subsequently increasing the lifetime of the devices
and systems.

The physical security aspect of HBC comes from the fact that the signal transmis-
sion is contained primarily within or in close proximity to the human body. Hence,
an attacker cannot snoop any ongoing HBC transmission without either touching or
coming really close to the person. In radio wave transmission, this is not possible,
as the signal is radiated from the transmitter into the air medium and any malicious
attacker who is within the range of the transmission can pick up the transmitted
signals. The human body as a communication medium can potentially provide this
additional physical layer security which is not present in radio wave communication.

There are a few key challenges involved in designing a HBC based WBAN system.
The human body acts as an antenna in a wide frequency range. As a result, any

interference present in the environment in this frequency range gets picked up by the



human body. This interferes with any data communication going on within the body

creating a bottleneck for HBC.

1.2 Different Types of HBC

Human Body Communication (HBC) was first proposed by Zimmerman [1] as a
method of communication for devices in Personal Area Networks. Here a battery
operated transmitter is used to couple a modulated picoamp displacement current
into the human body and transmit it through to the receiver. This kind of HBC
technique is termed as Capacitive HBC, since the closed loop circuit in this scenario
is formed by a capacitive return path through coupling between the transmitter,
receiver ground planes and the surrounding environment. However this results in
the signal getting attenuated at the receiver end. Wegmueller et al. [2] proposed
Galvanic HBC, where the transmitted signal is applied to the human body between
two electrodes connected to the body and picked up at the receiver end through
two similar electrodes. However, it has been established that, in Galvanic HBC the
signal gets attenuated more for longer distance communication within the body (left
arm to right arm / arm to torso). Recently there has been studies about Magnetic
Human Body Communication [3], where magnetic fields are used to communicate
between devices on the body. However, this requires bulky coils at the transmitter
and receiver end to pick up the magnetic field. Hence, the receiver and transmitter
device sizes become big and are not suitable for the design of a wearable form factor
device. Hence for our demonstration we have used Capacitive HBC as the type of

HBC transmission.

1.3 HBC applications

The enhanced energy-efficiency and security property of HBC can be utilized in
the following applications 1.2:
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Fig. 1.2. Applications of Human Body Communication (HBC). Dy-
namic HBC a) Social Networking: Facebook/LinkedIn request ex-
changed through the human body between smartwatches, during
Handshaking in a Meeting/Party b) Secure Authentication: Secure
wearable keys on smartwatch or other wearable devices could be used
in addition to fingerprint for additional layer of security using the
human body to communicate it during touch based authentication c)
Static HBC allows ultra-low power body area network (BAN) due to
low loss, broadband HBC channel. HBC also implements secure BAN
as, unlike WBAN signals, the HBC signals cannot be snooped on by
a wireless attacker

e Social Networking: With almost everyone having a social and professional dig-
ital presence like Facebook or LinkedIn, HBC can be used to exchange social
networking requests through smart watches when concerned people shake hands

in a gathering.

e Medical Monitoring: HBC can be used to aggregate and monitor the vital signs
of a patient like pulse rate, blood sugar, blood pressure, ECG etc. from wear-
able/implantable sensors and administer appropriate dosage of drugs depending

upon the captured signatures through remote health monitoring.



o Authentication: Apart from the usual authentication of fingerprint or retinal
detection, HBC can add an additional layer of unique identification if the user

wears a unique key that can be verified when the user touches the sensor.

e Information Transfer: Data can be transferred by HBC between Personal De-
vice Assistants (PDA) if users wear a memory device and touch sensors on the
PDAs. A user can download the map of a journey to a smartwatch by just

touching a PC with fingers.

In this thesis, we characterize the human body channel in the low frequency range
to potentially use it as a broadband channel through Electro-quasistatic Human Body
Communication. We show that the body can indeed be used as a broadband chan-
nel through proper channel engineering. Using the insights built through channel
measurements, we design an interference robust receiver IC, which mitigates the in-
terference problem due to the human body antenna effect. We also demonstrate
secure , selective HBC for applications such as secure authentication, information
transfer through COTS component based HBC devices.

Chapter 2 provides a bio-physical model of electro-quasistatic HBC, validated
through measurement results and explains most of the discrepancies found in previous
literature. We also discuss about the key techniques required to achieve broadband
channel characteristics. The channel loss across different interaction scenarios be-
tween devices through HBC has also been explored to illustrate the different channel
conditions that can be encountered during HBC.

Chapter 3 discusses the problem of interference in HBC due to the human body
antenna effect and provides the theory of an integrating receiver to achieve interference
robust broadband HBC.

Chapter 4 describes the detailed design of a Integrating Dual Data Rate receiver
based on the theory developed in Chapter 3. The performance of the receiver, fab-
ricated in TSMC 65nm technology, is measured in the presence of different type of

interferences.



Chapter 5 provides the details of a COTS implementation of electro-quasistatic
HBC for Human Computer Interaction (HCI). Three different applications are demon-
strated utilizing the selectivity and security property shown by electro-quasistatic
HBC.

Chapter 6 demonstrates secure communication between two devices using Electro-
quasistatic Human Body Communication. The effect of posture, environment, inter-
person variation on the channel response and the signal leakage out of the body is
analyzed to design a prototype demonstrating communication between two wearable
devices.

Chapter 7 provides a circuit and FEM simulation based analysis of the safety
aspect of HBC by comparing the current, field intensity levels compared to the es-
tablished safety standards from IEEE, NIOSH and ICNIRP. Chapter 8 provides con-
clusion, highlighting the key results obtained.



2. BIOPHYSICAL MODELING, CHARACTERIZATION
AND OPTIMIZATION OF ELECTRO-QUASISTATIC
HUMAN BODY COMMUNICATION

Most of the materials in this chapter have been extracted verbatim from the papers:

1. S. Maity, M. He, M. Nath, D. Das, B. Chatterjee, and S. Sen, BioPhysical
Modeling, Characterization and Optimization of Electro-Quasistatic Human Body
Communication in IEEE Transactions on Biomedical Engineering

2. S. Maity, K. Mojabe, and S. Sen, Characterization of Human Body Forward
Path Loss and Variability Effects in Voltage-Mode HBC, IEEE Microwave and Wire-
less Components Letters, vol. 28, no. 3, pp. 266268, Mar. 2018.

Proper understanding of the human body channel characteristics is necessary in
designing efficient HBC transceivers. Previous studies [4-19], which characterizes
the body channel has shown wide variation in the measured channel characteristics
as shown in fig. 2.1 . This can be attributed to two primary reasons: 1) insuffi-
cient ground isolation between the transmitter and the receiver, resulting in lower
measured loss; 2) low impedance termination at the receiver end, resulting in higher
loss at low frequencies. The devices communicating through HBC have small ground
planes and is isolated from each other. So, in case of measurement devices with large
ground planes, insufficient ground isolation between transmitter and receiver results
in optimistic estimation of the channel loss. Similarly, source resistance at the trans-
mitter end and termination impedance at the receiver end are key factors affecting
the channel loss characteristics. This chapter builds a lumped bio-physical capacitive
HBC circuit model, which explains the experimental human body channel loss for
frequencies up to 1IMHz. The signal wavelength at these frequencies (>300 m) are
orders of magnitude bigger than the human body size (2 m) and the communica-

tion happens in the electro-quasistatic regime. The optimum signaling modality for
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Fig. 2.1. Channel Measurement plots from previous studies, show-
ing wide variance in measured characteristics. Some of the measure-
ments are carried out with transmitter and receiver having insufficient
ground isolation. Some other studies achieve isolation through baluns
but use Vector Network Analyzer/ Spectrum Analyzer for measure-
ment, which has a low impedance termination, resulting in higher low
frequency loss and hence a high pass response.

voltage mode human body communication is also discussed with simulation/ experi-
mental analysis done to understand the effect of each of those factors on the overall
channel characteristics and explain some of the discrepancies seen in previous channel

measurement studies. Following are the key contributions of this chapter:

e Developed a lumped bio-physical HBC circuit model, for the electro quasi-static
regime of operation, which explains the experimental channel loss characteris-

tics up to 1IMHz frequency for different excitation and termination. This also



provides a unifying explanation to some of the measurement results shown in

earlier studies.

e Developed a miniaturized wearable prototype, which uses time domain sam-
pling, for voltage mode channel measurements to replicate the scenario of an

actual wearable to wearable communication.

e Measured the human body channel loss at low frequencies (10KHz1MHz) to
characterize it as a broadband communication channel, supporting data rates

up to 1 Mbps.

e Analyzed the effect of termination impedance (low vs high impedance, capaci-
tive vs resistive) and source impedance (low vs high impedance) on the overall
channel characteristic and provide recommendations for optimum HBC signal-

ing.

2.1 Previous Channel Measurement Studies

Several studies [4,6-12] have been carried out to characterize the Capacitive HBC
channel loss. However, these studies show a wide variance in the measured channel
response. This shows a strong sensitivity of the results on the measurement setup.
In this section we discuss about the experimental setup and measurement results of
some of those studies.

Cho et al. [4] reported the human body characteristic in the 100KHz-100MHz
range to be that of a band-pass filter with loss as high as 90dB at 100KHz. The pass
band frequency is greater than 10MHz and the loss at the pass band varies between
35dB to 60dB depending on transmitter, receiver distance and also on the size of
the ground electrodes. A battery powered signal generator with a programmable
frequency synthesizer is used to transmit signal into the body. A grounded oscilloscope

or spectrum analyzer is connected to the receiver electrode to measure the received
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signal. So in this case the transmitter and receiver are electrically isolated but the
receiver has a strong ground connection.

Lucev et al. [6] uses a network analyzer as both the transmitter and receiver. But
the internal ground of the network analyzer acts as a common ground in this scenario.
To circumvent this common ground issue, the authors introduce baluns at both the
receiver and transmitter end to electrically isolate the two grounds. The channel
characteristic without the baluns show a flat band response in the frequency range of
100KHz-100MHz, with a loss of around 20dB. Whereas introducing the baluns show
a bandpass characteristic with loss of 80dB around 100KHz and the minimum loss
of 20dB around 35MHz. The loss varies depending on the distance between the
transmitter and receiver.

Bae et al. [7] also characterize the human body channel in the 100KHz-100MHz
range with a battery operated transmitter and an oscilloscope isolated through a
balun to observe the signals. The authors report a bandpass characteristic with
a peak frequency of 40-60MHz, which varies depending on the distance between
the transmitter and receiver electrodes. The channel loss at a particular frequency
is also dependent on the distance between the transmitter and receiver, but shows
significantly higher variation than those reported in [6].

Hwang et al. [8] uses a battery powered transmitter and an oscilloscope as receiver,
synchronized through an optical cable. A differential probe is used at the receiver end
to isolate the receiver ground from the oscilloscope ground. Measurement results show
that the human body channel shows a flat band response in the 10-100MHz frequency
range, with loss of 75dB. Measurements with oscilloscope ground directly connected
to the receiver ground show a 6dB change on average loss compared to the non-ground
sharing case, but retaining the flat band response. This is contrary to [6], where the
introduction of a balun to isolate the receiver ground changed the response from flat
band to band pass. Ruiz et al. [9] carry out experiments in the 100MHz-1.5GHz
frequency range with a network analyzer to provide and receive signals for different

electrode configuration and sizes. The measured channel characteristics show quite
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a lot of variation depending on the electrode configuration. But all of them show a
low pass response with a minimum loss of around 20dB at lower frequencies for one
particular configuration.

Callejon et al. [10] carry out experiments for both galvanic and capacitive HBC
and study the effects of channel length, electrode type, different human subjects and
different parts of the body, posture of the subject on the channel characteristics. The
capacitive coupling measurements are done at 1-100MHz, with input and output both
provided by spectrum analyzer and isolated by baluns at both sides. The channel
response is bandpass, with peak between 60-70MHz. The channel loss has weak
dependence on channel length, with a difference of around 10dB for channel lengths
of 15cm and 125cm. Configurations with large ground electrode sizes also showed
lesser loss.

Callejon et al. [11] carry out experiments with different kind of transmitter and
receiver ground connections in 10KHz-1MHz frequency range to study the effect of ex-
perimental setup on measured characteristics of the human body channel. They carry
out experiments in 5 different setups: receiver, transmitter ground connected; trans-
mitter ground isolated through a balun keeping the receiver connected to ground;
transmitter connected to ground keeping receiver isolated through balun; both re-
ceiver and transmitter isolated through balun; battery operated receiver and trans-
mitter with no connection to earth ground. The experimental results show that the
results from the battery operated scenario matches closely with the case where only
the transmitter is isolated through a balun and the loss characteristic is almost flat
over the frequency range with loss of 20dB. This matches closely with the simulation
model that has been built in the chapter. Whereas their experiments showed a band
pass response, while introducing a balun in the receiver side irrespective of the trans-
mitter being connected to ground or not and this deviates from the simulation results
of the model they have developed. From their experiments the authors conclude to
discard any measurement setup that introduces baluns at the receiver side. But this

kind of setup has been used in [6,7].
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Park et al. [12] characterize the human body channel through a setup contain-
ing miniaturized wearable devices. The channel is characterized in the 20-150MHz
frequency range. The response shows a peak around 70 MHz with a loss of around -
35dB. The overall channel response in this range is almost flat with loss ranging from
-42dB to -32dB. The authors provide suggestion of using a miniaturized wearable
setup for measuring channel characteristics and show that measurement setup using
Vector Network Analyzer (VNA) or Spectrum Analyzer provide optimistic channel
loss measurements even with baluns used for isolation. The studies conducted so far
either characterize the human body as a bandpass or a lowpass channel with signifi-
cant variation in the loss magnitude. The goal of this chapter is to explain the sources
of discrepancy/ variation in the measurements in literature and provide a unifying
explanation and repeatable channel models. We carry out measurements up to the
frequency range of 10KHz-1MHz with voltage mode signaling, which will enable char-
acterizing the human body as a channel for broadband communication, supporting

data rates up to 1Mbps.

2.2 Bio-Physical HBC Circuit Model
2.2.1 Electro-quasistatic Transport

The primary focus of this work is on measuring the HBC channel characteristics for
the frequency range of up to 1IMHz. The propagation wavelength at this frequency
range is >300m, which is orders of magnitude longer than possible HBC channel
length (a few meters maximum). Also at this frequency range, magnetic fields do not
contribute in conduction through the human body allowing electro-quasistatic trans-
port. In case of electro-quasistatic transport the ratio between the approximation

error (Feqor) and the developed electric field (E) is provided as:

E@TT‘OT‘

B = 471-2f2,utissue€tissuer27 E = EEQT + Ee'r'ror (21)
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Fig. 2.2. a) Diagram explaining the origin of different resistances
and capacitances of the electro-quasistatic HBC model. The para-
sitic capacitances are formed by coupling between the body, transmit-
ter /receiver ground plane and the earth ground. The internal body
resistance and capacitances are shown in the tissue model. b) The
HBC circuit model considering all the components as shown in part
a.

where €550 1S the permittivity and puyissue 1S the permeability of subcutaneous
tissue, r is the distance of human body communication and is < 2 meters, f is the
frequency of operation (< 1MHz). Now using €ssue = S€air [20],fhtissue = Hair, T = 2M
and f = 1MHz, the approximation error

EG’I"T’OT‘

=0.014 2.2
B 22)

Hence in this frequency range of operation the approximation error is small and
it is reasonable to assume quasi-static electric field as the dominant mode of signal
propagation through the human body. Assuming up to 5% approximation error is al-
lowable then the electro-quasistatic approximation is valid up to 1.89 MHz frequency.
So in this frequency range, the signal is primarily contained within the human body.
Since skin has higher impedance compared to the underlying low impedance layers

such as the dermis, connective tissue,
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Component Value Comments
Source Resistance
() 5012 Source impedance of the signal generator
The transmitter /receiver electrode is in di-
rect contact with the skin for our experi-
ments, hence the air gap (d) between them is
Band to Skin Ca-
200 pF very small (<0.1mm). With an electrode size
pacitance (Chpana)
of 4cm? and d = 0.01mm, C = 354pF. This
capacitance will become prominent when the
electrode skin contact is loose.
Tight contact between skin and electrode will
Band to Skin Resis-
10082 create a resistive path between them with low
tance (Chpana)
resistance.
The skin impedance varies in the range of
Skin Layer Resis-
10KS2 1K-100K depending on skin moisture and
tance (Chana)
other factors [14-16]
Typical skin layer thickness is 0.2-4mm,
hence taking a maximum thickness (d) of
Skin Layer Capaci- 4mm, dielectric constant of 100 [20], skin
90pF
tance (Chana) area (A) of 4 cm2 near the transmitter or
receiver, the calculated capacitance is 90pF
(C' =100 ¢, x A/d)
Tissue Resistance Q Subcutaneous tissue resistance is 100€2-40052
200
(Rboay) [14,17]
Assuming a feet area of 100 cm2 and feet
Feet to ground ca-
9pF to ground distance of 1cm, calculated capac-
pacitance (Chogy)
itance is around 9pF
Body to ground ca- Half of the capacitance value determined
pacitance at Trans- | 75pF from the experiment described in Section

mitter (Cry—gna)

II1.C
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Component Value Comments
Body to ground ca- Half of the capacitance value determined
pacitance at Re- | 75pF from the experiment described in Section
ceiver (Cry—gna) I11.C

Depends on the ground plane size and sep-
Transmitter

aration of ground plane from body. Ground
ground to body | 300fF

plane size of 4 cm2 and separation of lem
capacitance (Cry)

body results in a cap of 354fF

Calculated in the same way as transmitter
Receiver ground to

to ground capacitance, added as part of load
body capacitance | 300fF
(Cr) capacitance as value is small compared to the

Rx

load capacitance
Transmitter
Ground to earth Experimentally determined by experiment in

1.5pF

Capacitance Section II1.D
(Cret,Tx)
Receiver Ground to

Experimentally determined by experiment in
earth Capacitance | 1.5pF

Section III.D
(Oret,Rac>

13pF  for 10x | The load capacitance for the probes are taken

Load Capacitance

(Cr)

probe 79pF for
1x probe 1pF for

from the data sheet. The input capacitance

of the wearable device will be lower due to

Load
(Re)

Resistance

wearable its smaller size.
Load resistance values for the probes are
10MSQ2 for 10x | taken from the data sheet. Since the wear-

probe 1MQ for
1x probe 10M¢2

for wearable

able IC is made in CMOS technology, its in-
put impedance is primarily capacitive and
hence the input resistance is taken as 10M

(high value).
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muscles, fat etc., the signal transmission primarily occurs through those conduc-
tive layers. Hence the signal transmission happens through electro quasi-static trans-
port at the frequency range of interest in our measurements. We develop a lumped
bio-physical model of electro quasi-static human body communication (EQS-HBC)

at this frequency range.

2.2.2 Human Body Forward Path Components

In HBC the transmitter couples the signal through a metal electrode onto the
skin. The outer most layer of the skin has higher impedance compared to the inner
layer of fat, tissue and conductive fluids [11]. So, the signal transmission is primarily
through the internal layers of the body. At the receiver end similar electrodes are
used to receive the signal. As shown in fig. 2.2 (a), the electrode to skin contact
can be modeled with a capacitance (Cpang). A tighter contact will result in higher
capacitance and hence lesser impedance. The capacitance value is dependent on the
separation and is in the order of 100s of pF if the electrode skin contact distance
<0.1lmm. The skin impedance is also shown to be in the order of K2 as found by
previous studies [2,21,22]. The internal fat and conductive tissue has impedance in the
order of 100s of ohms [21,23]. The source impedance of the transmitter is a few ohms.
The load impedance provided is determined by the receiver device. If an oscilloscope
is used for measurements, the impedance provided by the probe is a combination
of resistance (1M, 10M€Q) and capacitance (13pF, 79pF). These values are used to
construct the circuit model of HBC transmission as shown in fig. 2.2 (b). The circuit
model is also dependent on the termination and excitation modalities. For example, a
single ended excitation model will have one electrode and skin impedance connected
to the source, whereas a differential excitation will have two electrode impedances and
two skin impedances connected to the source. The values of each of the resistance
and capacitances used in the HBC bio-physical model and the parameters considered

to get those values are discussed in Table I.
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Fig. 2.3. a) Measurement setup used to estimate the return path
capacitance between a wearable transmitter and receiver. b) Cir-
cuit model of the measurement. The equivalent return cap is C, =

Cezpt + Lrerre*Crerre ). Loss measurements with multiple known value
Cret,Tx‘i’Cret,R

capacitances (C’emp:) enable us to find the unknown return path ca-
pacitances (Cret 1z, Cret_Rz)-

2.2.3 Return Path Capacitance Estimation experiment

The overall channel loss is strongly dependent on the return path capacitance
between the transmitter and the receiver. To estimate the return path capacitance,
several known value capacitances (Ceyy) are connected between the transmitter and
receiver ground and the loss value measured. The experimental setup and the equiv-

alent circuit model is shown in fig. 2.3. From the circuit model in fig. 2.3 (b),

Cy

Goic which is the capacitive division ra-
g

the channel loss can be estimated as
tio of the equivalent return path capacitance (C,) and the load capacitance (Cp).

Now the return path capacitance in presence of the extra experimental capacitance

is Oy = Cegpt + C;“ , assuming Chet 7o = Chret_re = Crer. From the loss measurements

with different C.,,;, we can now estimate the return path capacitance (Ci;). The

estimated return path capacitance from this experiment is around 1.5pF. We use this
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Fig. 2.4. a) Measurement setup used to estimate the capacitance be-
tween the body surface and ground. The input signal is applied to the
body through a series resistance and observed through a oscilloscope.
b) The equivalent circuit diagram of this experiment. The body to
ground capacitance will act as an extra parallel capacitance to the
oscilloscope load capacitance and hence affect the time constant of
the received signal.

as the value of return path capacitance for the simulations of the HBC circuit model

as shown in Table 1.

2.2.4 Skin to Ground capacitance estimation experiment

One of the key components of the proposed HBC circuit model is the capacitance
between the human body and the earth ground. The experimental setup shown in fig.
2.4 (a) is used for this measurement purpose. A signal generator is used to provide
square wave input and is applied to the body through a series resistance. The series
resistance is used to increase the time constant of the received signal at the receiver
end. First the time constant of the signal is measured by directly applying it to the
oscilloscope. The time constant in this scenario (7,s.) will be dependent on the series
resistance and oscilloscope load capacitance, T,sc = ReptCr. Now, to measure the

effect of capacitance between the body and external ground, the signal is applied to
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Fig. 2.5. a) PSD of a narrowband signal occupying only a small
bandwidth around the carrier frequency, requiring the channel to be
characterized around the carrier frequency and not until low frequen-
cies. b) Power Spectral Density (PSD) of a broadband transmitted
signal occupying the complete bandwidth from DC up to data rate,
motivating the characterization of the human body channel up to low
frequencies.

the body and the time constant measurement repeated. The time constant in this
scenario (T,se—pody) 18 dependent on both the oscilloscope load capacitance as well
as the body to ground capacitance, T,sc—pody = Reat(Crody—gna + Cr) (fig. 2.4 (b)).
Measurement results with two different series resistance shows the body to ground
capacitance to be around 150pF. Since this consists of the total capacitance from the
body to ground, we model half of the capacitance at the transmitter end and the

other half at the receiver end.

2.3 Broadband HBC

In this chapter, the HBC channel characterization is carried out in the frequency
range of < IMHz. The goal is to analyze the feasibility of using the body as a wire-like
broadband communication channel. A broadband channel with 1MHz bandwidth can

enable transmission up to 1Mbps data rate, which is sufficient for most HBC appli-
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cations such as physiological health monitoring, remote authentication, exchange of
business card / social networking request [24-26]. During transmission, broadband
HBC does not require modulation and demodulation, which requires high power cir-
cuits. Also, broadband HBC utilizes the complete bandwidth of the body for data
transmission. Hence Broadband HBC promises to be more efficient than narrowband
HBC in terms of required energy per bit with achievable energy efficiency of up to
6.3pJ /bit [27]. In a narrowband scenario (fig. 2.5 (a)) power can also be transferred
for communication and hence the channel transfer characteristics can be determined
as the ratio of received and transmitted average power [12]. However, broadband
communication (fig. 2.5 (b)) requires the signal to be sent as a voltage corresponding
to a 1/0 bit. Hence to characterize the channel for possible usage in broadband HBC
we use voltage mode signaling, where voltage signal is applied as input. The received
signal is also in voltage domain and is detected through time domain sampling of
voltage signal. Due to the potential advantages of Broadband HBC, we characterize
the HBC channel until low frequencies (10s of KHz) and compare the results with the

simulation results from the developed bio- physical model in the following sections.

2.4 Common Ground Measurements: HBC Forward Path Characteriza-

tion

Recently there has been studies [28] on characterizing the human body forward
path channel loss. In this section we discuss about the forward path characterization
experiment and compare the measurement results with the results obtained from the
bio-physical model to validate the model. For all the measurement and simulation
results throughout this chapter, the path loss has been represented with negative

values.
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Forward Path Characterization with
Common Ground Measurement
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Fig. 2.6. Measurement setup for human body forward path character-
ization. A signal generator is used as a transmitter and an oscillscope
measures the received voltage. The transmitter and receiver grounds
are connected to remove the effect of return path capacitance on the
measurement and characterize only the forward path.

2.4.1 Motivation

The channel loss in HBC has two primary sources: 1) the transmission channel, 2)
the return path. To design better interface circuits with the human body channel by
minimizing total loss, it is necessary to characterize and decouple the major sources
of loss, e.g. if most of the loss is coming from the body or from the capacitive
return path. In this section we try to address this issue by doing common ground
measurements and hence removing the non-common ground effect. This will enable us
to characterize the human body channel forward path and also determine the values

of the different circuit elements used to characterize the human body.
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Fig. 2.7. Lumped Circuit Model of the human body for different trans-
mitter receiver electrode configuration for forward path characteriza-
tion with common ground between transmitter and receiver. Circuit
model with: a) Single Ended (SE) excitation and Single Ended (SE)
termination, b) Differential Ended (DE) excitation and Single Ended
(SE) termination, ¢) Differential Ended (DE) excitation and Differen-
tial Termination. These different excitation/termination modalities
help validate the developed circuit model and the component values.

2.4.2 Experiment Setup

A BK precision 4055 signal generator is used to provide a sine wave input at the
TX and the signal at the RX end is observed in a Tektronix DPO 7104 oscilloscope
(fig. 2.6). The oscilloscope and the signal generator grounds, are shorted to eliminate
any effect coming from the return path through the power supply. Copper electrodes
are used to couple the signal into the body. The frequency of the input sine wave is
changed and the attenuation at the receiver end is measured to find the human body
channel loss characteristics over different frequencies. Experiments are carried out
for both differential (DE) and single ended (SE) excitation at multiple frequencies to
find the forward path channel characteristics of the human body. The circuit model
for each of these scenarios is shown in fig. 2.7. Voltage mode signaling is used for the
experiments, which is provided by a low output impedance transmitter and a high

input impedance receiver.
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Fig. 2.8. Measurement results showing the characteristics of human
body forward path under different excitation, termination modalities.
The measured channel loss show close correspondence with the simu-
lated loss from the developed human body circuit model.

2.4.3 Measurement Results

Experimental results (fig. 2.8) show that single ended excitation and termination
shows minimum loss 0dB. Differential excitation with single ended termination, on
the other hand shows a loss of 6dB whereas differential excitation and termination
results in 10dB loss. This shows that the forward path channel loss not only depends
on the human body channel characteristics but also on the excitation termination
modalities. The measured loss characteristics match with the simulation model with

the values of circuit components as shown in Table I.
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a) Measurement Setup with wearable b) Measurement Setup with wearable
transmitter and oscilloscope receiver transmitter and wearable receiver

Wearable
Oscilloscope Receiver
C =
Strong .8
Ground Actual
Connection
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+ Scenario
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Transmitter

Fig. 2.9. a) Measurement setup using a wearable signal generator as
transmitter and oscilloscope as receiver. The oscilloscope is a ground
connected instrument and hence do not represent an actual scenario
for werable HBC measurement. b) Setup using a wearable transmitter
and wearable receiver, consisting of a bias circuit, ADC and bluetooth
module. This represents an actual wearable HBC scenario.

2.4.4 Conclusion: Channel Loss dominated by Return Path

From the experimental results, with common ground it is clear that forward path
channel loss of the human body is small and most of the loss in HBC is due to the non-
common ground return path capacitance. Also, excitation termination modality has
direct effect on the forward path loss, hence the receiver and transmitter configuration

and impedance values have to be chosen properly to minimize the channel loss.

2.5 Non Common Ground : Measurement Setup With Capacitive Return

Path

This section discusses the measurement set up used for measuring the human
body channel loss in a non-common ground scenario and experimentally validate the
different component values of the human body model. We use two different type of
measurement setup for the channel measurements: (1) An oscilloscope based mea-

surement to provide high impedance capacitive termination for voltage mode channel



25

measurements, (2) a miniaturized wearable receiver to replicate an actual HBC sce-
nario without any measuring instruments with large ground. Recently [12] has shown
a wearable measurement setup for power loss measurement. Here we carry out wear-
able measurements to 1) perform voltage loss measurements in the low frequency
range to characterize the body for time domain broadband communication , 2) val-
idate the developed bio-physical model for wearable scenarios. A battery operated
signal generator is used to provide voltage signal as stimulus. The signal is coupled to
the body through copper electrodes connected to a band. The measurement setup and
the circuit model of the system with oscilloscope and wearable receiver is discussed

in the next subsections.

2.5.1 Oscilloscope based Setup: Large Ground

To achieve high impedance termination for voltage measurements an oscilloscope
is used as the receiver (fig. 2.9 (a)). The transmitter consists of a battery operated
miniaturized signal generator. The termination impedance provided by the oscillo-
scope is dependent on the probe used for measurement. In our experiments we use
two different probes to provide capacitive and resistive termination of different values.
This helps validating the developed bio-physical HBC circuit model parameters under
these scenarios. Since we want a high impedance termination at the receiver end an
oscilloscope is used for voltage measurement. fig. 2.10 (a) shows the circuit model
with a 10x probe with an equivalent resistance of 10M and capacitance of 13pF. The
1x probe provides an equivalent resistance of 1M and capacitance of 79pF as shown in
fig. 2.10 (b). Both the probes provide a high impedance capacitive termination at the
receiver end. However, since the oscilloscope is a wall power supply connected device
with a large ground plane, the return path capacitance between the transmitter and
the receiver will be larger than that of a wearable scenario and result in an optimistic
measure of the HBC channel loss. Hence it is required to build a miniaturized receiver

device, which will provide a more accurate estimation of the HBC channel loss.
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Fig. 2.10. Human body circuit model with an oscilloscope as a load
device at the receiver end. a) Oscilloscope with a 10x probe provides
an equivalent load of 10M resistance in parallel with a 13pF capac-
itance. b) A 1x probe at the oscilloscope provides a load with 1M
resistance in parallel with 79pF load. The electro-quasistatic HBC
model is used to provide loss estimates for both these load scenarios
and compared with the experimental measurements.

2.5.2 Miniaturized Wearable Prototype based Setup

The oscilloscope measurements discussed in the previous subsection do not emu-
late an actual wearable scenario due to the presence of a large ground at the receiver
end. We use a battery-operated device, which has a small ground plane, at the
receiver end to emulate a more realistic HBC scenario (fig. 2.9 (b)). Since our ex-
periments are carried out in voltage mode, the received signal is a voltage waveform
and needs to be sampled in time domain for measurement. Hence, we use an ADC
at the receiver end to sample, digitize the received waveform and recover the received
signal amplitude information. For the miniaturized receiver we use a STM32F103C8
microcontroller, which has 12 bit, 1 MSPS ADC modules. The sampled ADC data
is stored in the microcontroller at the receiver end and then transmitted through an
HC-06 Bluetooth module. The transmitted data is acquired through a similar HC-06
Bluetooth module connected to the PC and processed in MATLAB to extract the
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a) [Wearable Measurement: Receiver b) [wearable Measurement: Data Acquisition c) Actual Receiver Diagram
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Fig. 2.11. a) Block diagram of the receiver used for wearable mea-
surements. The received signal is amplified with a known gain am-
plifier and then digitized using an ADC, which sends the bits out
through Bluetooth after serializing them. b) Setup to acquire the
data sent from the receiver and do the loss measurements. The data
transmitted from the wearable receiver is processed in MATLAB af-
ter de-embedding the circuit characteristics and plotted to find the
channel characteristics with miniaturized wearable transmitter and
receiver. c¢) Actual diagram of the wearable receiver device showing
the different components.

received amplitude information. The conceptual block diagram of the receiver and
the data acquisition system is shown in fig. 2.9 (a) and fig. 2.9 (b) respectively. fig.
2.9 (c) shows the actual implementation of the miniaturized receiver device.

The maximum frequency signal which can be digitized to recover amplitude in-
formation through sampling is limited by the sampling rate of the ADC. With the
ADC sampling rate limited to 1MSPS, a 10x oversampling will limit the maximum
frequency of operation to 100 KHz. To characterize the channel up to 1MHz with a
1 MSPS ADC, a histogram based approach is used. In this approach, a square wave
is used as the input waveform. The signal is sampled randomly and the difference
between two consecutive samples is measured. The whole amplitude range is divided
into a few smaller bins and the histogram of the difference is computed. For an ideal
square wave input, the difference will either be zero or equal to the amplitude of
the signal. Hence, the histogram of the difference between two consecutive samples
will contain two sharp peaks around 0 and the amplitude of the signal as seen in

fig. 2.12. Hence by analyzing the histogram of the sampled signal it is possible to
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Fig. 2.12. a) Histogram plot of difference between consecutive samples
from a sub sampled ideal square wave. b) Actual measured histogram
plot for a 300mV received signal through HBC. The plot only shows
the peak corresponding to amplitude of the signal. Since the peak
shows a wide spread, the mid-point is taken as the amplitude.

estimate its amplitude. Since the sampled voltage can only be on either of the two
levels of the square wave, it is not required to reconstruct the signal accurately in
time domain to estimate its amplitude. Hence, this approach is not dependent on
the sampling rate and will provide accurate results even if the sampling rate is lower
than the frequency of the received signal. So even by subsampling the signal it is still
possible to find the amplitude information, enabling measurements up to 1IMHz with
a IMSPS ADC. In a real scenario, due to presence of noise, the received signal will
not be a perfect square wave and the histogram peaks will be spread out. So for our
experiments the histogram is taken multiple times and averaged to find the average
peak and subsequently the amplitude of the signal.

Since the wearable transmitter and receiver do not have a common ground refer-
ence, it is necessary to bias the signal at the receiver end before applying it to the
ADC. This requires a resistive bias circuit as shown in fig. 2.9 (a). Also we amplify
the biased signal through a known gain amplifier and apply it to the ADC. This only
amplifies the received signal but do not amplify the noise in the ADC, which enables
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Fig. 2.13. Circuit model for measurement setup with a wearable trans-
mitter and receiver. The load is a parallel combination of a resistance
and capacitance corresponding to the input impedance of the wearable
receiver.

detecting the received signal correctly. Hence for channel characterization we need to
de-embed the amplifier characteristics from the received signal. In this scenario we
have an amplifier of gain 12 over the measured frequency range, hence the received
signal amplitude is divided by 12 to find the channel loss. Also the bias circuit for
the amplifier creates a high pass response which needs to be de-embedded from the
measured response to get the actual channel response. Hence the final response is
obtained by de-embedding the amplifier and bias circuit response from the measured
channel characteristics. The measurement results from these two different experimen-
tal setup is discussed in the next section. The equivalent circuit diagram of this setup

is shown in fig. 2.13.

2.6 Measurements : Broadband Electro-Quasistatic HBC

This section discusses the measurement results through oscilloscope and wearable

receiver and compares them with the developed circuit model. The experiments were



30

Channel Characteristics Measurements with Oscilloscope

-25
A Capacitive HBC with oscilloscope, 10x probe: Experiment
.30 | ~H—Capacitive HBC with oscilloscope, 10x probe: Simulation
Capacitive HBC with oscilloscope, 1x probe: Experiment
.35 =0—Capacitive HBC with oscilloscope, 1x probe: Simulation
o 40} |
S 40
? B Rﬁ o—g E a2 ﬁﬂ AREA
@ 45 1
| o—0—00—-0—0-0-0—-00——000-0
Q .50 - 1
s
S 55T Higher Loss with 1x probe due ]
60 to higher load capacitance
-65 - b
_70 1 1 1 1

50 100 300 500 1000
Frequency (KHz)

Fig. 2.14. Comparison of oscilloscope measurement results for two
different probes with simulation model. Both simulation and mea-
surements, show higher loss for a 1x probe due to its higher load
capacitance.

carried out on 4 male subjects over 6 days. The transmitter was placed on the forearm
and the receiver is placed on the wrist. The resulting HBC channel length is 20-25

cim.

2.6.1 Oscilloscope based Measurement Results

Two different probes are used for oscilloscope measurements providing termination

with different capacitances. With a capacitive termination, the channel loss CLC;’C
g

is determined by the ratio of return path capacitance (C;) and load capacitance
(Cp). Hence, the response should be constant over frequency. The measured channel
response is indeed flatband, as seen in fig. 2.14. This matches closely with the
simulated results from the model. Also, it is expected that a higher termination

capacitance should result in a higher loss. As seen from fig. 2.14, the channel loss
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Fig. 2.15. Measurement results using miniaturized wearable proto-
type. After de-embedding the amplifier characteristics and the bias
circuit characteristics from the measured result the channel response
is flat-band. This matches closely with the simulation results assum-
ing a 1pF input capacitance of the wearable receiver.

during measurement through a 1x probe (79pF capacitance) is around -47 dB. This
is higher than the -43 dB channel loss measured with 10x probe (13pF capacitance).
These measurements show that it is indeed possible to have a flat-band channel until
low frequencies by utilizing a capacitive termination at the receiver end. This shows
the possible utilization of the human body channel as a broadband communication

medium.

2.6.2 Wearable Prototype based Measurement Results

The wearable measurements require an amplifier and a bias circuit at the receiver
end. Since these circuits have their own frequency response, it is necessary to de-
embed them from the measured characteristics. The amplifier has a flatband gain
of 12 over the frequency range. The bias circuit has a high pass frequency response,

which results in an overall high pass channel response. Hence de-embedding the bias
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circuit response from the overall response results in a flat band channel response as
shown in fig. 2.15. However, the channel loss in a wearable scenario is higher (-49
to -52 dB) than oscilloscope measurements (-43 dB and -47 dB respectively with
10x and 1x probes). This is due the lower return path capacitance in this wearable
measurement scenario, as there is no device with big ground. This shows that channel
measurements with oscilloscope provides optimistic estimation of the channel loss and

hence should be avoided.

2.7 Optimum HBC signaling Modality: Key Learnings

From the experimental results in Section III and Section VII it can be seen that
the human body channel loss can be minimized by applying proper value and config-
uration of excitation and termination. In this section we discuss about some of the
excitation and termination modalities that should be used for HBC channel measure-

ments in voltage mode.

2.7.1 Avoid 502 Termination

Most previous studies for HBC channel measurements use a VNA or a Spectrum
Analyzer to measure the received signal. Both of these instruments have a 502 input
impedance and hence they provide a very low impedance termination when used as
a receiver. Since the human body channel impedance is of the order of a few K{2s,
any voltage loss measurement using a 50() termination resistance will result in a high
loss. This can be observed from fig. 2.16, where previous studies using VNA show
about 20dB loss even when there is no ground isolation. Using a 50{2 termination
in the developed HBC circuit model also shows similar loss. To remove the effect of
measurement setup on the channel loss, a high impedance termination should be used
at the receiver end. Hence any measurements with a Vector Network Analyzer or a
Spectrum Analyzer will show a higher channel loss at low frequencies due to its low

input impedance and should not be used in voltage mode channel loss measurements.
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Fig. 2.16. Comparison of simulation and measurement result from
previous studies for a 50¢) termination at the load end. The measure-
ments are carried out by simultaneously providing input and measur-
ing the received signal in a VNA without using any balun for isolation,
effectively making it a common ground measurement. Simulation re-
sults with common ground and 50¢) termination also show similar
loss.

2.7.2 Desired: High Impedance Termination

As discussed in previous literature and also found from the models in Section III,
the human body impedance is in the order of a few Ks. So, voltage measurements
with a low input impedance device will result in a higher loss, since most of the
voltage drop will happen across the body. Also, the low termination resistance along
with the return path capacitance will create a pole in the channel transfer function,
resulting in a high pass response. Lower the termination resistance, higher the pole
frequency, more the effect on low frequency measurements (fig. 2.17). Majority of
the measurements in previous literature [4,6, 10] has been carried out with VNA or
spectrum analyzers, which has 50 input impedance. This results in higher estimation
of measured channel loss. A high input impedance measurement device (oscilloscope)

provides a more realistic scenario, as it will replicate a CMOS receiver circuit with
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Fig. 2.17. Comparison of channel characteristic for different termina-
tion impedance from simulation model. Lower termination impedance
results in higher low frequency loss, as well as higher cut-off frequency.
Hence, it is necessary to have a high termination impedance receiver
to measure channel characteristics at low frequencies.

very high input impedance. So voltage loss measurements should be carried out with

high impedance devices, which shows lesser loss than 50 termination measurements.

2.7.3 Capacitive Termination: Low frequency loss reduction

The return path in capacitive HBC is formed by the coupling capacitance between
the transmitter and receiver. Any resistive termination will result in high loss at
lower frequencies, because the high impedance of the capacitor will result in most
of the voltage drop happening across it. This results in a high pass response with
cut-off frequency determined by the return path capacitance (C,) and termination

resistance (Rjpqq). The cut-off frequency ( is inversely proportional to the

Vo))
Rloadcret

load resistance. Hence very low impedance termination (50€2), as is the case for a

spectrum analyzer or VNA, will result in a high cutoff frequency. So the low frequency
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Fig. 2.18. Simulation results showing the effect of capacitive ter-
mination on low frequency loss compared to a resistive termination.
Capacitive termination results in a flat-band response of the human
body channel. This also explains why previous studies using VNA
and providing 50 termination impedance, report a high pass channel
response.

measurements with 50€2 input impedance measurement devices will result in higher
loss. On the other hand, a high impedance receiver ‘with capacitive termination
will result in a flat-band channel response as the output voltage will be a capacitive
division between the return path and termination capacitance. It is possible to achieve
up to 50dB loss reduction at low frequencies through capacitive termination, as seen
from fig. 2.18. This is also a realistic scenario for CMOS based circuits and systems,
where the receiver input capacitance will act as the termination capacitance and
hence will enable a flat band channel until low frequencies. This explains the high
pass response reported in many of the previous studies [4,6,7] and also shows the
feasibility of broadband transmission, using the human body as a communication

medium.
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Fig. 2.19. Comparison of simulated channel characteristic for differ-
ent source impedance. Higher source impedance results in more high
frequency loss and lower roll off frequency. So a low source impedance
is desired at the transmitter end for voltage mode channel measure-
ments.

2.7.4 Voltage-Mode Signaling

Most previous studies use voltage signal as excitation and the channel loss is
measured in terms of the ratio of received and transmitted voltage. Since voltage
is the measured metric in this scenario, the signaling modality should maximize the
received voltage. To that end, the receiver impedance can either be conjugate matched
or be as high as possible. Conjugate matching is important for reducing reflections at
the receiver end. However, at low frequencies (order of few MHz), the wavelength of
the transmitted waves are significantly larger than the communication channel length.
Hence it is not necessary to provide conjugate matching at this frequency range. So,
the termination impedance has to be large for voltage mode signaling. The source
impedance on the other hand has to be minimized to reduce voltage drop across it

and maximize the voltage received at the receiver end. As can be seen from fig. 2.19,
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Fig. 2.20. a) Illustration of capacitive HBC, where signal return path
between transmitter and receiver is formed by parasitic capacitance
between their respective ground plates and earth’s ground b) Sim-
plified circuit model for calculating HBC channel loss (b) Frequency
response of HBC channel loss, showing constant loss dependent on
load capacitance at the receiver and return path capacitance.

as the source impedance increases, the voltage loss increases for higher frequencies.

Hence, it is desirable to have a low source impedance for voltage mode signaling.

2.8 Theoretical Derivation of Return Path Capacitance

In this section, we calculate an expression for HBC channel loss to motivate the
importance of return path capacitance Cg in HBC and then explore an equation
based model for variance of Ci with respect to distance of an HBC device with earth

ground.

2.8.1 Derivation of Channel Loss from Simplified Channel Model

The simplified circuit model for the human body channel characteristics is shown
in figure 2.20. The output voltage (V,) and the input voltage (V) are related to each
other as follows (neglecting the forward path body resistance Rp):
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Vo _ Ce Ce (2.3)
Vi Coot O 4 Ol CL+Cq '
G Body CL +CG

Where Cg is the return path capacitance, Cpoqy is the capacitance between the

body and the ground, C7, is the load capacitance. The forward path resistance (Rp)
is neglected in this calculation, as R is of the order of 10K €2, whereas the impedance
provided by the return path capacitance is greater than 100K§2 for frequencies less
than 1 MHz. Further, the return path capacitance (Cg) is an order of magnitude
smaller than the load capacitance (Cp, order of 10 pF) which in turn is an order
of magnitude smaller than the body to ground capacitance (Cpogy, >100 pF) [29].

Hence we can make the following simplifications:

Cr+Cq=CCy, (2.4)
CrCq
—— = C 2.5
Cr+Cq  © (25)
and,
C1.Cq
C Cho —— ~(Cpg, 2.6
ey de+CL+CG Body (2.6)

Substituting equations 2.4, 2.5 and 2.6 in equation 2.3, a simplified expression for

the human body communication channel loss (V,/V;) can be obtained as
20N 26 26 (2.7)

Equation 2.7 shows that the channel loss for communication between two wearable
devices is dependent on Cg?. This shows the importance of determining the value
of return path capacitance to estimate the HBC channel loss and be able to design

optimized HBC systems.

2.8.2 Variation of C; with Distance from Earth Ground

The ground plate of an HBC device, e.g. a smartwatch, can be modelled as a disc

to analyze the return path capacitance to the earth’s ground. Now if earth’s ground
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was to be placed infinitely far away from the object, the return path capacitance
would simply be the self-capacitance of that object, which for a disc of thickness h

and radius a can be shown to be [30,31]:

14087 (%)0.71 (2.8)

Cdisc = 860&

so that for a thin disc, when h < a,
Cdisc ~ 860@ (29)

For a finite distance from the ground, we start with a spherical conductor for simplicity
and obtain an analytical expression using image charge analysis. For this purpose,
let us assume a sphere of radius a with a surface potential Vippere (figure 2.21) with

it’s center at a distance d from an infinite ground plane, i.e. a plane at zero potential.

1. To replace the system by a set of image charges, a charge ¢, is placed at the
center of the sphere such that Vippere = ¢1/4mepa. This creates an equipotential

at the surface of the sphere.

2. Next, a charge ¢ = —q is placed at a distance d below the ground plane.
This creates a zero potential plane at the ground surface, but destroys the

equipotential at the spherical surface.

3. To recover the spherical equipotential, an image charge of ¢}, g2 = (aq1)/2d is
placed at a distance a?/2d below the center of the sphere. This recreates the
spherical equipotential by canceling the effect of ¢}, in turn destroying the zero

potential plane at the ground.

4. This process is iterated, resulting into an infinite series of image charges, with
the magnitude of the image charges diminishing in each subsequent iteration

(Assuming a < d, which is trivially true.)

The resulting charge distribution indicates a total charge of @) = > ¢; charge on
the sphere. Writing the charges as a function of ¢,
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Fig. 2.21. Image charge distribution for a conducting sphere near a
ground plane. An infinite sequence of image charges are required to
replicate the equipotential at the surface of the sphere along with the
zero potential ground plane.
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2 12
aq a“d*q q1

using @ = Ciphere Vsphere- 90, Csphere can be calculated as:

a a’d?
Osphere - 47TEOG (]- + ZZ + m + ) (211)
When d > a, this expression reduces to
Csphere = 471'6061 (212)

which is the self-capacitance of the sphere. Now the exact closed form solution for
the decay of capacitance in the case of a disc may be different, but the trend of decay
should be similar to that of a sphere. To demonstrate this, electrostatic FEM based
simulations are performed in ANSYS Maxwell to plot the capacitance of a sphere of
radius 10 cm and a disc of the same radius and thickness 1 cm with a finite ground
plate (to restrict simulation space), as shown in figure ??. For both the sphere and
disc, the simulated capacitances decay to their self capacitances given by equations
2.12 and 2.8 respectively. The percentage offset from the self-capacitance is less than
5% for d/a > 10. So for design purposes, the self-capacitance of the ground plate of
a device should provide a good estimate for the return path capacitance, as long as
the dimension of the device of interest is small compared to its distance to earth’s

ground.

2.9 Classification of HBC based on interaction scenarios
2.9.1 HBC Interaction Scenarios

In HBC, the transmitter couples the signal through an electrode/ a pair of elec-
trodes into the body and it is picked up at the receiver end through electrodes after
the signal gets transmitted through the human body. The human body channel can be

used as a communication medium for interaction between wearable devices, sensors,



42

Intra-body HBC

S
a . b
: (i 1 ) - 7
RX v m N p B e /1<_/7
— 7

Capacitive Galvanic

Fig. 2.22. Intra-body HBC between two wearable devices
(Tx:Wearable (W),Rx:Wearable (W)). a) Capacitive HBC with single
ended(SE) excitation and termination b) Galvanic HBC with differ-
ential (DE) excitation and termination
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Fig. 2.23. Inter-body HBC enabling communication through dynamic
channel formed during handshake. a) Capacitive b) Differential inter-
body HBC

as well as between a wearable device and off body electronic devices like printers, per-

sonal computers etc. This creates different interaction scenarios as discussed below:

Intra-body HBC:

Intra-body HBC refers to the communication between devices where the transmit-
ter and receiver reside on the same person (Figure 2.22). Communication between

a physiological sensor and a hub device in a wearable health monitoring scenario



43

Machine Machine Interactionl

/’ \\ .....
a) 2 & b) (..
5 4 N hy 1 N =
7o 4 N V. 4 \l/:_
& 4 N\ \~~\ A T \_ N
Ve y/ 4 RS
V4| 4 A\ it~ \(@5:
JEl =7 =
5T
JEi
RX LR RX >
™M | TXXW
Rx:W [ Rx:W

Single Ended Transmitter

Differential Transmitter
Single Ended Receiver

Single Ended Receiver
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Fig. 2.25. Interaction between a wearable transmitter and an off-
body device.a) Single ended excitation provided by the transmitter,
b) Differential input provided by the transmitter

or communication between two wearable devices are examples of intra-body HBC.

Previous channel measurement studies have primarily focused on characterizing the

intra-body HBC channel.
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Inter-Body HBC:

Inter-body HBC refers to the communication between two devices on separate
human beings, where the communication channel is formed dynamically during an in-
teraction between the two persons (Figure 2.23). Data transfer between smartwatches

during a handshake between two persons is an example of inter-body HBC [26].

Human Machine Interaction:

HBC can enable interaction scenarios where a body worn device can communicate
with a battery operated or wall connected (connected to the supply mains) machine
(Figure 2.25,2.26). Transfer of images between a computer and a ring worn on the
fingers of a person [32], human position tracking, secure authentication through a

body worn personal key are two such possible application scenarios.

Machine-Machine Interaction:

The human body channel can also be used as a connecting medium between off
body devices (Figure 2.24), which maybe wall connected or battery powered. Transfer
of an image between a camera and a printer through touch is an example of such an
interaction.

The signal transmission path is dependent on the interaction scenario and results in

different amount of channel loss as will be seen in the next section.

2.9.2 Excitation/Termination configurations

One of the other key factor in determining the channel loss is the signal excitation
(at the transmitter end) and channel termination (at the receiver end) configurations.

There are two primary excitation/ termination configurations:
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Human Machine Interaction: Machine Tx, Wearable Rx
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Fig. 2.26. Different interaction scenarios between a body worn wear-
able as a receiver and an off-body device as a transmitter. a), b) The
off-body device acts as the transmitter and the receiver is a wearable
device worn on the body. ¢), d) Differential excitation provided by an
off-body device with the receiver worn on the finger.

Single Ended (SE):

In single ended excitation (Figure 2.22a, Figure 2.23a, Figure 2.24a, Figure 2.25a,
Figure 2.26a) only the signal electrode of the transmitter is connected to the human
body. The ground electrode is kept floating and the capacitive coupling between
earths ground and the ground electrode creates the return path, which enables signal
transmission. Due to the capacitive return path, this is often referred to as capacitive

HBC in literature.

Differential (DE):

Differential excitation is provided by connecting both the signal and ground elec-
trode of the transmitter to the human body. This forms a closed loop within the body
creating an electric field (Figure 2.22b, Figure 2.23b, Figure 2.24b, Figure 2.25b,
Figure 2.26b,c,d), which is picked up at the receiver end. If the reception is also
differential then the received voltage is the difference in potential between the two
receiver electrodes. Differential excitation and termination is commonly referred to

as Galvanic HBC [2] in literature.
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Fig. 2.27. a) Intra-body HBC channel characteristics showing dis-
tance dependent loss for galvanic HBC, b) Inter-body HBC charac-
teristics: galvanic HBC has lesser loss in wrist to wrist communica-
tion, ¢) Machine-Machine interaction characteristics: negligible loss
for single ended excitation of wall connected devices

2.10 Measurement Results

Measurements are carried out to find the channel loss characteristic for the afore-
mentioned interaction scenarios. The wearable devices are built using a Texas Instru-
ments TM4C123G LaunchPad evaluation kit consisting of an ARM Cortex M4 based
TM4C123GH6PM microcontroller. The off-body device measurements are done by
putting the same device on a table to emulate the larger chassis ground. The trans-
mitter is capable of generating signals in the frequency range of 13.3 — 784 KHz and

the received signal is measured through an oscilloscope.

2.11 Intra-body HBC

Intra-body channel characteristics is measured by applying the transmitted signal
at the left wrist and measuring the received signal at two locations: left forearm and
right wrist. It can be seen from Figure 2.27a, that the galvanic HBC loss is dependent
on distance and is almost equal to capacitive HBC loss for short distances (wrist-
forearm). As the distance between transmitter and receiver increases the electric
field reduces at the receiver end and hence the potential difference picked up by
the differential electrodes reduces, hence the channel loss increases with distance.

In case of capacitive HBC, the channel loss is primarily determined by the return
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path capacitance, which makes it independent of transmitter receiver distance. The
capacitive HBC channel characteristics is flat band as the capacitive termination at
the receiver creates a capacitive division between the return path capacitance and

receiver termination capacitance.

2.12 Inter-body HBC

In inter-body channel measurements, the transmitted signal is applied to the wrist
of a person and the received signal is measured at the wrist of a second person during
a handshake. The galvanic inter-body HBC loss is lesser than the capacitive loss
(Figure 2.27b) due to the relatively smaller channel length between the wrists of the

two persons.

2.13 Human Machine Interaction

The channel characteristics of human-machine interaction are strongly dependent
on whether the wearable device is acting as the transmitter or receiver. Measurements
with the wearable device acting as the transmitter show maximum loss as shown in
Figure 2.28. Figure 2.26a, b shows the scenario, where the off-body machine acts as a
transmitter and the received signal is measured at the wrist. Single ended excitation
shows lower loss compared to differential excitation in this scenario because of the
high return path capacitance due to the larger ground size of the machine. The
larger ground size is also the reason for lower loss during human-machine interaction
compared to a wearable wearable interaction during intra-body or inter-body HBC.
Figure 2.26¢, d shows the scenario where the two fingers are placed at the transmitter
such that it forms a closed loop and the received signal is picked up between two
points within the loop. A differential reception shows minimum channel loss in this
scenario. The received voltage in differential reception will increase if the distance

between the receivers electrodes increase, because there is a constant electric field
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Human Machine Interaction Characteristics
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Fig. 2.28. Channel loss characteristics for different human machine
interaction scenarios, showing maximum loss with wearable transmit-
ter

between the two electrodes due to the closed path and the potential difference is

proportional to the distance between the receiving electrodes.

2.14 Machine-Machine Interaction

There are two scenarios considered for channel measurement during a machine-
machine interaction: 1) when the machines are battery powered, 2) when they are
connected to the electric mains (wall connected). The loss depends on the excitation
configuration at the transmitter end with differential excitation showing more loss
compared to single ended for both wall connected or battery powered devices.(Figure
2.27¢) Also wall connected devices show almost negligible loss as their grounds are

connected through the power supply mains.
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Summary of HBC Channel Characteristics
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Fig. 2.29. HBC channel measurement summary for different interac-
tion scenarios. Larger ground size results in less loss. SE excitation
(capacitive) also has lesser loss compared to DE excitation (Galvanic
HBC) unless the channel length is small (wrist-forearm in experiment)

2.14.1 Comparison between different Interactions

Figure 2.29 shows a summary of all the measurements. It can be seen that when
both the transmitter and receiver are wearable devices the channel loss is maximum
due to small ground plane size. The channel loss of human machine interaction,
which corresponds to a wearable transmitter, machine receiver (Tx: W, Rx: M)
scenario, is lesser compared to wearable interactions but higher than machine-machine
interaction. Finally machine machine interaction shows the minimum loss when the
devices are powered by the supply mains. Also differential excitation results in higher
loss compared to single ended transmission unless the channel length is small or the

received signal is picked up from within the closed loop of the transmitter.

2.15 Conclusion

This chapter characterizes the human body channel up to 1MHz frequency for

capacitive HBC, where the signal transport is in the electro-quasistatic regime pri-
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marily through the layers under the skin. A unifying bio-physical model of HBC
is developed with component values determined through experiments and previous
literature. Common ground measurements with different excitation and termination
modalities show that the loss through the human body forward path contributes
very little to the overall channel loss and validates the forward path components of
the HBC model. Non-common ground experiments with oscilloscope show almost
constant loss down to low frequencies (10KHz), highlighting the feasibility of using
the human body as a broadband channel. The channel loss shows dependence on
the termination impedance varying from -43dB to -47dB for 13pF and 79pF termi-
nation respectively. Wearable prototype based measurements in voltage mode with
a sampling receiver has almost constant -49dB to -52dB loss across this frequency
range, showing the need for actual wearable based measurements for accurate chan-
nel loss estimation. Analysis of the developed bio-physical model shows that high
termination impedance and low source impedance provides the optimum channel loss
and explains some of the high-loss measurements at these low frequencies in previ-
ous studies. These results show that the human body can be used as a broadband
communication medium, like a lossy wire, which can enhance the battery life of small
form-factor energy constrained wearable/implantable devices. This can open up ap-
plications like remote health monitoring, secure authentication among many others.
This chapter also characterizes the human body channel under different possible in-
teraction scenarios in a Body Area Network. Results show that the channel loss is
strongly dependent on the excitation modality (differential vs single ended) and the
ground sizes of the transmitter and receiver, helping explain wide discrepancies in
previous measurements. Larger ground size reduces the channel loss, with supply
mains connected (i.e. earth ground) machines showing minimum loss. Differential
excitation shows more loss unless channel length is short or the signal is received from

within the closed loop of the transmitter.
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3. THEORY OF INTERFERENCE ROBUST
INTEGRATING DUAL DATA RATE RECEIVER

Most of the materials in this chapter have been extracted verbatim from the paper:

1. S. Maity, D. Das, and S. Sen, Adaptive Interference Rejection in Human Body
Communication using Variable Duty Cycle Integrating DDR Receiver in in Design,
Automation Test in Europe Conference Exhibition (DATE), 2017, 2017, pp. 1763 —
1768.

3.1 Interference Robust HBC

The human body acts as a monopole or dipole antenna at frequencies determined
by the height of the person. When the human body is not grounded the wavelength
is twice the persons height, whereas a grounded body has a wavelength four times
the height due to mirror effect. So the resonance frequency of 6ft tall human being is
80MHz or 40MHz depending on whether the body is grounded or not. In actual case
due to the lossy nature of the human body the resonance peaking is distributed and
the human body behaves like an antenna in the 40-400MHz range. As a result, the
human body picks up interference from the omnipresent FM signals (88-108MHz).
Fig. 3.1 shows a sample measurement of the FM interference experienced by the
human body [33].

The primary challenge of HBC is to transmit data in conditions where SIR is as
low as -20 dB. In this chapter we propose the theory of Integrating Dual Data Rate
Receiver (I-DDR) to address the problem of signal transmission in presence of large

interference.
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88-108 MHz FM
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=
30MHz Frequency 150MHz

Fig. 3.1. Measured FM interference affecting HBC [1]

3.2 Theory of I-DDR Receiver
3.2.1 Continuous Wave Interference

The I-DDR receiver takes the integration of the NRZ data + interference over
the symbol period (7}) of data and samples it. After each integration period the
integrator is reset for one clock cycle requiring two clock phases to sample alternate
data bits; leading to a Dual Data Rate (DDR) receiver.

The receiver signal (Sgx) is a linear superposition of desired NRZ signal (S5;,) and

the undesired interference (S, s) of frequency w;, and can be expressed as follows:

SRX - Ssig + Sz'ntf (31)
Sug(t) = £A,0 <t < T (3.2)
Sunts (1) = Aumissin(wit + )Vt (3.3)

The integration of Sgrx for a duration of T}, can be written as
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Hence, for any arbitrary phase of the interference (¢), its contribution to the inte-
grated signal can be nullified by choosing the data bit period as an integral multiple
of the interference time period. This shows that the I-DDR receiver can be used as a
notch filter to eliminate the FM interference from HBC, as shown in fig. 3.2 (a). In
a practical scenario due to jitter it will not always be possible to sample at ¢t = Ty; so

the contribution from interference will be close to 0.

3.2.2 Amplitude Modulated Interference

This section looks into the analysis of I-DDR receiver performance in presence
of AM interference. The interference signal (S, s) and the integrated interference

(ISinty) are presented as in 3.8, 3.9 respectively.

Sintf(t) = Aintfsin(wit—l—(é)—i—M[sz’n((w¢+wm)t+¢+¢m)+sz’n((wit—wm)t—l—qﬁ—qu)} vt
(3.8)

IS () = =220 os(wit + @) — oot

w; 2(w; + W) cos(wi +wm)t + ¢+ ¢m) (3.10)

ISinip2(t) = ﬁCOS(wi —wp)t + ¢ — dm) (3.11)
ISip(t) =01, <t < 2T, (3.12)

Asi
SIRon.int = g (3.13)

Smtf(Tb)
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AM is used for broadcasting in the medium wave range from 0.5 MHz to 1.7MHz
and shortwave range from 5.9 MHz to 26.1 MHz. Since shortwave range is closer to
the antenna frequency of human body of around 40 MHz, for our analysis of [-DDR
receiver in presence of AM interference, we use a carrier frequency(f; )=20 MHz.
The reasonable modulation frequency (f, ) for such a carrier frequency is less than 5
kHz, so we choose f,,=2.5 kHz as an example of a practical scenario. But for better
illustration of robustness of I-DDR receiver to AM interference, we also simulate in
a scenario with f,,=2MHz.

Figure 3.3a shows the dependence of integrated interference (1.S;,:¢) on the ratio of
integration period and interference period (% ). For any arbitrary carrier phase (¢)
or modulating signal phase (¢,,), the integrated interference does not exactly go to
0 for an integration period, which is an integral multiple of the interference period
(T, = nT;). Figure 3.3b shows the relative interference rejection of the I-DDR receiver
with frequency in presence of an AM interference with carrier frequency of 20 MHz
and modulation frequency of 2 MHz.

Although the maximum rejection notch locations are not exactly at integral mul-
tiples of the interference carrier frequency, the relative rejection is > 10dB even for
frequencies +£10% away from the interference carrier frequency. Also there is one
notch corresponding to each integral multiple of the interference carrier frequency.
Figure 3.3c analyzes the relationship of modulation frequency and relative interfer-
ence rejection for different bit period for a given interference, since it may not be
always possible to have accurate sampling at 7, = nT;. A smaller modulation fre-
quency results in smaller residual integrated interference at the sampling instant.
Hence, the I-DDR receiver provides better interference rejection in those scenarios.
For a practical scenario in the shortwave range, where f,,, = 2.5kHz and f; = 20MHz,
the rejection is greater than 17dB even for a frequency +10% away from the notch
frequency (figure 3.6a). Figure 3.3d shows a comparison of SIR at the sampling in-
stant for non-integrated and integrated signal as the interference frequency is varied.

It can be seen that even for the worst case phase, the integrated signal still ensures
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Performance Analysis of I-DDR Receiver Under AM Interference
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Fig. 3.3. Performance analysis of [-DDR receiver under AM inter-
ference (M = 0.5, fi, fy = 20MHz, f,, = 2MHz). a) Integrated
interference (1.5;,;y ) as a function of Tiz b) Interference suppression
as a function of interferer frequency with changing ¢ ¢) Worst case
of Interference rejection as a function of f,, with £10% variation in
sampling instant d) SIR of Integrated vs. Non-integrated signal at
worst case with varying f; (Agy = 1 mV,A;p = 10 mV).

at least 24 dB improvement in integrated SIR for sampling at T, = T;. However, the
relative interference rejection at the sampling instant T, = T; is strongly dependent
on the phase of the carrier and modulating wave as can be seen from Figure 3.4a. In
the special scenario of a modulation phase, ¢,, = 7 the relative interference rejection
is high, independent of the carrier phase (¢), which can be attributed to the low

residual integrated interference under this condition. The variation of location of the
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transfer function notch frequency with modulation and carrier wave phase is shown
in Figure 3.4b. The notch is located at the interference frequency for ¢ = 7, indepen-
dent to ¢,,. The notch frequency is lower than the interference frequency for ¢ < /2
, whereas it becomes higher for ¢ > /2. The non-integrated and integrated received
eye diagrams are plotted in Figure 3.5a, b respectively. The integrated eye diagram
shows clear eye opening enabling correct sampling whereas the non-integrated eye di-
agram is completely closed. This validates the interference rejection property of the
I-DDR receiver in presence of AM interference and the potential SIR improvement
achieved from it.

Key Takeaway: The presence of AM interference, with high enough modulation
frequency, moves the frequency notch away from the data frequency (f = 7%, ). The
position of the notch is dependent on the interference carrier and modulation fre-
quency but provides at least 20dB rejection at f = 1/7, for all scenarios. For a
realistic scenario with shortwave AM, the movement of the notch is minimal due to

low modulation frequency.
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3.2.3 Frequency Modulated Interference

The performance of [-DDR receiver in presence of FM interference is analyzed
in this section. The FM interference is approximated using Bessel function (J;) as
in 3.14. For existing FM bands of 883-110MHz, the channel bandwidth (BW) is 200
kHz and the maximum frequency deviation (Af) is 75 kHz, which translates to a

modulation index (B) of 3. However, we also simulate using a FM signal with high
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frequency stays at =, similar to continuous wave scenario.

modulation frequency of f,, = 10MHz for analyzing the interference robustness of the
I-DDR receiver. The modulation index B is chosen as 0.5 in this scenario to compare
the performance of I-DDR receiver in presence of AM and FM interference of same
modulation index. The integrated interference and SIR with and without integration
is as shown in 3.15. For all our simulations of FM interference, we choose to use the

first 7 terms (k=0,%1,,46) of the Bessel expansion.

Sintf(t) = Aiprrcos(wit + Bsin(wy,t) + ¢) Vt (3.14)
Simt s (t Z Ji(B)cos((¢; + ko)t + )Vt (3.15)
K=—00
t N cos((¢i + kpm)t + 0)
1S = it = KintAj B 1
Szntf /0 Szntf int4lint f Kz_:oo Jk( ) wi - k’(JJm (3 6)
t cos ((¢s + ko)t + @)
IS = ; A 1
Smtf /(; S’mtf 'mt intf Z J w; + k:wm (3 7)

K=—00
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cos((¢; + kom) Ty + &) — sin(o)

w; + kW,

t o]
IS (Th) = / Sints = KintAines Y Ju(B) VT, = nT,
0 K=-00

(3.18)
Figure 3.7a shows that under FM interference also the integrated interference is
nearly 0 for any if the bit period is chosen as T, = nl;. Figure 3.7b shows that
the relative rejection of the integrated and sampled interference is always greater
than 19dB in the FM radio frequency band of 88-110 MHz even if the modulation
frequency (f,,) is taken as 10 MHz. The relative interference rejection reduces as
the FM modulation frequency increases as can be seen in Figure Figure 3.7c. This
also shows that, even with £10% sampling error due to jitter and non-idealities,
> 11dB interference suppression can be achieved for modulation frequencies up to
10 MHz. Figure Figure 3.7d shows the SIR comparison between integrated and non-
integrated receiver with sampling at 7, = 7;. There is a 22dB improvement in
SIR achievable through integration in presence of FM interference. In a practical
scenario with small modulation frequency (25 KHz), there exists a notch in the I-DDR
transfer function for frequencies which are an integral multiple of the interference
frequency, independent of the phase of the interference signal (Figure 3.6b). For higher
modulation frequency (10 MHz) on the other hand, the notch frequency with the
highest rejection is dependent on the initial phase of the interference and can be > 10%
away from the interference carrier frequency (f;) as can be seen in Figure 3.8b. Figure
3.6a shows the interference rejection of I-DDR receiver at the interference carrier
frequency with varying carrier phase of the FM interference. It demonstrates that
the carrier phase doesnt have much effect on the relative interference rejection and
.,60dB interference rejection can be achieved at interference frequency for any relative
phase difference between the data and interference. Similar to AM interference the
integrated eye diagram shows clear eye opening in presence of FM interference (3.9b)
, whereas the non-integrated eye is almost completely closed (3.9a).
Key Takeaway: In presence of FM interference with high modulation frequency,

the transfer function notch of the I-DDR receiver does move away from the data



Performance Analysis of I-DDR Receiver Under FM Interference |

QD
R

e
o

e
o

Normalized Integrated Interference Value
S

1N
IS

e
N

e
N

Integrated Interference With t/'l'i With Reset

Interference nullified

b)

Transfer function of I-DDR Receiver With Changing ¢

0 :68
VA
F é‘ /\ |

£

X: 9e+07

X: 1.1e+08

5 |\# { /

Y. -22.47
W

iy

Y. -19.3
T

Relative Interference Rejection (dBr)
&
o

W "
"
]
!

61

0.4t ™ . =[i &
80f T\ i [—e—g=0
0.6f / _
- |/ Transfer $=45
08l \‘7 100" Function $=90
4 ‘ ‘ $=180 ) Notch -©-¢=135
0 0.5 1 1.5 2 2.5 3 35 120 i R — $=180 ‘
Ratio of T, 05 1 15 2 25 3
c) d) Frequency(Hz) %108
= Tlr()ansfer Function of Integrating DDR Receiver  SIR of Integrated vs. Non-integrated Signal at T =T,
& -
g X: 1e+07 == 15
5 2 """ |Y.-11.74 10
‘g / ‘‘‘‘‘‘‘
;?_é. @ SI e X: 1e+08
g -30 E A Y: 6.995
c = -
g 40 L — ; 5} Improvement —SIR Non-integrated
€ Higher Rejection % s22dB8 | SIR Integrated
.g »n -10
= —e—Tb=0.9Ti
o 50 Tb=Ti 5 X: 1le+08
i Tb=1.1Ti v Y: -19.62
@ .60 -20 i
LR 2 4 6 8 10 0.5 1 1.5 2

Interference Frequency fi x108

Modulation Frequency(Hz) x10°

Fig. 3.7. Performance analysis of [-DDR receiver under FM interfer-
ence (f; = 100 MHz, f,, = 10 MHz,B = 0.5, N = 7) a) Integrated
interference (1.5;,:¢ )as a function of qi, with reset b) Interference sup-
pression as a function of interferer frequency with changing c)Worst
case Interference rejection as a function of modulation frequency in
presence of £10% sampling mismatch. d) Worst case SIR of In-
tegrated vs. Non-integrated signal with varying f; (Ag, = 1 mV,
Aintf =10 HlV)

frequency (f = T%, ). However there is at least one notch within +5%of the data
frequency (Figure 3.7b). This shift is considerably lesser than AM interference which
can show up to £30% shift in notch frequency (Figure 3.3b, Figure 3.4b). Since
AM results in varying amplitude of the interference and the residual of integration

is affected more by amplitude of interference than its frequency variation (as in FM
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Fig. 3.8. Residual notch under FM interference with varying ¢ and
¢m (f; = 100 MHz, f,, =10 MHz,B = 0.5, N = 7) a) Residual value
in dB b) location of maximum rejection notch as a ratio of interference
frequency (f;) and sampling frequency (f3).

interference), the movement of notch away from the data frequency is more in case

of AM interference.

3.3 Discussion
3.3.1 Experimental Method

The I-DDR principle is validated using actual HBC signals transferred through the
body. The HBC channel loss shows day to day and person to person variation. Hence,
HBC channel loss measurement studies require multiple experiments to be run over
multiple subjects on multiple days to measure the average and variation of channel
loss and provide statistical significance to the results. However, for our experiments
HBC signals are used only to capture the effect of channel loss on the transmitted
signal and the day to day channel loss variation is not critical for the validity of the
[-DDR principle. Hence, the experiments are not carried out on multiple subjects

and is carried over three different measurements on the same person.
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Eye Diagram: FM Interference

Rx Eye Diagram

5
S
E
©
c
K=y
n
o
o
2
Q
(3]
(4]
14
0 5 10 15
Time (s) «107°

50 Rx Integrated Eye Diagram

Integrated Received Signal (mV)

Time (s) «10°8

Fig. 3.9. Eye diagram comparison with and without integration
(Agig = 1 mV, Ay = 3 mV, K,y = 10) a) Non-integrated eye
diagram in presence of FM interference b) Integrated eye diagram in
presence of same interference.

3.3.2 Clock-Data Phase Alignment: Clock Data Recovery

The output of the integration operation at the front-end is dependent on the phase
relation between the integrator clock and data. Since the integration operation is an
accumulation of the voltage level over time, any relative phase mismatch between in-
tegrator clock and data will directly reflect in the integrated voltage amplitude. The

integrator output is maximized when the integration operation starts at the begin-
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Fig. 3.10. Measurement setup diagram showing interference being
injected along with the data signal and the combined signal being
received at the oscilloscope, which is post processed according to the
[-DDR principle to create the received eye diagram.

ning of the data period and continues over the complete data period. This requires
appropriate phase and frequency relation between the data and the integrating clock.
This can be achieved through a Clock Data Recovery (CDR) loop commonly used
in broadband wireline receivers. In a traditional CDR loop, the sampling clock is
aligned with the middle of the data period. However, in the current scenario of the
integrating receiver, the sampling clock is aligned with the beginning of the data pe-
riod. The CDR loop utilizes a phase frequency detector to find the phase mismatch
between clock and data and convert it to a voltage, which is then utilized to con-
trol the frequency of a Voltage Controlled Oscillator (VCO). The VCO frequency is
controlled to enable phase alignment between the clock and the data by moving the
clock phase. Alternatively a phase interpolator can also be used to move the phase
of the integrating clock to align with the beginning of the data period. A detailed
analysis of clock data phase recovery through an Integrating Mueller-Muller CDR for

the I-DDR receiver is presented in.
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3.4 Measurements: Validation of I-DDR principle
3.4.1 COTS Component based Measurements

Figure 3.10 shows the conceptual diagram of the measurement set up and is used to
verify the interference robustness of the proposed I-DDR receiver. Data and interfer-
ence are injected into the body through two separate electrodes. A TIVA-C 123GXL
microcontroller board is used to apply a Pseudo Random Bit Sequence (PRBS) at a
data rate of 1Mbps. The PRBS bit sequence is coupled to the body through a copper
electrode connected to a band. The electrodes are custom made and have a size of
2cmX2cm. The transmitter transmits a voltage of 1V. This emulates the voltage
transmission from a custom Integrated Circuit fabricated in TSMC 65nm technology;,
which typically has a supply voltage around 1V. A battery operated signal generator
is used to apply interferences of different amplitude and frequency. The interference
is coupled to the body through a separate band containing an electrode. Although
in an actual HBC scenario the interference will be picked up due to the human body
antenna effect, we use a third electrode to inject an interference with known parame-
ters. The response of the [-DDR receiver is independent of the coupling mechanism.
Hence, introducing the interference through a third electrode in a controlled manner
will help us to quantitatively characterize the interference rejection capability of the
[-DDR principle. The received signal was captured in an oscilloscope through a sim-
ilar band. To emulate the scenario of actual HBC between wearable devices, battery
used to apply interferences of different amplitude and frequency. The interference is
coupled to the body through a separate band containing an electrode. The received
signal is captured through an oscilloscope and integrated. Using a large power sup-
ply connected device to capture signals does not completely reflect an actual HBC
scenario for communication between two wearable devices and can affect the HBC
channel loss, as previously reported in [6], [12], [29], [10]. Previous studies [12], [29]
report up to 9 dB reduction in channel loss due to the introduction of ground con-

nected instruments in the measurement setup. To take care of the extra loss, the
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integrated signal fed from the oscilloscope was attenuated, while applying to MAT-
LAB for processing. The attenuated signal is processed in MATLAB through periodic
reset, according to the working principle of the I-DDR receiver. Subsequently the eye
diagram is plotted and the eye height is measured, as a measure of the interference
rejection property of the receiver. The [-DDR operation of integration with periodic
reset is achieved through integrating in the oscilloscope and achieving the periodic
reset operation by processing the integrated signal from oscilloscope in MATLAB.
Although this setup doesnt contain the circuit-level non-idealities of a hardware im-
plementation of the integrator, it enables validating the applicability of the I-DDR
principle on signals transmitted through the body.

Figure 3.11 shows the eye diagrams obtained from the measured signals while ap-
plying CW, AM and FM interference corresponding to two different SIR values. Due
to the limitation of the signal generator we could not reach 100Mbps data rate or
apply an interference signal of 100MHz. But we have taken the data rate and inter-
ference in such a way that the symbol duration remains an integral multiple of the
interference time period and the theory of the [-DDR receiver can be validated. Figure
3.11a-3.11d correspond to the case of CW interference of 1MHz with STR = —21dB.
Figure 3.11a shows the simulated eye diagram of the Rx NRZ signal, Figure 3.11b
shows the eye diagram for the measured received signal under the same condition.
Figure 3.11c, d shows the integrated eye diagram from simulation and from measure-
ment. The eye height of the measured and simulated eye diagrams shows that the
integrated eye height is more than the normal Rx eye. Figure 3.11e-3.11h shows the
simulated and measured eye diagrams for CW interference of SIR = —24.5 dB. In
both cases the integrated eye shows larger opening than the Rx eye. Figure 3.11i-
3.11p correspond to the measured and simulated Rx and integrated eye diagram for
AM interference of two different SIR. The frequency of the carrier signal is 500 KHz
and the modulating signal is a sine wave of 18 KHz with modulation index 1. Figure
3.11g-3.11x corresponds to the measured and simulated eye diagram for FM inter-

ference corresponding to two different SIR conditions. The frequency of the carrier
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Fig. 3.11. Comparison results between simulated and measured eye
diagram for HBC signaling under different interference conditions
(Kintf = 10). NRZ signal + CW interference with SIR=-21dB a)
Simulated Rx eye diagram b) Measured Rx eye diagram c) Simulated
eye diagram of integrated Rx signal d) Measured eye diagram of inte-
grated Rx signal. e)-h) Similar plots as a)-d) for NRZ signal + CW
interference of SIR = —24.5dB. i)-1) Similar plots for NRZ signal +
AM interference with SIR = —21dB, modulating carrier frequency of
18KHz with modulation index 1. m)-p) Similar eye diagrams corre-
sponding to NRZ signal + AM interference with SIR = —24.5dB. q)-t)
Eye diagrams for NRZ signal + FM interference with SIR = —21dB,
modulating frequency 18KHz and frequency deviation 5 KHz. Inte-
grated eye is significantly less affected compared to the NRZ eye. u)-x)
Similar eye diagrams for NRZ signal + FM interference with SIR =
—24.5dB. In all the different conditions the simulated and measured
eye diagram shows close correspondence. The integrated eye shows
higher opening than the normal eye under CW, AM, FM interference
condition proving the efficacy of the I-DDR receiver principle.

signal is 500 KHz and the maximum frequency deviation is 5 KHz with a modulat-
ing carrier frequency of 18 KHz. In all the cases the measured and the simulated

eye heights match closely. Also the eye height measurements show that even with
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Fig. 3.12. Actual measurement setup picture. The microcontroller
board and signal generator is used to provide signal and interference
through two separate electrodes. The received signal is captured in

an oscilloscope and processed according to the [-DDR principle using
MATLAB.

injected interference the I-DDR receiver performs better than a normal receiver and
the eye diagrams show significant eye opening. 3.12 shows an actual picture of the

setup used for measurements.

3.5 Limitations of the I-DDR reciever

The I-DDR receiver can provide high rejection only if the data symbol period is

an integral multiple of interference period. In fig. 3.2 (a) the null frequencies are at

1 2 N.
Ty Tp' 0 Ty

which shows to achieve maximum rejection the data rate is constrained
by the interference. Also if there is a change in the interference frequency the receiver
will not be able to nullify it while receiving data at a symbol duration decided by the
transmitter for nullifying some other frequency. In this work we propose an I-DDR
receiver which can be tuned to reject any interference of no particular relation to the

data frequency. The proposed receiver can also automatically adapt to reject a new

frequency if there is any change in the interference.
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Fig. 3.13. Working principle of the PWM based DDR receiver a)
The data signal with the sinusoidal interference superimposed, with
Ty, = 1.5T; b) Clock waveform of 50% duty cycle with the integration
period equal to the symbol duration c) Clock waveform with 33.3%
duty cycle d) Integrated interference with time, which is close to 0
for d=33.3%, not d=50%. Thus d=33.3% clock provides maximum

interference rejection

d)

3.6 Dynamically Adaptive I-DDR receiver: Variable Notch by PWM

In the I-DDR receiver proposed in [25], the integrating clock duty cycle is fixed
at 50% with the integration phase equal to the symbol duration. Here the duty
cycle of the clock i.e. the duration of the integration phase is varied to integrate the
interference over any time duration 7;,,. The integrated signal and interference is as
follows:

Tint
ISsig(Tint) = / Ssigdt = £ Kint AsigTint (3.19)
0

Ainifleos(¢) — cos(2m Tzt + ¢)]

Wy

Tint
0
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Lets say duration Tj,; corresponds to duty cycle d = g“;: = %’:{f and T, = kT; , where

k can be a non-integer also

Ainislcos(o) — cos(47r%iTi + )]

Ainitlcos(@) — cos(2m(2dk) +
ISinif(Tint) = 0 Vdk = g; n = positive integer (3.23)

The following result shows that for any arbitrary combination of data rate and inter-
ference frequency maximum interference rejection can be achieved by choosing clock
duty cycle (d) as:

1 2 N 1T

= — —, .., st.d< = k= .
TR AR s.t d_2, k T (3.24)

As exemplified by the previous equation, the key idea of the proposed receiver is to
vary the duty cycle of the integrating clock and achieve maximum rejection for any
arbitrary frequency (fig. 3.2 (b)). This can be achieved by doing a Pulse Width
Modulation (PWM) of the integrating clock. Fig. 3.13 depicts a case where T, =
1.57; and as can be seen from the figure the interference integration over the symbol
duration is non-zero (fig. 3.13 (d)), which is sampled through a 50% duty cycle clock.
Whereas for a clock of duty cycle 33.3% the interference contribution at the sampling
points will be 0, as can be seen from the plot of the integrated interference.

For a particular ratio between the symbol and interference frequency there may
be multiple points where 1.5;,,7(t) = 0 , resulting in high interference rejection. But
IS,;4(t) is an increasing function of T}, so the point closest to the end of the symbol

period where 1.5, ¢(t) = 0 will have the maximum ratio of I[;“tgf((tz) (i.e. SIR) leading to

best possible interference rejection. Fig. 3.14 (a) shows that the relative interference
rejection increases at the null points closer to the symbol period. This information is
taken into account in deciding the start and stop points of the training algorithm for
the receiver to lock to the best possible duty cycle.

One downside of reducing the integration period is the degradation of the SNR

compared to the case where the integration is for the whole symbol duration as in the
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Fig. 3.14. a) Interference suppression as a function of varying inte-
gration period, symbol frequency =100MHz, Interference frequency
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Fig. 3.15. Data frequency = 100MHz, Interference Frequency =
145MHz, SIR = -24.5dB a) Normal Rx eye diagram b) Integrated
Rx eye diagram with integration period equal to symbol duration as
in I-DDR receiver [25] ¢) Integrated Rx eye diagram in PWM I-DDR
receiver with duty cycle of 0.34 to provide maximum interference re-
jection. This eye diagram shows significantly more eye opening com-

pared to that of b)

I-DDR receiver in [25]. But since HBC is generally SIR limited than SNR limited, this

reduction in SNR does not strongly affect the overall system performance. Moreover,

the PWM integrated signals still have better SNR than non-integrating systems.
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3.7 Results: Comparison of eye diagrams

Fig. 3.15 shows the comparison of the NRZ eye diagram for a normal receiver,
[-DDR receiver with and without PWM capability. The interference frequency and
data frequency is taken such that T, = 1.457; with SIR of -24.5dB. Fig. 3.15 (a) shows
that the NRZ eye is completely closed. Fig. 3.15 (b) is for the I-DDR receiver without
PWM capability showing an eye opening of 7.4mV, less than that of the receiver with
PWM capability, operating at optimum duty cycle, having 12.9mV opening as shown
in Fig. 3.15 ().
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4. DESIGN OF INTERFERENCE-ROBUST HUMAN
BODY COMMUNICATION TRANSCEIVER USING
TIME DOMAIN SIGNAL-INTERFERENCE
SEPARATION

Some part of the materials in this chapter have been extracted verbatim from the
paper: S. Maity, B. Chatterjee, G. Chang, and S. Sen, A 6.3pJ/b 30Mbps -30dB
SIR-tolerant broadband interference-robust human body communication transceiver
using time domain signal-interference separation, in 2018 IEEE Custom Integrated

Circuits Conference (CICC), 2018

4.1 Related Work

Previous state of the art HBC transceivers primarily employ narrowband tech-
niques for data transmission by utilizing channels free of interference, as shown in
fig. 4.1 (a). H. Cho et al. [34] presents a dual-wideband full-duplex HBC transceiver
which works on two frequency bands of 40MHz bandwidth centered around 40MHz
and 160MHz. The FM interference problem is solved by choosing the operating fre-
quency band of the transceiver away from the FM frequency band. The proposed
transceiver achieves 79pJ/bit receiver energy efficiency and 32.5pJ/bit transmitter
energy efficiency at 80Mbps data rate. Lee et al. [35] proposed a wideband HBC
transceiver which enables 60Mb/s data rate using 3-level Walsh coding. The pro-
posed receiver uses broadband HBC transmission and can achieve interference robust
operation only in robust mode with a separate band-stop filter but not operating at
the maximum data rate. N. Cho et al. [33] presents a 4 channel frequency hopping
scheme in the 30-120 MHz frequency band for communication through FSK with an
adaptive data rate from 60kbps-10Mbps. The channel conditions are dynamically
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Fig. 4.1. a) Frequency spectrum of narrowband data, narrowband in-
terference showing its effect on narrowband HBC b) Frequency spec-
trum of broadband data, narrowband interference showing the effect
of interference in Broadband HBC. ¢) System Level diagram of Hu-
man Body Communication showing how interference gets added to
transmitted data through the human body. d) If we adjust the data
bit period to match the null of the frequency response of the data with
the interference frequency and then pass it through an integrative re-
ceiver with a notch around the interference frequency the complete
data can be recovered. This will enable interference robust Broad-
band HBC which is more energy efficient than Narrowband HBC.

monitored to send the data through a clean channel, free of interference. The pro-
posed receiver achieves an energy efficiency of 370pJ/bit. Bae et al. [36] proposes

a double FSK modulation based transceiver in 180nm technology utilizing Contact
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Fig. 4.2. a) Key techniques enabling broadband HBC leading to
higher energy efficiency. b) Simplified HBC circuit model showing the
body impedance, receiver impedance and return path capacitance, c)
Voltage drop across different components of the model for a 1V trans-
mitted voltage at the transmitter end.

Impedance Sensing (CIS) and Resonance Matching (RM) to enhance body channel
quality and achieve an energy efficiency of 240pJ/bit. Saadeh et al. [37] proposes a
pseudo orthogonal frequency division multiplexing (P-OFDM) based transceiver with
contact impedance monitoring and compensation at both the receiver and transmitter
end. The digital logic blocks for signal processing are also designed to minimize gate
count and power consumption, achieving a receiver and transmitter power consump-
tion of 1.1mW and 0.87mW respectively for a data rate of 2Mbps. In this work we
implement broadband HBC by utilizing the human body as a wire-like channel (fig.
4.1 (b)) using an integrating receiver (fig. 4.1 (c)) for interference robust operation
(fig. 4.1 (d)). It is interesting to note that oversampling of the integrated waveform
does not provide interference rejection. Sampling of the integrated waveform only at

a proper rate provides interference rejection.

4.2 Key Techniques: Broadband Capacitive Voltage Mode HBC

In this design, we utilize the human body as a broadband communication channel.

To that end, certain system level design choices has to be followed. The two key
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techniques for enabling broadband HBC (fig. 4.2 (a)) are: a) capacitive termination

at the receiver end, b) voltage mode transmitter and receiver operation [24], [26].

4.2.1 Capacitive Termination

In capacitive HBC the return path between the transmitter and the receiver is
formed through a capacitance. The channel loss is primarily determined by the
impedance at the load end and the return path capacitance. From the simplified
HBC circuit diagram in fig. 4.2 (b), considering a resistive load, with load impedance
and return path impedance considerably higher than the forward path components,
the channel loss is obtained as:

‘/out . S

- N S
‘/; s _I_ Rloadc'r‘et

(4.1)

Hence, any resistive termination at the receiver end will result in the creation of a
pole formed through the load resistance and the return path capacitance (RjoqqClret)-
The pole frequency depends on the value of the resistive termination and will result in
higher loss at low frequencies. Hence, the human body cannot be used as a broadband
channel with resistive termination at the receiver end. Several previous studies [4],
18], [7], 9], [5], [13] have used low resistance termination at the receiver for channel
measurements. On the other hand, with a capacitive termination at the receiver end,

the channel loss can be expressed as:

1
‘/out - sChret o Cload
= T T =
V; + C(loaal + Cret

5Cload 5Cret

(4.2)

The channel loss is primarily determined by the ratio of load capacitance and
return path capacitance, which is constant over different frequencies. Hence, through
capacitive termination at the receiver end, the human body can be used as a broad-
band channel, which passes all frequencies equally. Hence, the receiver needs to be

designed such that the input impedance is primarily capacitive.
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4.2.2 Voltage Mode Operation

In voltage mode operation, the system is designed to optimize voltage transmission
from the transmitter to the receiver end. To optimize voltage mode operation the
transmitter requires low source impedance and the receiver termination impedance
is required to be high. The overall HBC channel loss from the simplified model,
considering all the forward path components, is:

‘/out _ Zload
‘/i Rs + Zbody + Zload + ﬁ

(4.3)

Where Zjoaq = Rioaq for resistive termination and Zjpqq = L_ for capacitive termi-

Cload
nation. From equation (4.3) it is evident that the overall channel loss will increase
if Zoay > Zioaa- Hence the termination impedance has to be higher than the body
impedance, which is in the range of a few Ks. Fig. 4.2 (¢) also shows that as termi-
nation impedance increases, the fraction of voltage drop across it increases and will
result in a lower overall loss at the system level. Similarly, a low source impedance at
the transmitter end will result in most of the signal being applied at the system and

minimize system loss. Hence at the transmitter end, low impedance buffers are used

to drive the signal into the human body.

4.2.3 Effect: Improved Channel Capacity

The technique of capacitive termination helps us extend the bandwidth of the
human body channel. Similarly, voltage mode excitation helps in reducing the overall
channel loss and maximizes the received signal amplitude due to the high receiver
impedance. Hence, from equation (4.3) it is evident that the signal power is propor-
tional to the square of the termination impedance at the receiver Pjgnq o Rfoad.

The noise power for a CMOS receiver with input impedance R is obtained as
Poise = 4KTR. Hence, the noise power is proportional to the input impedance

(Proise < R). So, the signal to noise ratio is proportional to the termination impedance
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( Psignal

Pnoise

X Rjoaq). Hence, having a higher termination impedance at the receiver end
increases the overall SNR of the system.

The channel capacity of a system is dependent on the available bandwidth and
SNR of the system. According to Shanons channel capacity theorem the data rate of
a channel is related to its bandwidth (B) and SNR as follows:

C = B xlogy(1+ SNR) (4.4)

Hence, following these two techniques it is possible to extend the channel capacity of
the system by increasing its bandwidth and SNR. The energy efficiency of the system
is also significantly increased, since the whole channel bandwidth is now utilized for
data transmission and there is no overhead of frequency up-conversion and down-
conversion in the transceiver.

Termination with a high impedance at the receiver end results in an impedance
mismatch, which can potentially result in reflections. However, the wavelength at
these frequencies (10s of MHz) are significantly larger than the circuit dimensions,
resulting in no reflections and alleviates the need for matching. Hence, it is possible
to have a high impedance voltage mode receiver in the current scenario. Also, as
explained earlier, having a capacitive termination results in extension of the channel
bandwidth. Hence, the high impedance termination at the receiver end is made
capacitive. A MOS input provides a capacitive impedance, which can be utilized as
the termination impedance at the receiver end. The capacitance of the ESD diodes
connected to the input of the receiver will also determine the capacitance seen at the
receiver end.

However, using the body as a communication medium for data transmission intro-
duces the challenge of achieving interference robust operation without the provision of
selectively choosing a narrow band of frequency for transmission/ reception, through
filtering. The rest of the chapter discusses the design of an integrating receiver |,
which utilizes these two techniques along with TD-SIS (fig. 4.2) to achieve the goal

of broadband interference robust operation.
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Fig. 4.3. a) System level block diagram of the Integrating DDR
transceiver. The receiver front has two paths to process alternate
bits, making it a DDR receiver. Each path consists of a mixed signal
integrator and sampler which uses TD-SIS technique for interference
suppression. The CDR, DCA, IPD blocks are used to generate clock
of appropriate frequency and phase for the receiver front end. The
transmitter consists of a data generator followed by a string of buffers
to drive the signal into the body. b) System Level waveforms showing
alternate Reset and Evaluate phases of the two paths.

4.3 Transceiver Design: I-DDR Rx Design

The Bodywire transmitter couples the signal into the body through a metal elec-

trode. Multistage buffers are used to drive the broadband full scale voltage signal
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into the body. The signal is transmitted through the body and picked up at the
receiver end through similar metal electrodes. The signal is capacitively coupled to
the receiver, which is biased in voltage mode. The interference coupled received data
is integrated and sampled according to the theory of [-DDR receiver as discussed
in subsection V.B. Both the integrator and sampler are mixed signal circuits, which
require a reset phase in its operation. Hence, two parallel paths enable processing of
a data bit per phase of the clock and enable DDR operation. Fig. 4.3 (a) shows the
block diagram of the complete BodyWire transciever system. Fig. 4.3 (b) shows the
DDR operation with alternate reset and evaluate phase of the integrator and sampler.
The two paths work on out of phase clocks to ensure only one of them is evaluating
at a given instant. The clock to the integrator also needs to be an inverted, delayed
version of the sampler clock for the sampler to sample the appropriate integrated
voltage. Mixed signal integration followed by sampling, at the receiver front-end [27]
provides the notch filter response necessary for Time Domain Signal Interference
Separation (TD-SIS) and enable interference robust broadband HBC. The incoming
broadband data and the integrator clock need to be phase aligned to maximize the
integrator output. This is achieved through the Clock Data Recovery (CDR) loop.
The CDR loop utilizes multiple clock phases from the 16 phase generator to phase
align the integrating clock with data. The Duty Cycle Adaptation (DCA) block uses
the CDR phase information to enable duty cycle adjustment of the integrating clock
and achieve variable frequency interference rejection. The sampled value from the
sampler in each path is stored in a flip-flop and then multiplexed to get the final out-
put. We go into the detailed implementation of each of these blocks in the following

subsections.

4.3.1 Integrator

For the integration operation, a mixed signal clocked integrator is implemented

(fig. 4.4 (a)). The integrator consists of a differential NMOS input stage which drives
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two PMOS load switches. The clock input is provided to the PMOS load switches.
The integrator has two phases of operation: a) Evaluation, b) Reset. During the
negative half cycle of the clock, the PMOS switches are turned ON and both the
integrator outputs are pre-charged to VDD. During the positive half cycle of the
clock period, the PMOS switches turn-off and the parasitic drain capacitances at the
output node starts to discharge through the drain current drawn by the input stages.
The rate of discharge of the output nodes is dependent on the current being drawn
on that particular branch, which is in turn is dependent on the input voltage applied
to the input NMOS stages. The difference of input voltage creates a difference in
the discharging current, which translates to a difference in output voltage through
integration operation at the output node capacitance. For a small signal input differ-
ence of Awy,, the difference in small signal current (Awv,,;) flowing through the two

branches of the integrator is (g,= transconductance of input NMOS)

Ayt = GmAviy, (4.5)

This difference in discharge current creates a difference in output voltage due
to different discharge rates of the parasitic capacitors. Assuming a capacitance of
Cyrain at the output nodes of the integrator, the difference in output voltage achieved

through the discharge current difference is provided by:

Cdrain Cdrain

It can be seen from equation (4.6) that the differential output voltage is indeed

1 Tint
A'Uout = / gmAU’Lndt = g—mAvinnnt (46)
0

an integrated version of the differential input voltage applied to the integrator.

4.3.2 Sampler

A mixed signal regenerative feedback based sampler (fig. 4.4 (b)) is used for
sampling the output of the integrator. The sampler consists of a differential NMOS

input stage, which steers current between the two branches of the sampler depending
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Fig. 4.4. a) Circuit level implementation of the mixed signal inte-
grator with NMOS input stage and PMOS pre-charge switches. b)
Regenerative latch based mixed signal sampler ¢) Duty cycle adapta-
tion block to adjust the duty cycle of the integrating clock to enable
variable frequency interference rejection.

on the applied input values. A back to back inverter based regenerative feedback
latch is used to perform the sampling operation. During the negative half of the clock
period, both the inverter outputs are pre-charged to VDD through the pre-charge
switches. During the positive half cycle, both the inverter output nodes start to
discharge through the input NMOS stage branches. The input voltage applied to the
branch input determines the branch current, which in turn determines the discharge
rate of the output node. The branch output with the lower discharge rate eventually
gets charged back to VDD through the regenerative action of the back to back inverter
based latch. Due to the same action the other output node gets eventually discharged
to 0. Hence the sampling operation is performed through current steering by the input
stages and regenerative feedback action of an inverter based latch. It is possible to
create offsets in the sampler by steering current away from the branches or sinking
current into the branches through a parallel path. The direction of offset voltage and
its value can be controlled by changing the amount of current being sourced or sinked

from the discharge branches.
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Fig. 4.5. Simulation waveforms from one path of the integrating front-
end. The differential output from the integrator is a positive or neg-
ative ramp depending on the input bit during the evaluation period.
The integration and sampler clocks are almost 180 degree out of phase
and have the appropriate delay between them to ensure that the in-
tegrator output is sampled at the end of the evaluate period. The
sampler output also goes through alternate pre-charge and evaluate
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4.3.3 Clocking Relation between Integrator and Sampler

33

To ensure proper operation of the integrating front-end, appropriate clock phase

relationship has to be maintained between the integrator and sampler. From the basic
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Mueller-Muller CDR : Integrating Front-end

D(n-1) D(n) E(n-1) E(n) Error
Information
0 1 0 1 LATE
1 0 0 1 LATE
0 1 1 0 EARLY
1 0 1 0 EARLY

Errp =1if v> 4V, 0if v < +V,ef
Errn =1if v < Vi, 0if v> =V,
E(m) = Errp(n) @ Errn(n)
D(n) = current data bit, D(n — 1) = previous data bit

Fig. 4.6. Truth table of Mueller-Muller Baud Rate CDR for an inte-
grating front-end. Errp and Errn are the error information generated
from the two error samplers. The final clock-data phase information
can be extracted from two consecutive error and data bit information.

operation of the integrator and sampler, it is evident that both of them operate only
during the positive half cycle of the clock and are reset during the other half. However,
the sampler has to sample the integrator output only after the completion of the
integration period. So the integrator and sampler should have alternate EVALUATE
phases, which requires them to have out of phase clocks. Also it is necessary that the
sampler samples the integrator output just before the completion of the integration
period, as shown in fig. 4.3 (b). To ensure this, the sampler clock needs to be inverted,
delayed and applied to the integrator. The simulated waveforms of one path of the
front-end is shown in fig. 4.5, showing alternate Reset and Evaluate phases of the
integrator, sampler and also the time delay between the inversion of the sampler and

integrating clock to ensure sampling at the end of the integration period.

4.3.4 Clock Data Recovery

The integration operation has to start at the beginning of the data bit period

to maximize the integrated output voltage and subsequently the eye opening at the
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receiver end. So it is necessary to continuously maintain a proper phase relation
between the data and the integrating clock. This is similar to a wire-line receiver,
where the clock phase needs to sample the incoming data bit in the middle to ensure
sampling at a point with maximum eye opening. This is typically done through a
Clock Data Recovery (CDR) circuit. A Mueller-Muller (MM) [38] baud rate CDR
is used in this particular design to maintain appropriate phase relation between the
data and integrating clock. Due to the integrating nature of the front-end, the CDR
operation for the I-DDR receiver is different from a traditional wire-line receiver. In
the integrating scenario the CDR needs to maintain a 0° phase difference between
the clock and the data, so that the integration starts at the beginning of the data
period. In a wire-line receiver the sampling clock period has to be at the middle of the
data bit, resulting in an 180° phase difference. Also, in the I-DDR receiver, any phase
mismatch gets directly and proportionally translated to a reduction in voltage margin
due to the integration operation, emphasizing the requirement of a CDR circuit.
The MM-CDR requires only one data sample per clock period for CDR operation,
hence not requiring an oversampled clock. Two additional error samplers are required
to provide necessary error information for the CDR operation. The output of these
two error samplers and the data output is used to generate Early/Late information,
which provides phase mismatch information between the data and the clock. The
truth table for the MM-CDR is shown in fig. 4.6, which is same as that of a non-
integrating receiver. The CDR early/late information is used to either advance or

delay the integrating clock to maintain proper phase relation with incoming data.

4.3.5 Duty Cycle Adaptation

Duty cycle adaptation is required to achieve variable frequency interference rejec-
tion by changing the integration duration while keeping the data rate fixed. Through
duty cycle adjustment, the goal is to achieve interference rejection of frequencies

which are a non-integral multiple of the data rate. Hence, the integration duration
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has to be reduced compared to a 50% duty cycle clock in order to achieve variable
frequency interference rejection. Logical OR operation between different generated
clock phases can be used to create non 50% duty cycled clock. The generated clock is
directly applied to the sampler, which is then inverted and applied to the integrator
as has been discussed in subsection VI.C. The logical OR operation between multiple
clock phases (fig. 4.4 (c¢)) will create a resultant clock which has a duty cycle >50%.
This clock, when inverted and applied to the integrator, creates the necessary <50%
duty cycled clock. The appropriate clock phases required for the OR operation is de-
termined by the CDR and through external scan control. This can also be achieved
through automatic detection of the interference period through an Interference Period
Detector (IPD) and subsequently adjusting the duty cycle of the integrating clock to
match the time period. The interference is amplified to generate a square wave of
corresponding frequency and the integration duration is adjusted by comparing the

ON time of the clock and interference through time to voltage conversion.

4.3.6 Interference Period Detector

The Interference Period Detector (IPD) is used to compare the frequency of the
interference signal and the integration clock period. Through this estimation, the
difference in time period of the interference and the integration clock duration can
be determined. This is achieved by converting the time duration information of
the clock and interference into voltage domain and comparing them to adjust the
duty cycle of the integrating clock. The sinusoidal interference is converted to a
square wave by amplifying it through a self-biased inverter stage. The clock and
interference signal is applied to control the gate voltage of a PMOS switch whose
drain is connected to a current source. During the negative half cycle of the input
signal, the capacitor gets pre-charged to VDD. When the control signal is 1, the
PMOS switch turns OFF and the output node capacitance discharges through the

constant current source. This creates an integrating effect at the output, where the
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Fig. 4.7. Interference Period Detector (IPD) used to compare the
frequency of the interference with the clock frequency. The on-time
duration of the interference and the clock is converted to voltage and
compared through a comparator to generate the timing mismatch
information, which can then be fed back to the duty cycle adjustment
block to control the integrating clock duty cycle. This will enable
a closed loop operation of interference frequency detection and duty
cycle adjustment for adaptive interference rejection.

output voltage is an integrated version of the discharge current. The final value of
output voltage after discharging is determined by the duration of the OFF period
of the PMOS switch. The amplified square wave interference signal and the clock
signal are applied to two such current source switch combination. Since the amount
of discharge is dependent on the capacitance at the output node and the current
source value, it is important to match them closely so that the output voltage is same
for the same duration of discharge for both the clock and interference. Fig. 4.7 shows
the complete circuit diagram of the IPD block.

The peak value of the discharged voltage contains the time domain information

of the interference and clock signal. Hence, the peak value of the discharge voltage
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has to be extracted and compared to determine the timing mismatch between the
two signals. The peak value is extracted by sampling the discharged voltage instanta-
neously on a lager capacitance through a switch. The logic driving the switch should
turn it ON for a short duration just before the end of the discharge period. The
sampled, peak discharge values are compared through two comparators having equal
and opposite offset introduced into them. If the absolute value of voltage difference is
more than the introduced offset value then the phase selection logic adjusts the select
signals to update the duty cycle of the clock. The offsets are applied to introduce
a dead-zone in the duty cycle correction logic, so that the clock duty cycle does not
keep on updating continuously if there is mismatch in the duration of the interfer-
ence and clock period. Conversion of time domain information to voltage domain,
followed by precise sampling of the converted voltage and comparison between clock
and interference converted voltages, enables duty cycle adaptation of the integrating

clock according to the interference frequency.

4.3.7 Transmitter Design

In broadband HBC the signal is transmitted as 1/0 bits and do not require any
modulation at the transmitter end. This simplifies the design of the transmitter as
there is no requirement for frequency up-conversion. As discussed earlier, since we
are doing voltage mode HBC, the output impedance of the transmitter also needs to
be minimized to maximize signal transmission. Keeping these design constraints in
mind, the transmitter consists of a chain of inverters, which drives the data signal
into the transmitter electrode coupled to the body.

The data can be generated by two methods: a) externally loading into the reg-
isters of the transmitter, b) programmable PRBS generator which can generate
PRBS sequences of different length. The maximum supported data rate for this
receiver is 30Mbps, which is less than the bandwidth of the human body (close to
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Fig. 4.8. a) Plot showing BER vs Timing offset between data and
clock (bathtub curve) for different data rates without the presence of
any interference. Lower data rates show higher timing offset tolerance.
b) Measured bathtub curve in the presence of 60MHz Continuous
Wave (CW) interference for a data rate of 30Mbps. The receiver
shows -30dB SIR tolerance with 0.19UT opening (BER level 1073).
¢) BER vs SIR measurement for different data rates, showing higher
interference tolerance (lower BER) for lower data rates.

100MHz [12], [10]). Hence, there is no band limitation of the transmitted signals and

it is not necessary to have any equalization at the transmitter end.

4.4 Measurement Results

The proposed Broadband I-DDR receiver has been fabricated in TSMC 65nm
CMOS technology with an active area of 0.122mm2. The die is wire-bonded to a
PCB for measurements. The interference robustness of the receiver is determined by
measuring the BER under the presence of interference of different types (CW, AM,

FM, multi-tone) and different amplitude (varying Signal to Interference Ratio).

4.4.1 BER Performance with CW Interference

Fig. 4.8 (a) shows the BER performance bathtub curve of the receiver for different

data rate of operation, with varying timing offset between the data and the receiver
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Fig. 4.9. a) Bathtub curve in presence of a) AM interference, b) FM interference.

clock in the absence of any external interference. It can be seen that, for the same
timing offset, the BER increases as the data rate increases. The horizontal opening
of the bathtub curve also decreases for higher data rates. For the highest data rate
of 30Mbps, a 0.2UI eye opening is achievable for a BER limit of 107°. To test
the interference robustness of the receiver, CW interference of varying amplitude is
applied, keeping the data rate fixed at 30Mbps. BER measurements show (fig. 4.8
(b)) a horizontal bathtub curve opening of 0.19UT (BER limit 1073) in presence of
a CW interference of 60MHz frequency and a SIR of -30dB. Fig. 4.8 (c) shows the
BER vs SIR performance of the receiver for different data rates. As the SIR reduces
(less signal, more interference), BER increases for all data rates. Consistent with the
earlier experiments, the BER for higher data rate operation is more under the same
interference condition. It can also be seen that until 30Mbps data rate the BER is
< 1073 even in the presence of interference with a SIR of -30dB. Extrapolating the
measurement results linearly shows interference tolerance of -32dB for a BER of 103

even at the highest data rate of 30Mbps.
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4.4.2 BER Performance with AM, FM Interference

Fig. 4.9 (a) shows the bathtub curve of the I-DDR receiver in the presence of
AM interference of modulation frequency = 600 KHz, carrier frequency = 6 MHz
and modulation index = 0.5. The receiver performance under FM interference of
6MHz carrier frequency, 600 KHz modulation frequency and 0.5 modulation index is
shown in fig. 4.9 (b). The bathtub curve shows a 0.4 UI horizontal opening for FM
interference and 0.35UT opening (< 107* BER) for AM interference rejection. This

shows the interference tolerance of the receiver to AM, FM interferences.

4.4.3 BER performance in presence of DCC

In presence of interferences which are not an integral multiple of the data rate, the
sampled integrated interference is not zero at the end of the integration period. As a
result, the BER performance of the receiver degrades in presence of interferences of
such frequencies. Fig. 4.10 shows the BER at the receiver end, as the ratio between
the interference frequency and the data rate is varied from 1-3, keeping the data rate
fixed at 15Mbps. As can be seen, for non-integral ratios such as 1.5 or 2.5, the BER is
almost two orders of magnitude more than the case for integral ratios of interference
to data frequency. However, by adjusting the duty cycle of the integrating clock to
an appropriate value through DCA, the BER can be significantly improved even for
non-integral relation between interference and data rate. This validates the theory
of variable frequency rejection through duty cycle adaptation while keeping the data
rate fixed. It is also interesting to note that even without duty cycle adaptation, the
BER of the receiver in presence of -25dB SIR interference is < 1073 for all different
non-integral ratios of interference frequency and data rate. This shows the efficacy of

integration followed by periodic sampling to achieve interference robust operation.
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Fig. 4.10. Interference rejection property of the receiver under varying
interference frequency (frequency response), showing lower interfer-
ence tolerance (higher BER) for interference frequencies which are a
non-integral multiple of the data rate. Duty Cycle Adaptation reduces
the BER for these scenarios by adjusting the duration of integration.

4.4.4 BER performance for Multitone Interference

In the previous experiments we have looked into the performance of the I-DDR
receiver in presence of a single frequency. Here we look into the efficacy of the pro-
posed I-DDR receiver in the presence of multiple interferences of different frequen-
cies. The data rate is fixed at 6Mbps and interference of 5 different frequencies
(6MHz, 6.3MHz, 6.6MHz, 6.9MHz, 7.2MHz for Fig. 4.11 (a); 5.4MHz, 5.7MHz,
6MHz, 6.3MHz, 6.6MHz for Fig. 4.11 (b)) are injected into the data transmission.
Each interference corresponds to an SIR of -15dB. The BER bathtub curve shows
a horizontal opening of 0.09UI in fig. 4.11 (a) and 0.05 Ul in fig. 4.11 (b) for a
BER limit of 1073, showing interference rejection even in the presence of multi-tone

interference.
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BER vs Timing Offset in presence of Multi-tone interference
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Fig. 4.11. Bathtub curve in presence of Multi-tone (5 tone) Interfer-
ence : a) Interference frequencies only higher than the data rate, b)
Interference frequencies both higher and lower than the data rate.

4.4.5 Frequency Response of I-DDR receiver

The BER performance of the receiver provides a measure of its interference re-
jection property. A lower BER signifying high interference rejection and vice versa.
Hence, the frequency response of interference rejection for the I-DDR receiver can be
measured by varying the interference frequency and measuring the BER in presence
of those different interferences. Fig. 4.10 shows the frequency response of the I-DDR
receiver, showing BER < 10~ for interference frequencies which are integral multiple
of data rate, showing high interference rejection. The BER increases to > 1072 for
interference frequencies, which are non-integral multiple of data rate, showing lower

amount of interference rejection as expected.

4.4.6 BER Variation with Interference frequency and SIR

Fig. 4.12 shows the BER variation with changing interference frequency and
SIR. The data rate is chosen to be 15Mbps and the interference frequency is varied
from 15-45 Mbps. For each frequency, the SIR is also varied to change the strength
of interference. The measured BER is high for non-integral relation between the
interference and data frequencies. Also as SIR reduces (stronger interference), the

BER increases, as seen in other measurements also. The two peaks in fig. 4.12 show
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Fig. 4.12. Shmoo plot showing the variation of measured BER in
presence of interference of varying frequencies and amplitude (differ-
ent SIR) for a data rate of 15Mbps.

the range of frequency and SIR for which the BER is high. The BER at the second

peak is higher, showing lower interference tolerance for higher frequencies.

4.4.7 Image Transmission and Recovery

In this setup (fig. 4.13 (a)), an image is transmitted from an Arbitrary Waveform
Generator (AWG) to the receiver, which is then streamed to a PC for reconstruction
using MATLAB. The amplitude of the transmitted signal for image transmission
is determined through experimental calibration of the HBC channel. For channel
measurements, a wearable battery powered device is used for transmission and the
received signal is measured in an oscilloscope. However, as reported in previous
literature, HBC channel measurements show lower loss when measured with a ground

connected instruments. To compensate for this the channel loss is recalibrated for
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Fig. 4.13. a) Experimental setup of image transfer through HBC. b)
Flowchart showing the steps used to convert the image into a stream
of bits and re-playing it through an AWG by applying attenuation
corresponding to channel loss. The signal amplitude is determined by
measuring channel loss and recalibrating it to a wearable transmitter,
receiver scenario.

the scenario of a wearable transmitter and wearable receiver as reported in [12], [29].
The signal amplitude of the AWG is determined assuming a transmission voltage
of 1V at the transmitter end, going through a channel loss of a wearable-wearable
measurement scenario. The image is digitized and the corresponding bit stream is
transmitted from the AWG, with proper channel attenuation, to the receiver. The
receiver decodes the incoming signal and the received bit-stream is transferred to
a computer and the image is reconstructed through MATLAB. The PSNR of the
receiver signal is found to be > 50dB showing a BER < 107°. The steps followed for

amplitude re-calibration and image transmission is shown in the flowchart of fig. 4.13

(b).
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Energy Efficiency vs. Data
Rate for the I-DDR Receiver
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Fig. 4.14. Plot of receiver energy efficiency over different data rates,
showing higher energy efficiency with increasing data rate.

4.4.8 Energy Efficiency

Fig. 4.14 shows the energy efficiency of the receiver for different data rates. The
static DC power consumption of the receiver front end components (integrator bias
current, sampler offset generation current etc.) does not scale linearly with the data
rate. Also the leakage power is independent of the data rate of operation. As a result,
the energy efficiency of the receiver reduces for lower data rates, with maximum energy

efficiency of 3.27pJ/bit for the maximum data rate of 30Mbps.

4.4.9 Comparison with State of the Art HBC Transcievers

Fig. 4.15 shows the comparison of the proposed HBC transceiver with other
state-of-the art HBC transceivers. Other than [35], all the previous designs [33],
[34], [36], [37] use narrowband modulation technique for signal transmission. At

the peak data rate of 30Mbps the proposed receiver achieves an energy efficiency
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N.Cho J.Bae J. Lee H. Cho W. Saadeh This Work
JSCC “09 | JSSC °12 | ISSCC ‘14 | ISSCC ‘15 JSSC “17
Process 180nm 180nm 65nm 65nNm 65nm CMOS |65nm CMOS
CMOS CMOS CMOS CMOS
Supply Voltage 1 1 1.1 1.2 1.1 1
Modulation AFH FSK | Double 3-Level Coherent 8 P-OFDM NRZ
FSK Walsh BPSK BPSK
Coding
Maximum Data| 10Mb/s | 10Mb/s 60Mb/s 80Mb/s 2Mbl/s 30Mb/s
Rate
Tx Power 2.4mW 2mw 1.85mW 2.6mw 0.87TmWwW 93uW
Rx Power 3.7mW 2.4mW 9.02mW 6.3mW 1.1mW 98uW
Energy/bit (Tx) | 240pJ/b | 200pJ/b 31pJd/b 32.5pJd/b 435pJ/b 3.1pJ/b
Energy/bit (Rx) | 370pJ/b | 240pJd/b | 150pJ/b 79pJd/b 550pJ/b 3.27pJ/b
SIR (@ 103 -28dB -20dB -20dB NA NA -30dB
BER)
Sensitivity -65dBm | -62dBm |-58dBm @ | -58dBm | -83.1dBm @ | -63.3°'dBm
@ 10° @ 10° | <105 BER 102 BER @ 103 BER
BER BER
Input <100 Q3 | 100-600 10KQ _ >> 50Q 22" KQ,
Impedance Q (Capacitive)
Area (mm?2) 2.3 125 1.12 5.93 0.542 0.122
Interference Yes Yes Yes* No No Yes
Robust
Broadband No No Yes No No Yes

# In robust mode using a separate band-stop filter, not at the highest data rate
* Capacitive input termination, input impedance calculated at the Nyquist frequency of 15MHz
corresponding to highest data rate of 30Mbps. Sensitivity corresponding to 6mV input swing for
this input impedance

Fig. 4.15. Performance Summary and comparison with related literature

of 3.2pJ/bit and the transmitter has an energy efficiency of 3.1pJ/bit, making the
overall transceiver energy efficiency 6.3pJ/bit. This is an 18x improvement over the
previously reported best HBC transceiver energy efficiency of 111.5pJ/bit [34] and
a >100x improvement over state-of-the-art wireless transceivers (fig. 4.16), which

achieves an energy efficiency of 1nJ/bit. For a BER of < 1073, the proposed receiver
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Fig. 4.16. Comparison of the proposed I-DDR transceiver with other
state of the art HBC transceivers in terms of total power and data rate.
The proposed transceiver is the only transceiver to show <10pJ/bit
energy efficiency, making it 18x energy efficient than state of the art

HBC transceivers.
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also achieves an interference tolerance of -30dB, which is higher than other interference

robust HBC transceivers.

The input impedance of the receiver is made capacitive

to provide wider bandwidth as discussed in Section IV. The input capacitance is

primarily determined by the ESD diodes connected to the signal input pin. The input

impedance of the receiver is 22K at the Nyquist frequency of 15 MHz, corresponding

to the maximum data rate of 30Mbps. The sensitivity of the receiver is calculated

using this value as the input impedance of the receiver. The proposed transceiver also

has an active area of 0.122mm?, which is a 4X improvement compared to state-of-the-

art HBC transceivers. The die micrograph and the area breakdown of the individual

blocks are shown in fig. 4.17.
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Fig. 4.17. a) Die Micrograph showing the I-DDR transceiver fabri-
cated in 65nm CMOS technology. b) Power and area breakdown of
different blocks.

4.5 Conclusion

This chapter presents an interference robust broadband HBC transceiver system
achieving 6.3pJ /bit operation, making it 18x more energy efficient than state of the art
HBC transceivers. System level techniques such as capacitive termination and voltage
mode operation are used to utilize the body as a wire-like broadband channel enabling
broadband receiver operation. The interference robustness is achieved through an I-
DDR receiver employing TD-SIS technique for interference rejection. Measurement
results from a 65nm CMOS implementation of the receiver shows -30dB interference

tolerance with maximum achievable data rate of around 30Mbps.
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5. BODYWIRE: ENABLING NEW INTERACTION
MODALITIES BY COMMUNICATING STRICTLY
DURING TOUCH USING HUMAN BODY
COMMUNICATION

Most of the materials in this chapter have been extracted verbatim from the paper:
S. Maity et al. ” BodyWire: Enabling New Interaction Modalities by Communicat-
ing Strictly During Touch using Human Body Communication” submitted to ACM
Transactions on Computer Human Interaction.

Decades of rapid advancement in semiconductor technology has enabled comput-
ing in cheap, small form factor everyday devices. Human users are now submerged
in a sea of computers in the environment, with which they are constantly interacting.
User interaction with the surrounding environment is one of the key aspects of ubig-
uitous computing. Communication between devices during a touch based interaction
will significantly enhance the effect of a touch event and open up new interaction
modalities in Human Computer Interaction. The standard method of achieving this
is through coupling touch (fig. 5.2 (a)) and communication (fig. 5.2 (b)) separately.
That can be done by utilizing a touch sensor (example: capacitive touch sensor) along
with some wireless communication protocol such as Bluetooth, Near Field Commu-
nication (NFC) (fig. 5.2 (c)). These protocols use radio waves, utilizing air as the
communication medium. Wireless radio wave communication suffers from the prob-
lem of security and selectivity, as the signal gets transmitted through air medium and
is available to any device within a certain range. As a result information may get
communicated even when the devices are in close proximity even before touch. So,
communication strictly during a touch event in a secure, selective manner is difficult

to achieve with radio communication.
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Fig. 5.1. a) BodyWire utilizes Electro-Quasistatic HBC technique to
communicate through the body without radiating signal out of the
body enabling selective and secure communication strictly through
touch. a) A wearable transmitter communicating with a receiver con-
nected to a laptop which enables human computer interaction, b)
Demonstration showing selectivity of BodyWire transmission, c¢) In-
formation exchange between a wearable and a computer, d) Secure
Authentication through Body Wire.

Imagine if it is possible to communicate securely and selectively strictly during a
touch event (fig. 5.2 (d)). Human Body Communication (HBC) [1], [25], [2] poten-
tially provides such a secure, selective, natural way of touch based interaction between
users and the environment, turning everyday objects into an interactive computing
platform as well as providing a trusted communication channel. HBC uses the human
body as the communication channel for interactions between devices on and around
the body. The transmitter couples the signal into the body through a metal electrode.
The signal goes through the skin layer and gets transmitted through the conductive
tissues and fluids in the body and is picked up at the receiver end when it is in touch
with the skin. As a communication method, HBC provides three key advantages over
radio wave communication: a) security, b) selectivity, ¢) enhanced device lifetime.

These potential advantages coupled with the natural and seamless integration of
touch in everyday life, make HBC a promising alternative to radio wave communica-
tion for acting as the communication medium during interactions between a wearable
and any computing device in the surrounding environment. Coupling communication
strictly with a touch event can open up new interaction modalities utilizing every-

day conductive objects as a potential touch sensor. Human Computer Interaction
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through HBC can enable different applications such as authenticating a door with
touch through transfer of a key, transferring data between a computer and smart
watch, information exchange between smart watches of two people during a meeting
or some other social gathering [25] etc. In this chapter we develop a HBC system
BodyWire (fig. 5.1), which utilizes electro-quasistatic transmission of electrical signals
through the human body to achieve enhanced selectivity and security by minimizing
signal leakage out of the body into the air medium. The receiver and transmitter
communicate with each other only when both devices are in direct contact with the
human body and there is no communication even when the devices are in very close
proximity to the body. Electro-quasistatic HBC transmission requires operating at
a low frequency range to minimize signal leakage out of the human body. Previ-
ous studies characterizing the human body channel as a communication medium has
shown the body to be a high loss channel at low frequencies, making it undesirable
to operate HBC systems at low frequencies. Hence, certain system design techniques
have to be followed to enable HBC signal transmission at low loss at these low fre-
quencies to minimize signal leakage. The main contributions of this chapter are the

following:

1. Introduction of Electro-Quasistatic (EQS) HBC-HCI and develop-
ment of and optimized EQS-HBC system: We demonstrate that system
level techniques such as capacitive termination and voltage mode transmis-
sion, reception can be used to utilize the human body as a wire-like broad-
band communication channel. As a result, low frequency signal transmission
can occur through minimal transmission loss within the body. This enables
electro-quasistatic transmission, which helps in containing the signal within the
human body. We use Commercial Off-the-Shelf (COTS) components to imple-
ment these techniques and demonstrate electro-quasistatic HBC with minimal

leakage.
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a) Touch b) Communication c¢) Communication+ Touch, d) Communication+ Touch,
Wireless : Leakage HBC: No Leakage
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Fig. 5.2. Different possible interaction scenarios between a body worn
wearable and off-body computing device. a) Only Touch: where
a touch sensitive surface is used to detect a touch event, b) Only
communication: a wearable and machine communicating with each
other through wireless communication, ¢) Communication while touch
through wireless communication radiates the signal, resulting in com-
munication even without touch and also enabling data snooping from
an attacker, d) Communication during touch through Human Body
Communication confining the signal within the body enabling com-
munication strictly during touch.

2. Selective Human-Computer Interaction using HBC-HCI: In our demon-
strations the receiver and the transmitter communicate only through direct
touch with the body. This is achieved by electro-quasistatic HBC transmission,
which minimizes the signal radiated out of the body. As a result, even if the
transmitter or receiver is in close proximity to the body, there is no commu-
nication between them. Hence this enables highly selective human computer

interaction strictly through touch.
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5.1 Motivation
5.1.1 Touch Based Interaction

Touch has been widely used a medium for humans to communicate with devices
around them. Touchscreen displays on mobile devices, computers provide an inter-
active way to communicate with those devices. Touch has also been used as an
interaction technique for 3D interactive environments [39], [40] and haptics. Even
touch based interaction has been recommended for older users due to its limited cog-
nitive, spatial and attentional demand [41], [42]. However, adding interaction along
with touch, which enhances the effect of touch, is seen as a promising application
area [43], [44]. One example of such application is using mobile phones to interact
with larger public displays [45]. Paying through mobile applications is also one such
example, where the user has to authenticate himself/herself by touching a fingerprint
sensor and subsequently use NFC based communication to finish the payment. En-
hancing touch based interaction by combining it with communication can increase
the convenience of such applications significantly. In this chapter, we utilize HBC
to enable communication strictly during touch, enhancing the effect of touch based

interactions.

5.1.2 Previous HBC Demonstrations

There have been previous studies showing both system level and circuit level im-
plementation of HBC based system for interactions between wearable devices and
computers. Microchip Technologys Bodycom system [46] show interaction between a
wearable transmitter on a pocket and other everyday objects such as a car / home
door, power drill etc. The communication also occurs when the transmitter is kept
in the pocket, showing that direct touch is not a strict requirement for communica-
tion. [32] shows the demonstration of a ring being used as an intermediate device for

exchanging data between two computers. The data is downloaded from a computer
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into the ring while touching a pair of electrodes attached to the computer. But in
this scenario the communication is done by the touch of two fingers, which forms a
closed path between the transmitter and receiver through the electrodes making it
unusable for wearable devices, like a smartwatch / smart-band. The demonstrations
in [47] show the transfer of an image between a mobile transmitter and a receiver
terminal connected to the wall. It also shows that even when the transmitter and
the receiver are a few centimeters away from each other, they can communicate with
only just the transmitter being held in hand and the receiver not in touch with the
body. [48] shows applications where the colour of the clothing of a person or a ball
changes depending on the colour displayed at the transmitter end. Various demon-
strations of cabinet unlocking, authentication on doors are shown in [49]. However, in
this case also the demonstrations work when the person is not in direct contact with
both the transmitter and receiver devices. [50] shows multiple applications utilizing
HBC for human computer interaction, such as playing interactive games by touching
or walking on floor tiles. The authors show that even when the person wearing the
transmitter is standing on one floor tile, there is signal leakage into the adjacent floor
tiles. Also, there is communication between the wearable and the floor tiles through
the shoes of the user, showing touch is not a strict necessity for communication. The
demonstrations in [51] show the usage of commodity devices such as smartphone and
touchpads to transmit secret keys through the body for user authentication. The
achievable data rate in this scenario is a few hundred bits per second, which is suffi-
cient for the authentication demonstrations shown but not sufficient for information
transfer. The studies discussed so far focuses on system level demonstration of HBC.
There have also been previous studies [33], [34], [36], [27], [37] which focus on spe-
cific circuit design techniques for HBC. Most of these designs also operate at high

frequencies, making them prone to signal leakage out of the body.
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Fig. 5.3. a) EQS-HBC enables signal confinement within body. So,

there is no signal leakage out of the body. b) This results in commu-

nication strictly during touch.

5.1.3 Open Problems (HBC-HCI)

The previous demonstrations of HBC show information exchange when there is a
path between the transmitter and the receiver. However most of them suffer from the
problem of signal leakage, which results in the receiver getting triggered even when
there is no direct physical contact with the receiver. [47] shows information getting
transferred even when the transmitter is a few centimeters away from the receiver.

The authors in [50] show that signal leaks into the adjacent floor tiles even when the
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person with the transmitter is standing on a separate floor tile. Other demonstrations
also show communication when the device is not in direct touch with the body. This
shows that there is signal leakage out of the body, which results in communication
between the devices even without direct physical touch. As a result of which, these
demonstrations does not have the property of information exchange strictly during
touch. However, the goal of this chapter is to design systems such that a touch event
is the necessary and sufficient condition for signal transmission (fig. 5.3). This can

be written as

Touch = Communication (5.1)
I'Touch = !Communication (5.2)

Each of the individual equations provides a necessary condition for communica-
tion, however both of them combined provides the necessary and sufficient condition
for strictly touch based communication. We design our systems following system
level techniques such that signal leakage out of the body during HBC transmission is

minimized and we can demonstrate data transmission strictly during touch.

5.2 Fundamental Techniques

In our current demonstration, we have used certain system level design techniques
and parameter choices to minimize the signal leakage out of the body and provide us
with selectivity and security during Human Computer interactions. The key system
level design techniques utilized to achieve this are: a) Electro-quasistatic HBC, b)
Capacitive receiver termination, ¢) Voltage mode transmission and reception. In this
section we discuss the effect of each of these techniques in achieving the goal of higher

selectivity and security.

e Electro-quasistatic (EQS) HBC: In EQS-HBC, the signal transmission be-
tween the transmitter and the receiver occurs through electric fields, which are

contained within the human body. The signal propagation occurs primarily
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Experimental Setup b) Measured EQS-HBC Leakage c) Correlation between EQS-HBC
Voltage leakage and transmitted signal
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Fig. 5.4. Measurement of signal leakage into the air, as the receiver
is moved away from the body. a) Measurement setup showing leak-
age measurement and on-body signal transmission measurement b)
Plot of measured voltage with distance away from body, ¢) Corre-
lation between the measured and transmitted voltage over distance
at different angles. The correlation is <0.5 even for distances a few
cm away from the body, highlighting the difficulty for an attacker to
snoop an ongoing transmission.

through the low impedance tissue layers underneath the skin. Propagation of
electro-magnetic waves is not the primary mode of communication in this sce-
nario. Hence, there is minimal signal leakage out of the body during ongoing
signal transmission within the body. The low frequency operation of the HBC
system enables electro-quasistatic operation and is the primary reason for the
confinement of the transmitted signals within the body. Fig. 5.4 shows the
measured voltage at different distances from the body when there is a signal
transmission going on within the body at 1 MHz frequency. It can be seen that
the amount of signal leakage in the air falls below 10 millivolts even 1 centime-
ter away from the human body, showing signal confinement primarily within
the body. The signal received only a few centimeters away from the body also
shows minimal correlation with the transmitted signal. Hence, it will be nearly
impossible for an attacker to successfully decipher the data transmission going

on even from a distance of a few centimeters away from the body. However, to
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achieve electro-quasistatic operation, it is important to operate at low frequen-
cies to minimize signal radiation. Previous studies characterizing the human
body [12], [10], [5], [19], [7] had shown high signal attenuation at low frequen-
cies, making it an undesirable frequency band for HBC transmission. However
for our current system design, we use capacitive termination and voltage mode
operation to reduce the human body channel loss at low frequencies and extend
the bandwidth of the human body. This enables using the body as a wire-like

communication channel, even utilizing the low frequencies.

Capacitive Termination: The value and type of termination impedance of
the human body channel at the receiver end is an important parameter in de-
termining the operable frequency range of the HBC system. Resistive termina-
tion is the commonly used termination methodology in most previous studies.
However, in our design, the termination at the receiver end is done through a
high impedance capacitor. Because of the capacitive return path between the
transmitter and the receiver, using a capacitive termination at the receiver end
creates a loss response independent of frequency. This reduces low frequency
loss and enables HBC at these frequencies. In our current demonstration, the
receiver is carefully designed such that its input impedance and hence the ter-

mination impedance seen by the channel is primarily capacitive.

Voltage mode transmission and reception: Previous HBC system designs
primarily use signal power as the metric for communication between devices.
However, power transmission requires low impedance termination at the receiver
end, which is not suitable for low frequency signal transmission through HBC.
In our demonstrations we use voltage mode operation, where the transmitter
sends out voltage through the system and the receiver is designed to pick up
voltage. Voltage mode operation requires high impedance termination at the
receiver end, which also enhances the amount of signal received for low frequency

HBC operation. Hence, design of voltage mode systems also help reduce the low
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Fig. 5.5. Measurement of received SNR for different electrode con-
figurations: User touching a) electrode 1, b) electrode 2, ¢) electrode
3 respectively for a three electrode configuration. d) User touching
electrode 3 in a four electrode configuration. All measurements show
more than 20dB degradation in SNR on adjacent electrodes compared
to the electrode being touched when the transmission frequency is
500KHz, showing signal confinement in EQS HBC. Measurements at
20MHz show significantly more signal leakage to adjacent electrodes
as well as variation in measurement.

frequency loss. This in turn enables electro-quasistatic HBC, providing signal

confinement within the body.

Design Goals

Touch Based Communication: The primary design goal of the demonstra-
tions is to show communication strictly during touch events. The transmit-
ter and the receiver communicate only when there is a direct conductive path
through the human body. This can only be achieved if there is no communi-
cation through the air medium by signal leakage out of the body. Hence, to
ensure communication strictly through touch, the system has to be designed

to ensure minimal signal leakage out of the body. For this, we have utilized
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signal transmission at frequencies lower than 500 KHz. The low frequency op-
eration enables EQS-HBC and results in minimal signal radiation out of the
body. The experiments in fig. 5.5 shows the viability of strictly touch based
communication. Three electrodes are kept 1 cm away from each other. The
user touches one of the electrodes and the received signal is measured through
a spectrum analyzer at all of the electrodes. The peak value of the measured
spectrum at each electrode is shown in fig. 5.5 corresponding to each posture
for two different frequencies. It can be seen that for low frequencies used in
EQS-HBC, the adjacent electrodes receive at least 20dB less signal compared
to the electrode that is being touched directly through the fingertip, with SNR
of 5 dB or less. On the other hand, for a high frequency transmission at 20MHz,
the received SNR at the adjacent electrodes are 15dB, which makes it possi-
ble for a receiver connected to the adjacent electrode to get activated. Also
the measured spectrum shows higher variation at 20 MHz frequency, making
it difficult for a receiver to differentiate between actual data transmission and
leakage. This shows that the low frequency operation enables the selectivity of

the touch events achievable through EQS-HBC in our current system design.

Posture Independence: For signal transmission between a wrist worn/ hand-
held device and a computer, the hand posture affects the amount of signal
received at the receiver end. Specifically, the distance of the hand from the
torso of the user affects the amplitude of the received voltage. Experiments in
fig. 5.6 shows four different postures of the hand with the transmitter and the
corresponding received signal at the receiving electrode when the other hand
is touching it. It can be seen that there is 7 dB difference in the amount of
received signal depending on the posture of the hand. Maximum amount of
signal is received for the posture with an outstretched hand. As the hand with
the transmitter is brought closer to the torso, the received signal amplitude
decreases. Touching the torso with the transmitting hand shows minimum re-

ceived signal at the receiver end. The BodyWire system should be designed
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Fig. 5.6. The effect of transmitting hand posture on received signal
strength. a) The transmitting hand moves closer to the torso from its
outstretched position, b) the received signal strength reduces as the
hand moves closer to the torso.

to operate across all these posture variations. The receiver should be sensitive
enough to operate during the posture with minimum received voltage but should
not get saturated when the amount of received signal increases to maximum for

a different posture.

Convenience: One of the primary goals of HBC is to enhance convenience
during user interaction by combining communication with touch. The combina-
tion of communication and touch results in combining multiple user interaction
steps into one single step, which enhances the ease of use. BodyWire system
is designed to provide secure communication during touch and enhance user

convenience during human-computer Interaction.

Wide Applicability: The BodyWire system serves as the communication
backbone infrastructure for any application requiring transmission of informa-

tion strictly through touch. The system is designed to take data from a trans-
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Fig. 5.7. Interferences picked up by the body during transmission
in EQS-HBC. a) 60Hz building power supply noise, b) Additional 40
KHz interference present in the laboratory environment.

mitter device, transmit it through EQS-HBC and decode it at the receiver end.
The type of transmitter, receiver device does not affect the hardware / software
of the BodyWire system. This will allow wide applicability of the BodyWire
system for different application scenarios such as data transfer, secure authen-

tication etc.

e Interference Tolerance: The human body picks up any interference present
in the environment due to the human body antenna effect [33]. This interference
affects any ongoing HBC data transmission, resulting in bit errors. Since the
frequency of operation of the BodyWire system is in the range of 100s of KHz,
any environmental interference in this frequency range has an effect on data
transmission. Fig. 5.7 shows two of the prominent source of interference present
in the laboratory environment, as measured through an oscilloscope. The 60
Hz noise (fig. 5.7 (a)) originates from the supply mains within the building,
which will be present in an actual application scenario within any building.
The interference around 40 KHz (fig. 5.7 (b)) is due to the light sources present
in the laboratory. The hardware of the BodyWire system is designed to filter
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Fig. 5.8. a) Safety limit table of current density and SAR provided
by the ICNIRP guidelines b) Current density of EQS-HBC from sim-
ulated circuit models , showing >10000x lower current density com-
pared to the safety limits

out the different interferences present within the environment. The software
also needs to have error detection/ correction mechanisms to tolerate bit errors

happening due to any interference affecting transmission.

e Form Factor: The BodyWire system is designed for applications involving
Human Computer Interaction. Hence, one of the devices involved in the in-
teraction will be a wearable or a hand-held device. So both the transmitter
and the receiver should be designed to have a wearable form factor. This puts
a limit on the battery life and the processing power of the computing unit

(microcontrollers) present on these devices.

5.4 Safety

HBC requires transmission of electrical signal through the human body. Hence
safety limits of electrical signal transmission are one of the primary concerns of any

HBC system. Every HBC based system should be designed to adhere to the safety lim-
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a) Bodywire Device Components b) Transceiver Block Diagrams
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Fig. 5.9. a) BodyWire device components: PCB of the analog front-
end, TM4C123G microcontroller acting as the Digital Processing
Unit, Lithium Poly Battery used as power source, 3D printed cas-
ing for packaging the device. b) Block diagram of the transmitter and
receiver showing the basic building blocks and how they are intercon-
nected.

its of current and radiation (fig. 5.8). The International Commission on Non-Ionizing
Radiation Protection (ICNIRP) provides guidelines for limits of human exposure to
time varying electric, magnetic and electro-magnetic fields up to 300 GHz frequency.
Since the BodyWire system operates in the frequency range of a few 100s of KHz, we
are primarily focused on the low frequency range. The rms current density through
the body is the primary bottleneck at this frequency range. The 4Hz-1KHz frequency
range has the most stringent current density requirement as the current at these fre-
quencies has effect on nerve stimulation. Fig. 5.8 shows the safety requirement of
current density for different frequencies. Simulating an EQS-HBC circuit model [28]
shows that the current density in EQS-HBC is ;10000x lower than the safety limits
imposed by the guidelines. This is primarily due to the high resistance provided by
the return path capacitance at the low frequency of operation, limiting the overall

current through the system.
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5.5 System Level Implementation

The complete BodyWire transceiver is implemented using Commercial Off-The-
Shelf components, as shown in fig. 5.9. The receiver consists of an Analog Front End
(AFE) designed on a custom PCB for signal processing and a Digital Processing Unit
(DPU) to run the software and interface with the external world. The AFE primarily
consists of filters and amplifiers to process the received signal. The transmitted signal
gets attenuated and is affected by environmental interference when it is received at
the receiver end. Hence appropriate analog signal processing needs to be performed
to recover the received bits from the noisy, attenuated signal, before it can be uti-
lized by the DPU. The DPU is implemented on a Texas Instruments TM4C123G
microcontroller, which has a 32bit 80 MHz, ARM Cortex M4 processor. The board
consists of 32KB SRAM and 56KB flash memory. Two 12 bit, 2MSPS ADCs are used
to sample the signal coming out of the AFE and these act as an interface between
the AFE and the DPU. 32 bit Timers internal to the microcontroller is used to pro-
vide precise timing necessary for ADC sampling operation. The DPU performs basic
error correction on the received bits and decodes the data from its packetized form.
The DPU also acts an interface to the touchscreen display unit through the Serial
Peripheral Interface (SPI). A BOOSTXL-K350QVG-S1 QVGA touchscreen display
is used for taking external touch input and display images or text. The transmitter
also has a TM4C123G microcontroller unit as its DPU. The transmitter packetizes
the data payload and transmits it through one of the General Purpose Input Output
(GPIO) pin present in the microcontroller. The transmitter can also receive exter-
nal input through touch screen display (BOOSTXL-K350QVG-S1) or push buttons
present on the microcontroller board. Both the transmitter and receiver is provided
power supply through rechargeable Li ion batteries to reduce noise and comply with
the wearable form factor. The data rate of transmission achievable in the prototype

BodyWire system is 8 Kbps.
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Before Transmission After Transmission

Transm itte

Fig. 5.10. Selective information transmission from a transmitter to a
receiver: a) Two receivers kept in close proximity to each other, b)
Data transmitted to the receiver, whose electrode is touched by the
user. The adjacent receiver does not receive the signal.

5.6 Applications

We show three example demonstrations of the Body Wire system and illustrate how
it can be used for strictly touch based communication. The first application demon-
strates the selectivity and the strict touch requirement of communication through
HBC, where the data intended for a particular receiver is not picked up by an adja-
cent receiver in close proximity. The second application shows transfer of information
from a wrist watch to a computer through the touch of an electrode, highlighting the
convenience aspect. Demonstration 3 shows secure authentication through touch by
unlocking a computer when a person wearing the appropriate key touches an electrode

connected to the computer. This illustrates the security aspect of HBC.

5.6.1 Selectivity: Data Transmission with multiple receivers

Selectivity is one of the key advantages of signal confinement within the body,
achieved by BodyWire. The selectivity aspect of BodyWire is the focus of this cur-
rent demonstration. In this scenario there are two receivers, which are kept in close
proximity to each other. The transmitter transmits a code corresponding to the color

chosen by the user on the touchscreen display. The data only gets transmitted to the
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Information Transfer through Touch

Data Transfer
Complete

Fig. 5.11. Information transmission from a wearable device to a com-
puter through touch. a) user about to touch the electrode , b) infor-
mation transfer during touch of electrode resulting in image displayed
in the computer.

receiver whose electrode is touched by the user (fig. 5.10). Although the electrode of
the other receiver is in close proximity, it does not receive the signal (fig. 5.10 (b)),
showing selectivity provided by the BodyWire prototype. The signal confinement
property of EQS-HBC makes selective information transmission possible, as shown
through this demonstration. This selectivity property can be utilized for applications

requiring precise location tracking and localization.

5.6.2 Data Transfer: Wearable to Computer Data Transfer

In this demonstration we utilize the Body Wire framework to transfer information
from a wearable device such as a smart watch to a computer (fig. 5.11). A Body-
Wire receiver is connected to the computer, which uses serial USB to communicate
with the receiving computer. When the user touches the electrode connected with
the receiver, it forms a communication channel between the devices. The code corre-
sponding to the image being displayed in the wearable gets transferred to the Body-
Wire receiver through EQS-HBC, which is subsequently transferred to the receiving

computer through USB serial communication. The receiving computer displays the
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image corresponding to the code it receives on its display. This demonstration shows
information exchange between a wearable transmitter and a computer. This can be
extended to image transmission also but that requires higher data rates than 8kbps
supported through the BodyWire prototype. The receiver device in this demonstra-
tion is implemented as a separate device connected to the computer through USB for
the ease of implementation. However, it can always be integrated within the com-
puter as a separate module with only the electrode acting as the external interface.
This example illustrates the possible usage of BodyWire framework for entertainment
purposes. Transferring data from one device to another just through touch provides a
very natural and intuitive way of information exchange and enhances user convenience
significantly. This demonstration can also be utilized for other usage scenarios such
as downloading map information from computer to a smart-watch or using a body

worn wearable as an intermediate device for data transfer between two computers.

5.6.3 Secure Authentication: Unlocking Computers

This demonstration of the BodyWire system shows the unlocking of a computer
screen with the touch of an electrode connected to a HBC receiver, as seen in fig.
5.12 (a)-(d). The computer unlocks only when the user with the correct key touches
the electrode connected to the computer, through the HBC receiver. It can also
be seen from our experiments that the computer does not unlock when the finger-
tip of the user is very close (< lcm) to the receiver electrode but not touching it.
This shows that there is very little signal leakage out of the body, demonstrating
the additional physical layer security provided by EQS-HBC compared to radio com-
munication. Hence, utilizing EQS-HBC is advantageous for applications like secure
authentication as shown here. This demonstration can also be seen as part of a two
factor authentication system, where the unique key of the transmitter acts as a sub-
stitute to password. For two factor authentication systems the user has to use both

his/her biometric identification (like fingerprint) and a passcode for authentication.
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Fig. 5.12. Demonstration showing secure authentication of a com-
puter through the key transmitted by a body worn device. a) The
computer is locked and does not get unlocked even when the user
with correct key is in close proximity to the electrode, b) Zoomed in
diagram showing air gap between the finger and electrode, ¢) Com-
puter gets unlocked when the user with the correct key is touching
the electrode, d) Computer does not unlock when the user with the
incorrect key touches the electrode.

This requires two separate steps of scanning fingerprint and entering the passcode.

However, by doing communication through touch it is possible to perform two factor

authentication through fingerprint matching and also authenticating through the key

sent by the transmitter. This enhances the convenience of such applications by re-

ducing the number of steps performed by the user. Through EQS-HBC, it is possible

to utilize the human body as a physical communication channel, where the signal is

primarily confined within the channel itself and there is minimal radiation out of the

body. This enables additional physical layer security which can be utilized to create
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secure channels during pairing of devices, such as a streaming device and a TV. Tra-
ditionally, in wireless protocols such as Bluetooth, such pairing process begins by key
exchange over non-secure air medium, making them vulnerable to malicious attacks.
This demonstration shows the possibility of key exchange through EQS-HBC, which

can be utilized for establishing secure channels for wireless communication.

5.7 Conclusion

Touch acts a natural way of interaction between a human and computing resources
present in the environment. Coupling communication with touch will enhance its
effect significantly opening up new interaction modalities in human computer inter-
action. In this chapter we demonstrate BodyWire, which uses EQS-HBC to mini-
mize signal leakage out of the body and hence enable communication strictly during
touch previously not achievable through wireless radio wave communication or other
HBC based systems. The low frequency operation of EQS-HBC helps it reduce sig-
nal leakage out of the body significantly, enabling communication strictly through
touch. Design techniques, such as capacitive termination and voltage mode trans-
mission / reception has been used to minimize loss through the human body at low
frequencies to enable EQS-HBC. The system has been designed to tolerate variation
of signal strength due to posture variation of the user and interferences present at
low frequencies. The BodyWire system has been used to show data (payment, image,
medical data) transmission selectively and strictly during touch events and demon-
strate applications such as transfer of an image from a wearable to computer, secure
authentication (doors, pairing a smart device) of a computer through a body worn
key. As computers increasingly become part of our environment, systems coupling
communication and touch will provide new modalities to interact with them. Body-
Wire provides such a platform for communication strictly during touch. We hope this
will stimulate future research on new human computer interaction modalities which

benefits from the coupling of communication and touch.
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6. PHYSICALLY SECURE WEARABLE-WEARABLE
INTER-BODY HUMAN BODY COMMUNICATION

Most of the materials in this chapter have been extracted verbatim from the pa-
per: S. Maity et al. ”Physically Secure Wearable-Wearable Inter-Body Human Body
Communication” submitted to UbiComp 2019.

6.1 Introduction

Improvements in solid-state circuit design over the last several decades have en-
abled the widespread proliferation of wearable devices and personal computing re-
sources to a diverse number of users. Many daily functions such as financial trans-
actions, SMS, health monitoring, telecommunication have either been off-loaded to
these devices or assessed as necessary features to carry everywhere. Because of this
phenomenon, technology and interfaces that supports the usability and interactions
between these wearable devices continue to become more important from both a se-
curity as well as a usability perspective. Electronic communication between these
devices is an essential feature for the functionality of these phones, smartwatches
etc., whether that comes in the form of secure key exchange between two devices or
SMS data/notification from a mobile phone to a smartwatch. Traditionally, these
devices utilize Bluetooth to form this communication channel. In this paper, we
present an alternative communication using BodyWire, a single-wire communication
technique that enables secure covert communication between wearable devices sur-
rounding the body. BodyWire uses Electro-Quasistatic Human Body Communication
(EQS-HBC) accompanied with several critical design techniques that enable biological
and environmental independent operation for mobile wearables. EQS-HBC enables

communication through the conductive properties of the human body and uses the
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body as a wire while limiting the physical signal leakage out of the body by oper-
ating at the Electro-Quasistatic (lower frequency) regime. Firstly, this enhances the
security of ubiquitous wearables by eliminating the access of the physical signal from
a nearby malicious attacker. This may seem like small concern with software encryp-
tion; but, researchers have demonstrated the hacking of critical life-saving medical
devices through these encrypted radio networks. Secondly, it enables communication
initiated through touch alone, eliminating the complicated setup process completely.
Considering the growing number of ubiquitous devices surrounding the human body,
this is an important aspect of keeping high accessibility and usability for a diverse
group of users. BodyWire creates an intuitive interface of touch that every human
is familiar with and can use. Simple touch is now augmented with the ability of
electronic data transfer through a small form factor device that can be adorned on
the human body to another worn device or any number of machines/terminals that
we interact with today.

In this paper we explore the different environmental and human factors that affect the
communication between two wearable devices during communication through HBC.
The transmitter and the receiver device has been designed following techniques such
as capacitive excitation into the body, high impedance capacitive termination at the
receiver and voltage mode operation to enable its operation through EQS-HBC. Ex-
periments are carried out on multiple subjects over two months to assess the effect
of different factors on the overall channel loss and ensure repeatable measurement
results. We identify the key factors such as the surrounding environment and human
body postures that affect the channel loss and determine it under varying conditions
to quantify the effect of those individual factors. We also identify the amount of signal
leakage out of the body at different distances and identify the range of distances over
which channel loss measurements can potentially be affected by the signal leakage.
The rest of the paper is organized as follows: Section 2 provides a background of
the HBC technology and compare the EQS-HBC implementation of this paper with

previous implementations. Section 3 discusses the key design techniques that en-
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Comparison of BodyWire with State-of-the-art HBC Implementations
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Challenge due to Higher Loss Return Path Capacitance previous implementation;
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*This work shows the first Inter-body capable, Physically Secure wearable-wearable HBC, with a small form-factor device that is easier to wear

Fig. 6.1. Comparison of Bodywire Implementation with state-of-the-
art HBC demonstrations. The key challenges associated with small
factor inter-body HBC demonstration is also highlighted.

ables EQS-HBC. Section 4 discusses the key experimental constraints that need to
be maintained to ensure repeatability and correctness of the experiments. Section 5
talks about the different experiments that are carried out to characterize the channel
loss and quantify the effects of different factors on the overall channel loss. Section
6 provides a demonstration of information exchange between devices worn by two

persons and we conclude in Section 7.

6.2 Human Body Communication: Background

BodyWire uses Human Body Communication (HBC), also commonly known as
Body Channel Communication (BCC) as the underlying communication method be-
tween the devices. HBC has been a field of active research over the last two decades
since it was proposed by Zimmerman [1] in 1994 for Personal Area Networks (PAN). It
was proposed to capacitively couple pico-amps current into the body to communicate
between devices around it. Since then, there has been multiple aspects of HBC that
has been explored, namely the channel characteristics of the human body, integrated

circuit design specific for HBC, complete system design demonstrating information
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exchange between devices. In this section we provide a brief overview of HBC on
these different aspects and identify the key limitations present in modern day HBC,
highlight the possible solutions to alleviate those and enable the demonstration of
information exchange between appropriately ground isolated wearable devices.

One of the critical element in any HBC system is the channel characteristics pro-
vided by the human body. However, measuring the body channel characteristics
without affecting it requires careful experiment design with sufficient isolation be-
tween the ground of the measurement instruments and the measured devices. As a
result, there is a wide variation in the measured channel response available in liter-
ature [4,5,7-10,12]. Some of the measurements show low channel loss ( 20dB) due
to improper ground isolation [9,13], as a result of which the wearable device gets a
larger ground than a practical wearable device. HBC systems, which are designed
based on these measurements, will not have the sufficient sensitivity to function in
an actual scenario where the channel loss is significantly higher. A separate group of
measurements [4,5,7] show the channel loss to be significantly high (>90 dB) at low
frequencies (<10MHz), showing that frequencies ;10MHz is the optimum frequency
for designing HBC systems. However, this limits these systems in terms of security
and selectivity, as there is significant signal leakage out of the body. We will discuss
in detail about the signal leakage aspects in detail in the later sections. However, this
shows the importance of proper channel characterization for the design of an HBC
system. We have characterized the human body channel with proper ground isola-
tion and termination at the receiver end to establish it as a broadband channel and
utilize the measurements to design the BodyWire prototype. We discuss about the
measurement setup and the corresponding results in detail in the following sections.
There has also been multiple studies for designing integrated circuits specific for HBC
applications [33], [34], [36], [27], [37]. The relatively lower loss of the broadband hu-
man body channel makes it possible to design energy efficient circuits compared to
traditional wireless circuits such as Bluetooth. However, the focus of this paper is on

Commercial off-the-shelf (COTS) component based system design for demonstration
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of HBC. There has been multiple studies for the system level demonstration of HBC.
The demonstrations primarily show communication between a wearable and an earth
ground connected device. Moreover, these demonstrations suffer from the problem
of signal leakage out of the devices even when the person is not in direct physical
contact with it. This makes the interactions not selective and the data transmis-
sion prone to attacks from an unintended recipient. One of the earliest commercial
implementation of HBC is through Microchip Technology’s BodyCom system [46].
They show the unlocking of car or home door using a wearable transmitter device.
The devices communicate even with the transmitter in the user’s pocket showing no
strict requirement of direct contact with the body for communication. [32] shows the
use of a ring as an intermediate data transfer device for information exchange be-
tween two computers. There are demonstrations shown in [47] where an image gets
transferred from a mobile transmitter to a wall connected device. However, from
the demonstrations we can clearly see information getting transferred between the
devices even when the user is far away from the receiver and only holding the trans-
mitter device. [48] shows transfer of colour information from a wrist watch to the
clothing of another person when the persons come in contact with each other. The
authors of [52] show the example of a game where the users communicate with floor
tiles with a wearable watch like device. The devices can communicate even when the
user is wearing a footwear showing communication without direct physical contact
with the devices and the potential for signal leakage. As a follow-up work [53], the
authors provide SNR measurements for different intra-body and inter-body scenar-
ios for communication between wearable devices and provide guidelines for design of
groundless BCC systems. As a demonstration, the authors show an application of
music streaming through BCC headphones, operating at a carrier frequency of 8MHz,
which can again potentially suffer from signal leakage out of the body. The authors
in [51] re-purpose the finger print sensors of commodity devices such as smartphones
for sending signals through the body for authentication purposes at a data rate of

100s of bits per second.There are other implementations, such as TAP [54], Earthlings
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Fig. 6.2. Human body communication using a) capacitive coupling
mode versus b) galvanic coupling mode. Capacitive coupling HBC is
advantageous for wearable devices as the loss is consistent across the
entire body.

Attack! [55], Wearable Key [56], CarpetLAN [57], which uses human as the commu-
nication medium for interaction between devices. Through BodyWire, we show the
first implementation of physically secure inter-human information transfer, utilizing
channel loss results obtained from thorough characterization of the effect of different
factors. The associated challenges and comparison with state-of-the-art is shown in
figure 6.1.

On a broader sense HBC can be classified as one of those human computer interaction
techniques which enables interaction between devices through touch using electrical
signal transmission through the body. There are multiple studies which identifies
either single/ multiple touches on a screen such as Field mice [58], Smartskin [59],
Diamond Touch [60], Swiss-cheese extended [61], Opencapsense [62], DGTS [63], Tile
Track [64]. BodyWire enables communication between devices only when they are in
direct touch contact with the body but does not provide the capability to find the
location of the touch. Skintrack [65] , Aurasense [66], Highb [67], Living Wall [68],
iSphere [69] enables gesture recognition using interaction between electric field and

the human body.
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6.3 Electro-Quasistatic Human Body Communication (EQS-HBC)

The fundamental idea behind EQS-HBC is to work a frequency low enough to be
in the electro-quasistatic region. In case of a electromagnetic transmission the electric
and magnetic fields are related to each other through the Maxwell’s equations 6.1,

6.2 6.3 6.4).

E=— 1
vEe=ZL (6.1)
V-B=0 (6.2)
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In case of electro-quasistatic or magneto-static scenario one of the time deravite
becomes negligible. Hence in a electro-quasistatic scenario equation 6.3 gets modified

to

VXxE=0 (6.5)

Similarly for magneto-quasistatic scenario equation 6.4 is updated to

V x B = p1oJ (6.6)

Operating in the electro-quasistatic regime in HBC enables the signal to be pri-
marily confined within a short distance from the body and have minimal leakage out
of the body. Traditional wireless communication like Bluetooth results in the signal
being radiated isotropically in all directions and hence lack the security aspect (figure
6.3). However, EQS-HBC enables the secure transmission of information between

devices by minimizing the signal leakage out of the body .
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Fig. 6.3. EQS-HBC vs. WBAN: An Overview of the Data Privacy
Space. In case of EQS-HBC the signal is primarily confined within
a small distance of the body. Whereas in WBAN the signal can be
snooped at distances up to 5 meters, providing significantly lower
security and privacy.

6.4 Key Design Techniques
6.4.1 Capacitive vs Galvanic Coupling

The theory of operation behind capacitive coupling [1] (figure 6.2a) HBC can be
understood by the use of traditionally parasitic capacitances as the return path for
what would otherwise be a traditional wireline channel. On the other hand, galvanic
coupling [2] (figure 6.2b) of signal to the body involves applying a differential excita-
tion where the signal path is localized in the human.

There are two key reasons for choosing capacitive coupling for a fully wearable ap-
plication over galvanic coupling. Firstly, capacitive coupling introduces much less
current in the body, and hence makes it more attractive from a safety perspective, as

the current is heavily limited by the return path capacitances. The more important
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reason, is that since the communication utilizes capacitance between the the devices
to ground and this capacitance (few pF) has significantly higher impedance than the
rest of the closed loop path, most of the signal loss occurs across this parasitic ca-
pacitance. Hence, the received signal strength across different parts of the body is
almost equal. In later sections we carry out experiments to highlight this particular

benefit of capacitive coupling.

6.4.2 High Impedance Termination

Proper termination at the receiver end is another key factor in determining the
overall channel loss between the transmitter and receiver devices. A simple circuit
theoretic analysis of the HBC channel model shows that the overall channel loss will
reduce if a high impedance termination is used at the receiver end. Similarly, a
capacitive termination at the receiver end will reduce the low frequency channel loss
and make the channel loss almost independent of frequency. A detailed theoretical
analysis and experimental results of the channel loss based on a bio-physical model
can be found in [70]. The HBC receiver circuit needs to be designed taking the
constraint of high impedance capacitive termination into account to enable low loss

low frequency operation.

6.4.3 Electro-Quasistatic Human Body Communication

The high impedance capacitive termination at the receiver end reduces the human
body channel loss at low frequencies and extends the frequency range of its operation.
This opens up a new frequency band of operation in the sub-MHz range, which
was previously deemed unusable due to the high channel loss reported in previous
literature. We utilize this low frequency band to enable Electro-Quasistatic Human
Body Communication (EQS-HBC) and use it for our demonstrations. In EQS-HBC,
the wavelength of the transmitted signals are significantly larger than the size of the

human body, as a result of which the signal is constant across the body. This also helps
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reduce the leakage out of the body significantly as the signal leakage is proportional to
the frequency of the transmitted signal [71]. The low leakage helps in characterizing
the human body channel with minimal effect from inter-device coupling, which can
provide optimistic channel loss measurements. It also enhances the security of the
HBC devices as the signal is confined within a small distance around the body and

reduces the probability of an unintended attacker snooping the signal.

6.4.4 Voltage Mode Operation

In the design of the BodyWire system we send the signals between the transmit-
ter and the receiver as voltage instead of power which is traditionally used in other
systems [53]. Using voltage for information transfer benefits from the high impedance
capacitive termination at the receiver as it maximizes the amount of voltage at the re-
ceiver end. Maximizing the power at the receiver requires different design constraints
for optimization compared to voltage mode operation, which makes the design of the
current receiver different compared to earlier HBC implementations. From a circuit
design perspective maximization of power transfer requires the impedance at the re-
ceiver end to be low. However, since the body channel itself has a high impedance,a
low impedance at the receiver end results in a lower received power. Hence, voltage
mode circuit design is beneficial for the operation of wearable-wearable HBC systems,

where the received signal is low due to ground isolation.

6.5 Experimental Measurement Control Variables

As described previously, wearable to wearable Human Body Communication is
challenging to design due to the variations in channel loss due to the nature of ca-
pacitive mode HBC systems. However, if the capacitive termination voltage mode
technique is utilized properly, these variations can be measured and quantified into
manageable design constraints for any wearable Human Body Communication sys-

tem. This section will explain the custom experimental setups (figure 6.4) and control
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Fig. 6.4. Experimental setup for wearable to wearable channel loss
measurements. The transmitted signal is received and sampled using
an ADC, which is sent over Bluetooth to a laptop for analysis and
channel loss calculations. This ensures that the measurements are
not perturbed by a strongly ground connected device, which results
in optimistic channel loss results.

variables required to carry out these measurements. We consider five main design fac-
tors when attempting to design repeatable and controlled wearable to wearable HBC
experiments. These include 1) Proper earth ground isolation 2) Device size 3) Signal

leakage 4) Device-to-Body Ground Isolation 5) Environment induced variations.

6.5.1 Earth Ground Isolation

The most important control factor for wearable-wearable HBC is proper ground
isolation on both the transmitter and receiver devices. As actual wearable systems
will have ground isolation from earth ground, the measurement equipment must also
have complete ground isolation. Therefore, the use of any measurement device requir-
ing a building power supply would result in inaccurate measurements as one would
be boosting the signal strength by introducing a much more convenient return path
between the devices through the measurement equipment. To achieve proper ground
isolation, a custom printed circuit board in wearable form factor including a microcon-

troller with 12-bit ADC, embedded Bluetooth module, and signal conditioning analog
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Fig. 6.5. Image of the measurement setup boards with dimensions a)
The TX board features a form factor of 43 by 35 cm, the RX board
features a form factor of 45 by 45 cm with a Bluetooth module that
transmits the sampled ADC values for analysis.

front end was fabricated. This enables the experimental data to be accumulated in a
wearable form factor, and transmitted wirelessly to a laptop for post-processing. The
Bluetooth module transmits the sampled received Human Body Communication sig-
nal to a computer serially and the channel loss is calculated taking the account of the
gains and losses introduced by the measurement setup,as shown in figure 6.4. This
process eliminates any earth ground from affecting the channel loss numbers. A 3.7V
transmit signal is coupled onto the body through a printed circuit board at 415 KHz
and measured at a high impedance termination receiver that has the same analog

signal front-end as the final demonstration shown through the handshake example.

6.5.2 Device Size and Packaging

The size of the transceiver and receiver printed circuit boards with their wearable
packaging is 4x4 cm and is coupled to the body through a 2x3 cm electrode which is
secured by a wearable band as shown in figure 6.5. The device size must be strictly
controlled in order for the experiments to be repeatable. This phenomenon can be
explained using the theory of operation for capacitive voltage mode HBC. Increas-
ing the size of the device gives the return path capacitance a larger value and hence

reduces the loss in the channel. A dangling component or a longer connecting wire
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can result in a change in the return path capacitance and hence change the measure-
ment result. So it is important to ensure that the device is packaged identically (no
loose components, minimal size wire for connection) between different measurement
sessions across multiple days. Similarly the environment around the device is also
an important factor in determining the return path capacitance in a capacitive HBC
scenario. Hence, it is necessary to keep the environment around the person identi-
cal for measurements corresponding to the same experiment across multiple days and
subjects. This not only ensures repeatability of results but also enables us to quantify

the effect of each factor on the overall channel loss.

6.5.3 Signal Leakage

Leakage from circuit components can affect HBC channel measurement results
through two primary methods. The first is improper shielding of the signal being
applied to the body. Electrical wires between the body and the device that are not
properly shielded will act as a source of leakage for the HBC signal and hence would
result in inaccurate loss measurements that are optimistic for packaged wearables.
It is obvious that this effect is not an important factor for some applications, but
in order to achieve the security and low leakage of EQS-HBC, this is an important
consideration. The second method is improper packaging of the battery. Allowing the
battery to be exposed, enables ground coupling between the TX and RX which gives
lower channel loss. Hence, proper wire shielding and battery packaging are required
to set up fundamental HBC measurements, so that the measured channel loss is not
affected too much by the signal leakage. Moreover, this also reduces the security
aspect of HBC systems as the signal can be snooped by an attacker at distances far

away from the body.
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6.5.4 Device Ground To Body Isolation

It is necessary to ensure appropriate isolation between device ground and human
body to ensure capacitive excitation of signals into the body. If there is direct connec-
tion between the device ground plane and the skin or close proximity of the ground
plane to the body (<2-3mm), it will effectively result in galvanic operation as the
excitation/termination will be differential. There will be a local loop formed through
the body between the signal and ground terminal of the device, where most of the
signal will be localized. This effect is observed to be much larger with the battery
specifically, since it forms part the ground plane. Improper device-to-body ground
isolation would shunt signal away from the intended receiver either on a different user
or the other side of the body. Effectively, the wearable devices’ signal and ground
planes are being electrically shorted through a small coupling formed between the TX
device ground and the body. This isolation must be present in order for fully wearable
HBC to be functional. Hence, it is important to package the device ensuring that no
part of the ground plane is directly touching the body. This is a key constraint in the

design of any wearable capacitive HBC device.

6.5.5 Environmental Control

The environment around the body also has an important role in determining the
overall channel loss, since the return path capacitance between the transmitter and
the receiver is dependent on the coupling of the devices with the environment. As al-
ready mentioned, the return path capacitance plays an important role in determining
the overall loss between the transmitter and receiver. As part of the characterization
process we carry out measurements in different environments such as in an office, lab,
outdoors. It is essential to ensure that the environment remain the same among dif-
ferent set of measurements carried out across multiple days and on multiple subjects.

This requires careful design of the experiments to ensure repeatability of the setup.
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6.6 Intra-body Channel Characterizations

This section will explore the various experiments performed in order to identify the
different factors that affect channel loss in a wearable-wearable HBC scenario and help
us realize the fully wearable HBC communication device. Following are the different
sets of experiments that are carried out for wearable-wearable HBC characterization:
1) Channel Loss on Multiple Users 2) Inter-device coupling 3) Intra-body Posture
and Environmental Dependency 4) Channel Loss across Various Body Locations 5)
Electro-Quasistatic Leakage Measurements. To ensure proper ground isolation and
true wearable to wearable measurements the signal received at the receiver end is
sampled through an ADC and transmitted over Bluetooth to a computer for further

analysis and loss characterization as shown in figure 6.4.

6.6.1 Channel Loss on Multiple Users

The channel loss study for multiple users is necessary to ensure a design that is
robust to biological variations between users. The theory of operation for wearable-
wearable HBC device is inspired from the biophysical circuit model presented from
[70]. The parameters of the body is characterized in order to ensure that wearable-
wearable HBC is possible to realize. The variation in channel loss across users are
important to ascertain the range of signals (dynamic range) that is expected at the
input of the receiver device. The dynamic range plays an important role in determin-
ing the design complexity of the receiver front-end circuit. Subjects are measured for
channel loss at different times of day over a period of two months. This experiment
covers subjects that have different physical parameters (age, height, weight, sex, etc.)
and provides a sample of channel loss that designers of fully wearable HBC systems
must anticipate. These measurements can be used to develop a signal conditioning
front end that enables reliable communication through this technology. Channel loss
for multiple users is measured in a laboratory environment. Other known factors that

affect the return path such as posture, environmental coupling, and device package
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positions are kept strictly controlled and in order to provide an accurate understand-
ing of the isolated effect of different user parameters on this devices’ channel loss.

The results of the channel loss across multiple subjects is plotted in figure 6.6a. Chan-
nel loss for the fully wearable HBC system falls within a range of 69dB to 75 dB.
These numbers present a worst case number for most applications given the minimal

ground size of the devices used to carry out the experiments in this paper.

6.6.2 Inter-device coupling

Inter-device coupling describes the interaction in which the ground planes of the
transmitter and receiver devices are coupled. This enables the return path of commu-
nication to be between the coupling of the device rather than the ambient parasitic
environment. This coupling dominates the return path and thus the channel loss at
close distances.

The inter-device coupling is measured by bringing the transmitter device very close
to the receiver without any direct contact and measuring the received signal. This is
repeated over multiple distances up to 25 cm, beyond which the received signal falls
below the receivers’ sensitivity. The measurement results shown in figure 6.6b show
that the inter-device coupling loss can be lower than the channel loss through the body
for distances up to 10cm. This shows that intra-body channel loss measurements for
channel lengths less than 10cm can be heavily affected by the inter-device coupling
rather than the actual body channel loss. Hence, any measurements characterizing

body channel loss should be carried out for channel lengths > 10 cm.

6.6.3 Intra-body Posture and Environmental Dependency

Practical implementations of wearable HBC devices require the communication
through the body to be functional irrespective of environment and posture variations.
So the devices need to be designed to be able to tolerate the variation introduced by

user posture and surrounding environmental effects. Posture varies channel loss pri-
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Fig. 6.6. a) Box and whisker plots of channel loss for eight users over
two months. The range of loss falls between 68 to 75 dB b) inter-
device coupling measurements without the body shows that under
10cm the communication happens mostly between the two devices.
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Fig. 6.7. Sample human model illustrating human arm postures: a)
RX position 1 and TX position 1, b) RX position 1 and TX position
2, ¢) RX position 1 and TX position 3, d) RX position 1 and TX

position 4.

marily from the geometric positioning of the device ground plane with respect to
earth ground, which varies the capacitance in the return path similar to size of the
device and battery positioning. Similarly, having many physical objects in the envi-
ronment can introduce additional signal or ground planes depending on user contact
or proximity. These objects can potentially affect the path of transmission which

in turn changes the loss introduced by the capacitive voltage division between the
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Fig. 6.8. Channel loss vs TX and RX posture: a) in desk environ-
ment front view, b) in lab environment front view, c) in outdoors
environment front view, d) in lab environment back view, e) in lab
environment back view, f) in outdoors environment back view. The
plotted data is an average of collected measurements on two subjects
over ten measurements sessions across two months.

capacitance of the body and that of the environmental surroundings. For example,
if the experiments for channel loss were performed with both the receiver and trans-
mitter over a large table, the capacitance formed between the devices’ return path is
varied as the return path is now both through the table, when otherwise the field lines
would have terminated to the floor. However, the behavior of this coupling is very
difficult to predict in theory due to the slight changes in conductivity and positioning
between every environment and posture. Like the multi-user channel loss setup, the
goal for these series of measurements is to determine if a dynamic range problem
exists for the signal conditioning front-end. The reason the design of the experiments
for environmental and posture studies were coupled is due to the close nature of their
respective effects on the channel loss as a phenomenon of physical device placement

and geometry. Also, the experimental setup was designed to ensure that they stay
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consistent across multiple days and users for repeatable measurements and proper

attribution of the effect of different factors on the channel loss.

Posture Results

The user posture experiments are carried out with the transmitter and receiver
devices fixed onto the subject’s wrists. From this point, two separate characterizations
are performed, one where the users arm moves horizontally, the other where the user
arms move vertically with respect to the body. Figure 6.7 and figure 6.9 gives an
overview of the positions of the users arm during the horizontal and the vertical
experiments respectively. These measurements provide interesting insight as to the
postures and fundamental effects that varies channel loss. For control, all posture
and environmental studies are completed on the same subjects over similar times of
day. There are two main driving forces that affect channel loss for the horizontal
posture: 1) Shunt capacitance as a result of body coupling 2) Inter-device coupling.
As observed in any of the posture plots in figure 6.8a,b,c , the loss is driven up as

the devices move inwards closer to the core of the body (position moves from 1 to
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3). This is due to the effect of coupling between the central/lower parts of the body
surfacing. This capacitance shunts signal away from the receiver to the ground plane.
Since the subject is standing on the floor, the body capacitance inevitably shunts
some signal away from the receiver thus increasing loss. As the arm moves closer to
the center/core of the body, the channel loss increases. The trend described above is
dominant over the trend of channel loss until the devices are close together (approx.
< 10cm). At which point, the ground plane coupling of the transmitter and receiver
device forms the dominant physical phenomenon in determining loss. The inter-device
coupling, can be observed in the figure 6.8d,e,f where as we move to the 4-4 position
the loss is less. In the 4-4 position, the device is touching the main part of the body,
effectively short circuiting the shunt capacitance of the body, enabling the body to
become the signal plane. It can be observed that 3-3 position, which maintains both
devices close to the center body but not touching, shows high loss as signal is being
shunted to the body and cannot be measured by the receiver. Furthermore, in figure
6.8d,e,f, it can be seen that as the device moves closer (4-4 to 4-1 or 1-4 to 4-4) the
channel loss decreases - illustrating the effect of inter-device coupling. Despite all the
variations due to the two phenomenon, the channel loss introduced by the posture is
still tolerable for a system, showing a maximum variation of 6 to 7dB, suggesting that
no significant dynamic range problem arises from variation in posture. The vertical
posture study result shown in figure 6.9b shows the inter-device coupling effect in
the 5-5,5-4, and 4-5 positions. Outside of the inter-device coupling all other postures
show consistent average measurement result, giving the insight that vertical posture

is not a factor that affects channel loss.

Environmental Dependency Results

The posture experiments are carried out in three different settings - a controlled
lab environment, a desk setup, and an open outdoor area. The desk represents the

best case scenario for channel loss measurements as the return path has the assistance
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of nearby chair and table. The user is sitting in a chair and the devices are over
a table. The outdoor measurements represent a worst case scenario, where there
are no objects for the devices to couple within tens of meters. Hence, the return
path capacitance will be minimum increasing the channel loss. The motivation is to
investigate the signal coupling differences between the devices in a sample of different
environments and understand channel loss within these different environments. As
can be seen in figure 6.8, as the environment changes from a desk to a laboratory,
the channel loss goes up across the board. This result is in line with theoretical
expectations, since as the number of objects increase around the user, the distance
to a terminating common ground is reduced. Once again, these ambient objects
increase the return path capacitance and thus reduce the loss in the channel. Finally,
the outdoor measurements give a worst-case scenario sample. Despite the variations
observed in figure 6.8 the average channel loss between the best and worst case samples
only vary by 1.8dB, from 67.8dB to 69.6dB channel loss. This result confirms that
environmental coupling has minimal effect on channel loss measurements and hence
does not cause a significant dynamic range issue for the device designer. In order to
characterize the distance up to which objects will be effectively coupling and affecting
the channel loss, an experiment targeted at measuring channel loss from a single
isolated source of coupling is executed as shown in figure 6.10a. The channel loss for
a user is measured in a nominal posture at predefined distances away from a large
coupling object. The averaged channel loss results are presented in figure 6.10b. It
can be seen that coupling effect has approximately a 4dB effect on the channel loss
up to around 50cm. Beyond 50cm, the large coupling object pose little to no effect
to the wearable to wearable communication. This shows that for enclosed indoor
environments, the objects around the users can have a reducing effect on the channel
loss. Outdoor environments provides a worst case scenario in terms of channel loss.
However, this experiment again shows that the dynamic range is 4dB for the indoor

channel loss, not posing too strict a constraint on the receiver design.
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Fig. 6.10. a) Experiment setup for experiment illustrating the effect
of environment on channel loss b) After a distance of 50cm, the effect
of the environment is not observable on the subject.
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Fig. 6.11. Ilustration of experiments performed to verify equal signal
strength on the entire body: a) TX and RX devices affixed to the arm
and measured along arm b)TX fixed to the left arm and measured
along the legs ¢) TX fixed the the left leg and characterized along the
arms.

6.6.4 Channel Loss across various body locations

As described in the overview of HBC, capacitive voltage HBC systems give uni-
form channel loss across all parts of the body. This effect is contrary to the results
galvanic approach, in which the signal is localized between the transmitter and re-
ceiver. Galvanic coupling suffer for transmission across long lengths within the body,
which degrades the usability of this technology significantly as you would only be
able to transmit very short distances on the body. BodyWire implements capacitive

mode HBC which opens up this technology to many more applications.
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Fig. 6.12. Results of experiments performed to verify equal signal
strength on the entire body: a) A small 3dB variation can be observed
due to the devices moving towards the torso b) loss is higher in general
for the opposite leg but only around 3dB c) loss is similar for both
arms showing no difference in channel loss.

This set of measurements is carried out to provide a characterization of the perfor-
mance of capacitive voltage mode HBC along different paths across the body. In one
set of experiments the transmitter device is moved across the arm keeping the receiver
fixed on the other arm and vice versa (figure 6.11a). For the second experiment the
transmitter is kept fixed on the left arm while the receiver is moved across both legs
as shown in figure 6.11b. The final experiment keeps the transmitter fixed on the
left leg, and characterizes the loss along both arms 6.11c. Channel loss is charac-
terized in each of these six scenarios and the variation between transmissions across
different parts of the body is characterized as shown in figure 6.12. The results from
the experiments show that the channel loss remains within a range of 3 dB across
various channel lengths. This illustrates the advantage of constant loss across the

body provided by capacitive HBC.

6.6.5 Electro-Quasistatic Leakage Measurements

Currently, wireless technologies like Bluetooth uses radio waves, which results in
electromagnetic radiation up to several meters in every direction and result in the sig-
nal getting intercepted. BodyWire implements the technique of Electro-Quasistatic

Human Body Communication, which aims to confine the communication signal near
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and within the body [71]. This technique prevents a potential malicious attacker from
intercepting sensitive communications from far away and gives body area networks
an additional layer of physical security.

Hence, an important characterization of any on-body communication between two
wearable devices lie in determining the extent to which the signal is available away
from the body.These experiment setups are depicted in figure 6.13. For both set of
experiments, a human with a transmitter transmits a test signal through their body.
This signal represents the sensitive information that the user could potentially be
protecting. The signal is received either using a dipole antenna or using the human
body as an antenna. Furthermore, for both experiments, the leakage is measured for
both a ”line-of-sight” leakage as well as a "body obstructed” leakage. Line-of-sight
leakage describes a transmitter device with a direct coupling path to the measure-
ment setup. Body obstructed constitutes the other scenario, where the device is on
the opposite side of the body. In other words, the body obstructed measurements
represents a device facing away from the attacker. In the first experiment depicted
by figure 6.13a, a second subject is connected to the measurement setup, utilizing
the person as the antenna, and the leakage is measured as a function of distance.
This result is plotted in figure 6.14a, which shows the SNR vs distance of the leakage
signal that is available to the second subject. The second experiment is illustrated
in figure 6.13b has the same setup as the first, with the exception of the removal of
the second subject and only having the antenna sense the received signal and the
measured SNR at different distances are shown in figure 6.14b. The SNR for both
experiments is measured relative to the noise floor of the receiver device, which is the
spectrum analyzer in this case.

From the results in figure 6.13 it can be seen that the leakage between the devices
without the presence of a human is significantly lower compared to the case when
the second person is used as the antenna to receive the signal. This shows that the
signal leakage is more as the coupling between the two person is more than the cou-

pling between a person and the standalone antenna at the receiver end. Another
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-140dBm, which acts as the sensitivity limit at the receiver end.
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important takeaway is that body-obstructed leakage has even lower SNR giving some
directional protection from malicious attackers. Moreover, it’s important to note that
these measurements were performed with a spectrum analyzer using a 1kHz resolution
bandwidth - which should be a good approximation for the fundamental limitation

of what an attacker can detect. The noise floor of the spectrum analyzer is about
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6.7 Wearable Wearable HBC Demonstration

Human body communication can enable many convenient new interactions be-
tween devices and humans. For example, secure authentication benefits greatly by
being able to covertly transmit information through the body to a lock or secured
device. Touch activated communication systems would no longer require separate
hardware or software overhead to incorporate a touch sensor, as the touch and com-
munication are both integrated into the interaction. Information exchange between
two wearable devices (smartwatches, smartbands) or a wearable device and a com-
puter are examples of possible use cases of HBC. To show this technology in practice,
we implemented a simple demonstration to illustrate the elegance and potential of
BodyWire to benefit current human computer interaction applications. To the best of
the authors knowledge, this demonstration shows the smallest form factor and lowest
frequency groundless state-of-the-art HBC system.

One of the interesting use case of HBC is inter-body information exchange between
two users during a touch event, such as a handshake. BodyWire shows a demo of
two users using a groundless HBC system. The channel loss in a inter-body scenario
is slightly higher than the intra-body case. The user with the transmitter device is
able to toggle the color they want to send through the touch screen. The transmitter
packetizes the sixteen bit code corresponding to the color displayed on the screen
and sends it through the human body using HBC. The receiver’s signal conditioning
front-end processes the noise and interferences for the digital processing unit. Next,
the receiver decodes the compressed data in software to display the corresponding
color on the display. The details of the demonstration is shown in figure 6.15. Figure
6.15a) shows information is not transmitted between the devices when the persons are
not in direct contact, showing signal confinement very close to the body. When the
two persons handshake the green color information gets transmitted to the receiver
as shown in figure 6.15b). The transmitted color is changed (figure 6.15¢) and the

subsequent color is received at the receiver end (figure 6.15d).
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Fig. 6.15. Demonstration of inter-human information exchange
through BodyWire prototype. a)No communication without physical
touch illustrating signal confinement very close to the body b) Suc-
cessfully transmitted initial color information from one to the other c)
Subject toggles to different color information to transmit d) Second
successful transmission of color information.

6.7.1 Hardware Implementation Details

The HBC transceiver is fabricated on a custom two-layer printed circuit board with
a size of 4.5 x 5 cm. The transceiver includes an analog front end, which preconditions
the signal by filtering and amplifying the signal for detection by a digital processing
unit. The design techniques such as capacitive excitation, high impedance capacitive
termination at the receiver end described in previous sections are used in the design
of the receiver. The digital processing of the signal from the analog front-end is done
using a TT TM4C123GH6PM microcontroller; BodyWire utilizes analog comparators
in the microcontroller for interfacing with the analog hardware and detecting the bits.
At the transmitter end, we use the same microcontroller to digitally synthesize the

transmitted signal and couple it to the body directly.
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6.8 Conclusion

In this chapter we introduce BodyWire, which demonstrates communication be-
tween two wearable devices through Electro-Quasistatic Human Body Communica-
tion. We carry out experiments to characterize the channel loss across different hu-
man subjects,environments, postures and locations on the body. We discuss about
the different factors such as ground isolation, device size, packaging etc. that can po-
tentially affect the experimental results and provide suggestions about taking these
factors into account while designing experiments to ensure repeatable measurements.
The measurement results show that the channel loss variation across subjects, dif-
ferent postures and environment is about 15dB, providing a design constraint for
receiver design. The results also show that the channel loss reduces by 3-4 dB in
presence of a big object around the body, such as an office desk. This shows that the
loss in a office/lab environment will be slightly better than an outdoor environment,
which can be explained from the higher return path capacitance due to the parasitic
coupling of the device ground with the environment. The almost constant channel
loss for measurements across different locations of the body also shows the advantage
of capacitive coupling over galvanic coupling. These characterizations were taken into
account to design a prototype device demonstrating information exchange between
two person during handshake, showing the smallest form factor wearable-wearable

HBC information exchange according to the authors’ best knowledge.
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7. ON THE SAFETY OF HUMAN BODY
COMMUNICATION

Most of the materials in this chapter have been extracted verbatim from the paper:
S. Maity et al. ”On the Safety of Human Body Communication” to be submitted to

IEEE Transactions on BioMedical Engineering

7.1 Safety Limits of Human Body Communication

There are multiple standards specifying the safety limits on the exposure of human
body to electric/magnetic fields. We look into the safety limits provided by three

primary safety standards in this section.

7.1.1 International Commission on Non-Ionizing Radiation Protection

(ICNIRP) Standard

In HBC systems, the impact of signal transmission through human body and its
safety limits must be carefully addressed. The International Commission on Non-
Tonizing Radiation Protection (ICNIRP) [72] provides the exposure limit of Non Ion-
izing Radiation for humans. Depending on the frequency of the field, different physical
quantities are used to set the restriction of exposure. For frequencies in 1Hz-10MHz
range, current density provides the restriction to prevent effects on central nervous
system. In the 100MHz-10GHz range restrictions are provided on Specific energy Ab-
sorption Rate (SAR) to prevent heat stress on the body. Between the 10GHz-300GHz
frequency range, power density is restricted to prevent heating in body tissue or near
the skin surface. The limits on these restrictions are shown in graphical form in Fig.

7.2. As can be seen from the plots, the most stringent requirement on current den-
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sity is in the 4Hz-1KHz frequency range due to the low threshold current required
for nerve stimulation at this frequency range. In addition to the whole body SAR
requirement of 0.08W /Kg , the restriction of localized SAR in head and trunk is
2W/Kg and limbs are 4W/Kg. Apart from these, reference level for time varying
contact current, when the human body comes in contact with an object of different
electrical potential, are provided in order to avoid shock and burn hazards. For fre-
quency of <2.5 KHz the maximum contact current is 0.5mA, whereas for 2.5-100KHz
the limit is 0.2f (f= frequency in KHz) and for >100KHz the limit is 20mA. In later
sections we carry out circuit simulations and FEM based simulations to investigate
the compliance of different type of HBC to the safe exposure limits specified in this

standard.

7.1.2 Institute of Electrical and Electronics Engineers (IEEE) Standard

The IEEE standard also provides guidelines for Basic Restrictions (BR) and Max-
imum Possible Exposure (MPE) limits of the human body to time varying electric,
magnetic fields and contact currents in the 3kHz to 300 GHz frequency range. Sepa-
rate restriction limits are provided for sinusoidal and pulsed electric fields and contact
currents, as well as for fields and signals with multiple frequency components. Most
of this limits show close correspondence to the ICNIRP guidelines discussed in the
previous subsection. The standard also looks into multiple previous studies which has
explored different cancer and non-cancer related effects of these radiations. It looks
into studies which takes care of the established thermal effects of RF frequencies above
100 kHz and electrostimulation effect below 100 kHz. A review of non-cancer studies
about the effect of these fields on thermoregulation, neurochemistry, neuropathology
teratogenicity, reproduction, development, auditory pathology, membrane biochem-
istry is provided with most of them showing minimal or no effects. Cancer related
studies on DNA damage, cell cycle elongation, cell toxicity, gene and protein expres-

sion and activity also does not show any clear or consistent role of RF radiation on
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human cancer. It also provides recommendations such as usage of bi-phasic signal to

avoid harmful electro-chemical action on the electrode, skin interface.

7.1.3 The National Institute for Occupational Safety and Health (NIOSH)
Standard

While the previous two standards primarily looks into the effect of current density
and field intensities of lower values on the human body, the NIOSH standards looks
into the effect of high voltage and current on the human body. Electric current
chooses the path of least resistance within the body, and dissipates heat during the
passage, which can cause thermal damage to tissue along the path of current. The
skin provides the highest resistance to flow of current. Skin resistance, when dry, is
about 300 times greater than the resistance of internal organs. This high resistance
of skin is lowered in several ways: by cuts and abrasions, by immersion in water, by
breakdown of outer layer of skin by high voltages > 600 Volts, thereby allowing large
amount of current to pass and cause greater damage. The tissues that sustain highest
damage from electrical injury are nerve, muscle, bone and skin. Nerves sustain direct
damage from the passage of electricity, with proprioceptive nerves being the most
susceptible. The passage of current can also overstimulate the nervous system, and
cause varying degrees of damage to internal organs.

The physiological effect of electric injury is determined by the magnitude of the
current passing through the human body. The estimated effects that 60 Hz AC
currents passing through the chest can cause are tabulated below:

Higher voltage generally causes greater acute injury to the human body, however,
the reverse can be true as well. High-voltage (~103 Volts) arcing can often throw the
victim off by blast effect, thereby limiting contact and hence extent of injury; whereas
a much lower voltage 60-Hz AC current can cause an involuntary muscle contraction
with protracted gripping, prolonging contact and leading to far more severe injury.The

outcome of electrical injuries, whatever the mode of causation, is heavily dependent
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Current (60 Hz) Physical Effect
1mA Barely Perceptible
16 mA

Maximum current an average man can grasp and let go

20 mA Paralysis of respiratory muscles
100 mA Ventricular fibrillation threshold
2 A Cardiac standstill and internal organ damage
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Fig. 7.2. Current density in the skin adjacent to the device, calculated
from circuit model.

on the speed of initiation of initial resuscitative measures.

In the subsequent sections we will carry out circuit and FEM based simulations
to compare the induced current and field densities with the safety limit established

by the standards discussed in this section.
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7.2 Theoretical Safety Analysis

We carry out theoretical studies through circuit and FEM modeling and simula-
tions to analyze the safety compliance of HBC in terms of current and field constraints
respectively. This section looks into the setup for both these analysis and provide a

quantitative measure of safety.

7.2.1 Bio-Physical Model of HBC

We use an experimentally validated Bio-Physical model [29] of the human body
to find a reasonable estimate of the current and field densities within the body and
analyze the safety aspect. The model consists of different human body biological
parameters along with the different parasitic capacitance for Capacitive HBC. The
load conditions are also included in the circuit models, although they do not play a
critical role in determining the current density or field intensity within the body, The
details of the Bio-Physical model along with the component values in a tabular form
can be found in [29] and is provided in Fig. 7.1. In this paper we use a relatively
simplified version of the complete Bio-Physical model, consisting of the components

required to explain the field distribution and current density within the body.

7.2.2 Current Density Limits: Circuit Simulation

Theoretical simulations are carried out for both Capacitive and Galvanic HBC to
find the current density within the body resulting from voltage excitation provided
to the skin. A Bio-Physical model [29] of the human body is used for simulation
purposes. An AC analysis of the circuit provides us with the current being injected
into the body across different frequencies. This is then compared with the safety limit
provided by the guidelines.

As seen from the detailed Bio-Physical model in Fig. 7.1 and the simplified ver-
sions in Fig. 7.3c,f, the return path in capacitive HBC is closed by the parasitic
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(a)

Vet 7= Cret *
I L -7 i

Fig. 7.3. Capacitive HBC: Electric field distribution along (a) a
cross-section plane of the dummy model of Fig. 7.4 and (b) a cross-
section of the arm and the device as shown in Fig. 7.4b, (c) simplified
channel model. Galvanic HBC: Electric field distributions (d) across
the body and (e) near the device, (f) simplified channel model. All
simulations for these field distributions were carried out at 400 kHz,
for a 1 V p-p sinusoidal excitation voltage.

capacitances between the ground plane of the transmitter, receiver devices and the
surrounding environment. The impedance of this parasitic capacitance is the primary
limitation in the amount of current flowing through the body for capacitive HBC. The
value of this capacitance is in the order of a few picofarads, Hence, the impedance
provided by the return path is few MS2 for frequencies less than the MHz range. This
limits the current to a few pamps for capacitive HBC, The maximum current den-
sity will be close to the electrodes used for excitation. Taking a cross sectional area
equal to the size of the electrode (4 cm?) close to it, the current density is plotted
across different frequency, as shown in Fig. 7.2, for an excitation voltage of 1V. It
can be seen that the current density is orders of magnitude smaller than the safety
limits suggested by the ICNIRP guidelines for the general public. This shows that
capacitive HBC complies with the safety limit.

In case of Galvanic HBC, the signal is applied differentially between two elec-
trodes, both connected to the body. Hence there is a closed loop formed between
the signal and ground terminal ( Fig. 7.3f) , through the body. The skin provides
the impedance between the signal and the ground electrode and is in the order of

few tens of K2. Hence, the amount of current injected into the body is significantly



(a) Simplified Human Model (b) Capacitive Excitation

<§

(c) Galvanic Excitation

Fig. 7.4. (a) Dummy human model consisting of two crossed cylinders
with muscle interior and 4mm thick skin shell. The cross-section
plane shown is used for E field plots in Fig. 7.3a and Fig. 7.3d.
(b) Excitation structure for capacitive HBC. A potential difference
is maintained between a copper disc of 2 cm radius attached to skin
and a floating copper ground plate. The cross-section plane is for E
field plot in Fig. 7.3b. (c) Excitation structure for galvanic HBC. A
potential difference is maintained between two copper discs of 1 cm
radius, placed 2 cm apart on the skin. The cross-section plane is for
E field plot in Fig. 7.3e.
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Capacitive HBC, E Field

Capacitive HBC, H Field Galvanic HBC, E Field Galvanic HBC, H Field

(b) (d) (h)

Fig. 7.5. Field plots along different cross section planes of the detailed
human model shown in Fig. 7.6 at 400 kHz, 1 V p-p sinusoidal exci-
tation voltage. Capacitive HBC: (a) E field across the body, (b) E
field near the device, (¢) H field across the body, and (d) H field near
the device. Galvanic HBC: (e) E field across the body, (f) E field
near the device, (g) H field across the body, and (h) H field near the
device.

higher compared to capacitive HBC. As shown in Fig. 7.3e, most of the current is
primarily contained within the surface of the skin. Hence, the cross sectional area of
the current transmission is taken considering the thickness of the skin (4mm max-
imum). The plot of current density is shown in Fig.7.2, for an excitation voltage
of 1V applied through excitation at the wrist with a distance of 2cm between the
electrodes. This shows that applying signals to the wrist, as done in several previous
studies, can result in localized current densities, which is significantly higher than the
recommended general public safety limit, at the skin close to the signal electrode. To
ensure safety compliance in case of galvanic HBC, a current limiting circuit can be
used at the output of HBC devices to ensure that the current injected into the body

is within the recommended safety limits for general public exposure.



(@) Human Model, NEVA EM (b) Capacitive Excitation

Fig. 7.6. (a) Detailed human model for FEM simulations: VHP-
Female v2.2 from NEVA Electromagnetics LLC, with cross-section
plane for E and H field plots of Fig. 7.5a, 7.5¢, 7.5e and 7.5g. (b)
excitation method for capacitive HBC and cross section plane for ob-
taining field plots of Fig. 7.5b and 7.5d, and (c) excitation method
for galvanic HBC and cross section plane for obtaining field plots of
Fig. 7.5f and 7.5h.
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7.2.3 Field Limits: FEM Simulations

To understand the E and H field distributions in and around the human body
for both capacitive and galvanic HBC, simulations were performed in Ansys HFSS,
which is an FEM based EM solver. First, simulations are carried out using a simplified
model consisting of two crossed cylinders as shown in Fig. 7.4 to develop an idea of
the expected field distributions for both Capacitive and Galvanic HBC. The dielectric
properties of this model is assigned as that of an average human muscle, and it is
given a 4mm thick skin shell. Dielectric and conductive properties of human body
tissues found by Gabriel et. al. [73] is used for all EM simulations in this section.
The simplified model enables us to explain the field distribution intuitively from the
voltage drop obtained through circuit models and provide a connection between the
field and circuit simulations; this will later be backed by detailed full-body simulations
derived from the model shown in Fig. 7.6. For capacitive HBC, the excitation is
provided by a single disc shaped conductor attached to the skin, and an alternating
potential difference is maintained between this and another disc shaped plate hanging
in the air that is supposed to serve as the ground plate of the device (Fig. 7.4b). As
shown in the simplified circuit representation of this modality in Fig. 7.3c, derived
from Fig. 7.1, the signal return path from the subjects body to the device ground
plate is formed via parasitic capacitance to earths ground. The impedance of this
capacitance is high compared to the resistance provided by human muscle, and the
potential drop inside the subjects body should be negligible. This in turn implies
that the electric field inside the body should be low, which is confirmed from the E
Field plots from the simulation (Fig. 7.3a and Fig.7.3b). For Galvanic HBC, the
excitation is provided by two disc shaped conductors placed 2 cm apart on the skin
(Fig. 7.4c), and an alternating potential difference is maintained between the two.
This results into a high potential difference at the skin over a short distance, resulting
into a high local electric field inside the subjects body, especially at the skin (Fig.

7.3e). For both capacitive and galvanic styles of excitation, a voltage source is used
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in HFSS. A voltage source is preferred over a lumped port style excitation, because
the results from a lumped port has possibilities of getting affected by port impedance
and reflections at the excitation point depending on the model design, whereas a
voltage source in HFSS basically represents an ideal voltage source, maintaining an
alternating potential difference of 1V between the points of excitation, no mater what
the design is. This provides us with a more fundamental platform to study field and
current patterns in HBC.

This basic simulation setup is now carried over to a detailed model of human body,
to find out values of E and H fields that different body parts would experience for a
certain HBC operating voltage. The human body model used for all the simulations
was obtained from NEVA Electromagnetics LLC. The specific model used is the VHP-
Female v2.2, which was generated from a 162 cm tall, 60 year old female subject [?].
The HFSS simulation setup used is shown in Fig. 7.6. Similar to the simulations of
the cylindrical dummy, the excitations were provided by a single disc and a floating
ground plate in Capacitive HBC (Fig. 7.6b), and two spaced disc in case of galvanic
HBC (Fig. 7.6c). As mentioned before, the dielectric properties of the body tissues
were adapted from the works of Gabriel et al. [73]; we did not use the material
properties that came packaged with the HFSS version of the NEVA EM model, as
the HF'SS model did not incorporate tissue properties for frequencies less than 10
MHz. The field plots resulting from simulations of the detailed model are shown in
Fig. 7.5 suggest the same key points noted in the simulations of the dummy, i.e. lower
fields inside the body for capacitive HBC compared to galvanic, and high local fields
near the device, notably in the skin, for galvanic HBC. Simulations were performed
for multiple frequencies in the 100 kHz—1 GHz range, and maximum RMS E and H
field values were recorded at the skin patch below the device, as well as a few vital
organs such as brain, heart and the spinal cord. The comparison of these values with
the ICNIRP limit for general public exposure is shown in Fig. 7.7 and Fig. 7.8.
It is evident that for 1V excitation, the fields at brain, heart or spinal cord remain

well below the ICNIRP threshold for both capacitive and galvanic HBC. Additionally
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for capacitive HBC, the fields at the skin adjacent to the HBC device are below the
safety limit as well, whereas these local fields ride above the threshold for galvanic
HBC with fixed potential and without any current limiting circuit at the output of
the transmitter. This indicates the need for current limiting circuits at the output of
HBC transmitters to ensure compliance of current density and field limits under all

usage scenarios.

7.2.4 Field Estimation from Circuit Model

The Bio-Physical circuit models of Capacitive (Fig. 7.3c) and Galvanic HBC (Fig.
7.3f) provides an intuitive explanation to the expected electric field and explains which
mode of operation creates higher fields. As seen from the EM simulations the field
density is highest near the skin where the signal is injected. The voltage drop across
the skin determines the electric field density (£ = ¥). From the Bio-Physical model
of capacitive HBC (Fig. 7.3 ) the voltage drop across skin and the field density can
be obtained as in equation (7.1) and (7.3) respectively.

Vi * 50—

*Cotin (7.1)

1 1
Zskin + 5Cret + 5C oot + Rbody

‘/skin,cap =

1

Zs in — Rs in 7.2

K kin || O (7.2)
‘/s in,ca

Eskin,cap = kin,cap (73)
tskin

The impedance of the skin is in the range of 10s of K¢, varying with body con-
ditions. The return path capacitance is dominated by the self-capacitance of the
device and is around a few pFs [29]. Only when the transmitter comes in very close
proximity of the ground plane (few cms) the distance between the device and the
external ground has an effect on the return path capacitance . Hence, for all practical
purposes, the return path capacitance is almost independent of the distance of the

transmitter from the ground. Since the return path impedance is significantly larger



163

(a) E Field in Body, Capacitive HBC (b) E Field in Body, Galvanic HBC
102 [ T T T T i 103 C fal T o) T T T a
........................... _ o
ICNIRP L t _______________________ Frommeem =i m e o ]
o 101 LICNIRP Limit| ~ TTmrmmmemes ]
. 10°F o o o -
£ €10t} -
>~ 194
2 102} ¢ S
T 3L _
o \ 310 8 o
w04 Vv @
w i | 0 10°
w 105t
O  Skin* O Skin*
106 | Q O  Brain|] 107 O Brain
Heart i Heart]|
X Spine o Spine
1 -8 il 1 1 I 10-9 1 1 1 I
104 10° 10° 107 108 10° 10* 10° 10° 107 108 10°
Frequency (Hz) *Skin adjacent to device Frequency (Hz)

Fig. 7.7. Maximum RMS E fields at different parts of the body from
simulations of the detailed human model of Fig. 7.6 with 1 V p-p
sinusoidal excitation for (a) capacitive HBC, and (b) galvanic HBC.
For galvanic HBC, the fields at the skin adjacent to the device is above
the ICNIRP limit.

than the skin impedance for frequencies up to 10s of MHz range, the voltage drop
across the skin is significantly small. As a result, the generated field is also small
across the skin, whose thickness is presented as 4 mm.

The Bio-Physical model for galvanic HBC (Fig. 7.3f) shows that the impedance
across the transmitter is primarily dependent on the skin impedance. The impedance
provided by the internal tissue layers are in the order of few 100s of (2s and smaller
than the skin impedance (10s of KQ). Hence, for galvanic HBC, the voltage drop
across the skin (eq. (7.4)) is a significant portion of the applied voltage. So, the
electric field density across the skin (eq. (7.5)) for galvanic HBC is significantly higher
compared to capacitive HBC. This can be validated from the field plots obtained
through HFSS simulations in Fig. 7.3a and Fig. 7.3b.

V:in * Zskin

T e 7.4
QZskin + Rbody ( )

‘/skin,gal =
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(a) H Field in Body, Capacitive HBC (b) H Field in Body, Galvanic HBC
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Fig. 7.8. Maximum RMS H fields at different parts of the body from
simulations of the detailed human model of Fig. 7.6 with 1 V p-p
sinusoidal excitation for (a) capacitive HBC, and (b) galvanic HBC.
For galvanic HBC, the fields at the skin adjacent to the device is above
the ICNIRP limit at frequencies over 10 MHz
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Fig. 7.9. RMS current densities at different parts of the body from
simulations of the detailed human model of Fig. 7.6 with 1 V p-p
sinusoidal excitation for (a) capacitive HBC, and (b) galvanic HBC.
The current density at the skin adjacent to the device is also computed
using a circuit theoretic model, and all values are compared with the
ICNIRP limit for general public exposure.
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I Monitoring Vitals of Test Subject Vital Measurement Equipment

G
electrodes
= C N Q
HBC
Wearable

HBC
Wearable

Wearable HBC device

Fig. 7.10. Diagram showing the experimental setup for measuring
the vital parameters of human subjects. a) Vital recordings carried
out on a test subject, wearing a HBC transmitter device, using the
Mindray V12 patient monitor, b) Details showing the equipment used
for different measurements with the patient monitor, ¢) The HBC
wearable device showing on the wrist of a test subject.

V:ekin,gal (75)

Eskin,gal =
tskin

7.2.5 Current Density Limits: FEM Simulations

Similar to the electric and magnetic field limits, the current density within the
body can also be estimated from the HFSS simulations. Fig. 7.9 shows the current
density on different parts of the body for a 1 V p-p sinusoidal excitation for capacitive
(Fig. 7.9a) and galvanic HBC (Fig. 7.9b). The current density limits for capacitive
HBC is significantly smaller than the safety limits imposed by the guidelines. In case
of galvanic HBC though, the current density on the skin near the excitation point is
close to the safety limits. The current density results on the skin obtained from circuit
simulations of the bio-physical model is also shown in Fig. 7.9 and corroborates the

safety of capacitive HBC in terms of current density.
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Fig. 7.11. a) Flow graph showing the method of vital data collection
on test subjects. Measurements are first carried out to establish the
baseline for each subject. Multiple following measurements were car-
ried out with the HBC device worn by the test subjects on multiple
days. Further baseline measurements are done following the comple-
tion of the tests with the HBC wearable device. b) Time slot distribu-
tion showing the type of data collected (baseline vs HBC data) over

the different days of experiment.
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Box and Whisker Plot of Different Vital Parameters Across Different Test Subjects
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Fig. 7.12. Box and Whisker plot for the different vital parameters
of the human subjects with and without wearing the HBC enabled
device: a) Heart Rate (HR), b) Mean Arterial Pressure (MAP), c)
Respiration Rate (RR), d) Peripheral Capillary Oxygen Saturation
(SpO3), e) Body Temperature. There is minimal change in the mean
value and ranges of the vital parameters across the entire population
in presence of signal transmission through HBC, compared to a normal
scenario, showing HBC does not affect the vitals of the body.

7.3 Safety Analysis: Experiments

The previous sections theoretically establishes the safety of Capacitive HBC, both
in terms of current density and electric/magnetic field intensity, through circuit and
FEM simulations. The results show order of magnitude difference between the safety
limits and the simulated current density, fields compared to the safety limits. To
further corroborate and support the safety of HBC, we collect the vital parameters
of human subjects and carry out a bio-statistical analysis and provide experimental
evidence that HBC does not show any early signs of affecting the vital parameters of

subjects.

7.3.1 Experimental Design and Methods
Study Design

To ascertain the existence of any short-term effect of HBC on the human body,

a study was designed to non-invasively measure a set of commonly used five vital
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parameters from human subjects both in and without the presence of HBC devices.
The study was approved by the Institute Review Board (IRB). Seven subjects took
part in the experiments through voluntary consent. The vital parameters observed are
the Heart Rate (HR), Blood Pressure (BP), Respiratory Rate (RR), oxygen saturation

of hemoglobin (SpO2) and body temperature (Temp) of the test subject.

Experimental Procedure

The volunteers were first monitored for their baseline vital parameters for a day.
On the following three days the volunteers wore the HBC enabled watch-like wearable
(Fig. 7.10c), during which their vital parameters were recorded for three time slots on
each day. Following the set of measurements with the HBC device on, more baseline
measurements are carried out for the vital parameters. The time slot distribution for
these experiments are shown in Fig. 7.11b. These set of measurements were carried

out multiple times almost over a month.

Equipment and Facilities

A medical grade patient monitor (MindRay V12), was used for measuring the
vitals. The sensors used are ECG probes and gel electrodes, SpO, sensor, BP cuff
and Temperature probe sourced from Mindray. The study design, preparation of
subjects, experimental data collection and results of data analysis were supervised by

a medical doctor.

HBC Device Design

The wearable 'watch-like’ HBC device (Fig. 7.10c) consists of a microcontoller,
a LiPo battery, a custom-made stretchable band with a copper electrode on the
underside of the band touching the human skin, all housed in a small 3D printed

round housing for easy all-day wearability for the volunteers. The device consists
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of a 32-bit Cortex MO+ ATSAMD21E18 microcontroller is programmed to digitally
synthesize the electrical excitation at 400 KHz with 3.3V peak to peak amplitude.
This signal is then coupled into the body through a 2cmx2cm copper electrode. For
all our experiments we carry out measurements for capacitive HBC, as this is our
preferred mode of HBC, based on the theoretical analysis presented above. A single
electrode is used to excite the signal into the body and the ground electrode remains

floating. The HBC device is worn on the wrist of the volunteer.

Data Collection and Statistical Analysis

To ascertain the effects of HBC compared to a normal scenario, baseline data of
the vital parameters of these subjects were also recorded on separate days, before
and after they had put on the HBC enabled wearable. The goal of the experiments
is to observe whether wearing the HBC enabled device has an effect on the vital
parameters of the person through statistical analysis. Fig. 7.10 shows the details
of the experimental setup. Fig. 7.10a shows the vital monitoring being carried out
on one of the volunteers with a Mindray V12 patient monitor. The details of the
different sensors used for the vital measurements are shown in Fig. 7.10b.

Each recording was made as a set of 5 data points. At the start of each recording,
the monitor is connected to the human subject to record the vital information. Three
gel electrode leads were placed, one each at the two arms and one at the left leg, and
the tracing was chosen similar to that of a standard ECG Lead II. Blood Pressure
(BP) was measured by means of an adult-sized BP cuff on the right arm that was
set to inflate at intervals of 5 mins. The temperature probe was placed in contact
with skin in the left axillary region. SpOs was measured by the pulse oximeter placed
to clasp the tip of the left index finger. After the connection were made and the
volunteers vitals attained steady-state, four consecutive readings were taken off the
monitor display, concurrent with the 5-minute inflation interval of the BP cuff. Each

data collection session lasted about 15 mins. Multiple such sessions of recordings were
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made throughout the day on each volunteer over five days. The data recordings were
done on 7 human subjects (4 male, 3 female) aged in the twenties and early thirties.
a flow graph showing the complete data collection procedure is shown in Fig. 7.11a.

For each vital parameter, baseline readings were pooled together, and readings
with HBC device on were pooled together. The range and 95% confidence interval of
each subject was constructed from the data, both in the baseline state and Intra-HBC
state, for each vital parameter. This allowed us to look for any significant change
due to HBC in each individual subject. The Two-Sample t-test was used for this
purpose. The p-values are also calculated to understand the statistical significance of

the change in parameters, if any, as a result of wearing an HBC enabled device.

7.3.2 Results

The statistical analysis is done through Paired t-test of baseline data and the data
with HBC wearable on, for each vital parameter. We carry out the t-test on both
the individual and population vitals data. Individual t-tests are run to gather more
statistical information, which can be limited from the population tests due to the
relatively small population size. Hence, baseline and HBC measurements are carried
out on individual test subjects multiple number of times to have sufficient statistical
significance. The p values obtained from individual t-test results are shown in Table
7.1. It can be seen that the p values for all vital parameters for each individual is
>0.05, indicating that HBC does not introduce any significant statistical change in
the vital parameters of the subjects. The mean values of the vital parameters also
show minimal change between the baseline scenario and with the HBC device on the
test subject as shown in Table 7.2. Fig. 7.13 shows the box and whisker plot for
the HR, MAP, SpO, and temperature measurements of two individual test subjects,
showing small difference in the mean values and the ranges. Similarly the population

box and whisker plots (Fig. 7.12) for all the different vital parameters show that there
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is little change in the mean and range of the parameters between the states when the
subject is wearing the HBC enabled device and when he/ she is not wearing it.

For looking at the changes in parameter in the entire population, the Paired t-test
was used with the two variables being the Baseline mean and the Intra-HBC mean for
each of the 7 subjects. Five such paired t-tests were done for the five vital parameters
under consideration. The p values and the mean differences obtained from these tests

also does not show any statistically significant change.

Table 7.1.
p values for t tests of individual subjects

HR MAP RR SpOy; Temp

51 0.16 0.26 055 0.18 0.31
52 028 056 041 019 0.09
53 0.11 098 021 0.50 0.57
54 034 040 049 029 0.39
S5 0.79 0.06 052 028 0.58
56 0.27 045 0.60 048 0.40
S7 039 0.06 068 059 0.70

7.4 Discussions

The different safety standards reviewed in this paper shows that the restriction
limitations come from the limit on current density, Specific Absorption Rate and
maximum field exposure. Certain design practices can be adopted to ensure safety
compliance of the HBC devices even under varying conditions of the human body
when nominal conditions are not satisfied. For example, the impedance provided by
the human body can vary significantly (by orders of magnitude) in presence of sweat

or a wound in the skin. This can lead to varying amount of current flowing through
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Table 7.2.
Mean Difference for t tests of individual subjects

HR MAP RR SpOy; Temp

S1 198 091 031 057 0.12
S2 200 071 077 059 0.22
53 1.01 0.03 074 028 0.06
5S4 124 065 048 0.36  0.09
Sh 056 2.02 047 047  0.22
S6 202 1.12 042 0.29 0.06
S7 0.76 146 0.18 0.11  0.03

the body depending on the condition which can lead to currents exceeding the safety
limit being injected into the body. From circuit design point of view any HBC device
can be designed with a current limiter circuit at the output to ensure the injected
current into the body is within the safety limits even under varying physiological
condition. Such design practices need to be followed while designing HBC circuits
and systems to ensure compliance with the safety limits at all frequencies and different

mode of operation of the device.

7.5 Conclusion

HBC is a promising alternative to wireless radio wave based communication of
devices around the body, due to its enhanced security and energy efficiency. However,
the safety aspect of HBC needs to be carefully evaluated as it involves injecting
electrical current into the body, This paper, for the first time, provides a thorough
analysis of the safety compliance of different types of HBC by FEM, circuit simulations
and carries out a small experimental study to observe any effect of HBC on the vital

parameters of the human body. The simulations show that the current density and
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field intensities in Capacitive HBC are significantly smaller compared to the safety
standards. Bio statistical analysis of the vital parameters of human subjects involved
in the experimental study show statistically insignificant change due to wearing a
HBC device, supporting the simulation results. On the other hand, Galvanic HBC
with differential excitation at the wrist can result in localized current densities and
field intensities (around the electrode), which are significantly higher than the safety
limits and should be avoided. Given that this small non-clinical study didn’t show
any early sign of the effect of HBC on the vitals of the subjects and the simulations
showed large margin of safety, in future longer clinical studies can be done before HBC
is adopted as a widely used product. Future studies about the safety aspect of HBC
can employ invasive procedures on a wider population to see the effect of electrical

signals on extracellular fluids, nerves, muscles and neuromuscular junctions.
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8. CONCLUSION

Last few decades has seen a tremendous growth in the number of wearable and im-
plantable devices due to scaling of semiconductor technology. A lot of research effort
has focused on making these devices energy efficient to potentially enhance their
lifetime. Since communication power consists of a significant portion of the overall
system power, any communication method reducing energy is of significant interest.
Human Body Communication (HBC) provides an alternative communication medium
to radio wave communication for Wireless Body Area Network (WBAN) applications.
In this thesis, we explore three key aspects of HBC : a) channel characterization b)
energy efficient circuit design, ¢) secure system design. Through high impedance ca-
pacitive termination, the human body is shown to exhibit broadband characteristics.
A bio-physical model is developed to explain the measured experimental results as
well as the discrepancies found in previous literature. The wire-like characteristics of
the human body is utilized to develop broadband circuits, which exhibits an energy
efficiency of 6.3pJ/bit, achieving the lowest energy BAN IC. Finally it is shown that,
through Electro Quasi-Static HBC, by operating at the frequency range of below a
few MHz, the signals can be confined within a few cms from the body. This signal
confinement enables secure communication through HBC, not possible with previous
state-of-the art HBC implementations. COTS based demonstrations are developed to
show strictly touch based communication between a wearable and ground connected
device for Human-Computer Interaction scenarios such as information transfer and
secure authentication. A prototype showing the first secure inter-body communi-
cation is also developed using EQS-HBC technique. These shows the possibility of
using the human body as a secure energy efficient communication medium potentially

making it the physical layer of choice for future Body Area Networks.
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