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GLOSSARY

Bitcoin – First open-to-public cryptocurrency that is able to complete peer-to-peer financial

transactions without a centralized entity that uses the blockhain as the underlying

technology.

Blockchain – Crytographically-based data blocks that are unidirectionally linked to others

tocreate a immutable and decentralized record of growing electronic transactions, a

distributed ledger.

Cryptocurrency – Electronic-based medium of exchange that utilizes the blockchain to keep a

distributed and immutable ledger of all transactions.

Ethereum – An open-source cryptocurrency platform that includes, besides basic cryptocurrency

features, Touring-complete computing capabilities that reside on their own version of the

blockchain technology.

Internet of Things – “Envisions a self-configuring, adaptive, complex network that interconnects

‘things’ to the Internet through the use of standard communication protocols. The

interconnected things have physical or virtual representation in the digital world,

sensing/actuation capability, a programmability feature and are uniquely identifiable...

The things offer services, with or without human intervention, through the exploitation of

unique identification, data capture and communication, and actuation capability. The

service is exploited through the use of intelligent interfaces and is made available

anywhere, anytime, and for anything taking security into consideration”. (Minerva, Biru,

& Rotondi, 2015, p. 74)

Proof of Work – Protocol used by some blockchain platforms, including Bitcoin and

Ethereum,that verifies transactions to prevent double-spending by using computing power

to calculate hash values embedded into transaction blocks.
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ABSTRACT

During recent years, attacks on Internet of Things (IoT) devices have grown significantly. Cyber

criminals have been using compromised IoT machines to attack others, which include critical

internet infrastructure systems. Latest attacks increase the urgency for the information security

research community to develop new strategies and tools to safeguard vulnerable devices at any

level. Millions of intelligent things are now part of home-based networks that are usually

disregarded by solutions platforms, but not by malicious entities. Therefore, the following

document presents a comprehensive framework that aims to secure home-based networks, but

also corporate and service provider ones. The proposed solution utilizes first-hand information

from different actors from different levels to create a decentralized privacy-aware Cyber Threat

Information (CTI) sharing network, capable of automate network responses by relying on the

secure properties of the blockchain powered by the Ethereum algorithms.
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CHAPTER 1. INTRODUCTION

In this chapter, the author established an outline of the current research document. The

author reviewed the technological conjuncture, provided the scope, shows the significance, and

laid out the research questions determined by assumptions and limitations. Finally, the author

concludes with an overview of this work.

1.1 Background

The Internet of Things (IoT) is comprised of resource-constrained devices connected to

the internet and interacting with other networks with or without direct human intervention. The

IoT’s primary objective is to maintain operations regardless of location to provide seamless

interaction between users and “things” to transfer and/or retrieve data, and respond with

intelligent actions (Mendez Mena, Papapanagiotou, & Yang, 2018). The last few years, the

performance and capabilities of IoT devices have improved, nevertheless, the security of IoT

devices has not kept the pace and it remains as the main challenge to address. In October 2016,

the major internet service provider Dyn suffered a major Denial-of-Service (DoS) attack by an

army of compromised IoT machines, which has increased the urgency to deal with ill-protected

IoT devices (Krebs, 2016). Forbes (2016) believed that by 2020, the Internet of Things would

exchange over 40 Zettabytes of data (Forbes, 2016) as over 20 billion devices interact over the

internet (Gartner, 2017), increasing the risk spectrum significantly for the IoT.

A main property for IoT devices is to be ubiquitous, which entails requirements for power

efficiency as well as limited computing capabilities that do not drain the power of the device.

Such intrinsic properties are found to contradict cryptography-based applications and other

securing algorithms, making the IoT security environment even more challenging (Mendez Mena

et al., 2018). Nevertheless, security researchers have paid attention to new technologies that

could help to cope with the current computing, energy, and security necessities of the IoT. The

blockchain and its cryptocurrency applications have disrupted the Internet environment over the

last few years, providing a new way to securely transact digital assets by combining reliable
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cryptographic principles and secure protocols. The IoT security community has been trying to use

the blockchain’s strengths to make embedded devices less prone to cyberattacks.

The purpose of this work was to present an application of the blockchain protocol to

protect networks at different levels and, therefore, the IoT devices in it. Also, this document

introduced a security framework that uses the blockchain to share security intelligence, gathered

directly from cyber targets, that within all network stakeholders. This work was based on

previous publications from the author (Mendez Mena et al., 2018; Mendez Mena & Yang, 2018,

2020) that included the appropriate permissions from the original publishers.

1.2 Scope

Recently, researchers have turned their attention to the applicability of existing blockchain

protocols, as well as novel definitions, to other areas besides the original conceptualization of the

technology, captured by different surveys and reports (Conoscenti, Vetro, & De Martin, 2016;

Puthal, Malik, Mohanty, Kougianos, & Yang, 2018; Underwood & Sarah, 2016; Zheng et al.,

2018). Moreover, the community has also started to dig into the suitability of blockchain

properties to address security-related challenges for the IoT (Alphand et al., 2018; Conoscenti et

al., 2016; Dorri, Kanhere, Jurdak, & Gauravaram, 2017; Gupta, Shorey, Kulkarni, & Tew,

2018; Kshetri, 2017). However, low-tier or consumer-based devices have not received the same

notice even though it is estimated to be the largest category of IoT devices being used (Gartner,

2017).

Therefore, the purpose of this document is to develop and simulate a blockchain-based

security framework that addresses security challenges for IoT devices functioning at the

home-consumer level.

1.3 Significance

Over recent years, IoT devices and applications made their way to different areas,

including homes, where their advantages and constraints were brought together. Most common

IoT vulnerabilities include insecure web interfaces, insufficient authentication, insecure network

15



services (prone to DoS attacks), privacy concerns (Yeh, 2016), insufficient security

configurability, insecure software, and poor physical security according to Bertino and Islam

(2017). In addition, IoT’s principle of keeping a constant and ubiquitous operation, in addition to

their weak security features and almost nonexistent technical maintenance, have made them

“advantageous for creating botnets” (Kolias, Kambourakis, Stavrou, & Voas, 2017, p. 83).

Moreover, Cui and Stolfo (2010) published an study that highlights the vulnerability of exposed

IoT devices over the internet even to basic port scanning over well-known ports. The results

found over 540,000 “things” that could be accessed by using default credentials. Costin, Zaddach,

Francillon, Balzarotti, and Antipolis (2014) found that around 2,000 devices included backdoors,

such as hard-coded telnet passwords, after analyzing the firmware of 32,000 embedded devices.

Their study included home routers, which add other security vulnerabilities and software flaws

that increase their probability of getting affected by common cyber attacks, backed by Karamanos

(2010) results. For home users, the cost to manage smart home and network devices and IoT

devices’ proneness to be compromised place a burden over consumers that even increases the risk

of exposure (Yiakoumis, Yap, Katti, Parulkar, & McKeown, 2011).

Known vulnerabilities and poor preventive measures for IoT devices led to Mirai botnet in

2016, which has been considered as “one of the most potent Distributed-Denial-of-Service

(DDoS) attacks in history” (Kolias et al., 2017, p. 80). The Mirai botnet was able to pull over 1.1

Terabytes Per Second (Tbps) of TCP SYN requests to the French-based internet service provider

OVH by using over 400,000 compromised devices that included webcams, DVRs, routers, etc...

Mirai used a simple attack vector, it scanned the internet over port 23 and 223, used hard-coded

62 username-password pairs, and performed a brute-force attack to gain admin access. Once the

malware gained control of the device and established communication with its

command-and-control (C&C) center it started a General Routing Encapsulation (GRE), Transfer

Control Protocol (TCP), and Hypertext Transfer Protocol (HTTP) flooding attacks on specific

targets to bring them down. The original Mirai botnet and other variations are still found over the

net and capable of infecting other vulnerable devices despite the InfoSec community’s warnings

of keeping unprotected and susceptible devices fronting the Internet (Kolias et al., 2017).

In summary, the risk for the IoT has increased, but the protective measures are thought not

to be enough to deal with the current cyber security status. The challenges exposed are not trivial
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to define and they might be even more challenging to solve. IoT solutions that rely on legacy

centralized systems are still prone to single-point-of-failure challenges, require costly dedicated

infrastructure and support, and suffer scalability issues. Therefore, it exists the requirement to

develop alternative solutions that respond to current challenges and needs from the different IoT

tiers. As of now, cyber threats and attacks are considered as a burden that is taken by end users

and their service providers (SP) (Yan, Kantola, & Shen, 2011). Therefore, it surfaces the

requirement to reduce cyber risks at the home and SP level by acting proactively on emerging

indicators of compromise (IOC) that have been validated by the network in real-time. The

proposed framework objective was to offer near real-time (NRT) containment of network-based

IOCs via a consortium blockchain network.

1.4 Research Question

The fundamental question and sub questions that define the study were the following:

1. Is it technologically viable to use blockchain protocols to develop a security framework for

IoT devices and home networks?

(a) How current network implementations behave under the referenced blockchain-based

security deployment in terms of resource availability?

(b) What are the security implications (user’s network resiliency, and reliability) of

implementing the proposed framework for users and service providers?

These questions were aimed to be answered in the following way: Research question one

on chapter five, question (a) and question (b) on chapters three and four respectively.

1.5 Assumptions

The following assumptions were made for the current study:

• There exists a requirement to secure consumer-based networks and internal, non-mobile,

IoT devices designed for home use.
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• Network simulations in the study resemble production internet service providers’ network,

the network is designed and implemented correctly, and the network devices interact as

expected.

• During simulations and throughout data collection, that all blockchain parties behave

correctly under the rules and algorithms determined by the Ethereum protocol, and more

than half of the users are trustworthy and legitimate.

• Simulations of security threats mirror known network-based attacks.

1.6 Limitations

The following limitations were inherent to the study:

• Simulations are restricted to the software and hardware capacity of the equipment utilized.

• Security resiliency and reliability of all network and blockchain components for unknown

or not tested threats.

• There exists limited computing resources that sustain the private Ethereum network.

1.7 Delimitations

The delimitations for this study included:

• The intent of the proposed framework target home networks and IoT devices used in

non-mobile applications.

• The blockchain-based suggested solution can only be considered as a proof of concept and

has not been designed or developed for production environments.
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1.8 Summary

During this chapter, the author provided the background, scope, significance, research

questions, assumptions, limitations, delimitations, and definitions for the research project. In the

next chapter, the author outlines blockchain technology, its history, limitations, evolution, and

applications in different domains. The following chapter also includes a review of the Internet of

Things (IoT) literature, security challenges, security requirements, and blockchain applications

created to solve IoT security problems.
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CHAPTER 2. REVIEW OF LITERATURE

2.1 Blockchain Technology and Its Evolution

In 2008, “Satoshi Nakamoto”, either a person or a group of developers, published

Bitcoin’s white paper (Buterin, 2018) entitled “Bitcoin: A Peer-To-Peer Electronic Cash System”

(Nakamoto, 2008) which introduced a decentralized peer-to-peer (P2P) electronic payment

system that does not rely on financial institutions. Bitcoin offered a practical solution to the

“double-spending” problem presented in digital currencies schemes (Crosby, Pattanayak, &

Verma, 2016), such that all transactions are recorded on a public ledger which is validated by a

consensus system based on strong cryptographic fundamentals (Mendez Mena & Yang, 2018).

Bitcoin has experienced success, with a capital market of over 10 billion US dollars (Zheng et al.,

2018). Moreover, its underlying technology, called “Blockchain” has captured researchers’ and

developers’ attention during recent years.

The blockchain can be defined as an open distributed ledger that record digitally-signed

transactions which are group-stored (in blocks) on a back-ordered hash list that is shared over a

P2P network (Mendez Mena & Yang, 2018). Blocks are linked to each other by a pointer that

contains the hash value of the previous block, which are attached in a linear and chronological

order, Figure 2.1 shows a graphic representation. To decide which block should be appended next

in the chain, as other blocks can be created simultaneously, Bitcoin introduced a consensus

mechanism, also known as “Proof of Work” (PoW) (Crosby et al., 2016). The PoW consists on

finding the correct random number (nonce) in the block’s header that complies with the number of

expected leading zeroes of the Secure Hash Algorithm-256 (SHA-256) hash value to be appended

to each block (Christidis & Devetsikiotis, 2016).
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Figure 2.1. Blockchain representation (Mendez Mena & Yang, 2018)

The computational effort needed to obtain the right nonce is exponential to the number of

zeroes anticipated, but it is simple (by one-way function definition) to verify by any other node in

the network. Once a new block is generated and, therefore, broadcasted and verified by other

nodes, the responsible party or “miner” is rewarded with Bitcoins (BTC), which also serves as an

incentive to other network members to support the process (Karame & Ghassan, 2016). If two

competing miners submit a candidate block at the same time (creating a “fork”), the consensus

algorithm dictates that the nodes should accept the fork that shows the most considerable amount

of work (solved by the next block). Therefore, besides making each block immutable and every

transaction verifiable, it also increases the difficulty for an attacker to announce a fraudulent

transaction as not only one block is needed, but all the subsequent blocks need to be recalculated,

turning into a mathematical race with other well-behaved nodes (assumed to be the majority) to

get it accepted (computationally expensive and almost improbable) (Crosby et al., 2016).

In summary, the blockchain provides byzantine fault tolerance (BFT), as it reaches

consensus over a trustless environment, as well as decentralization, persistency, anonymity (not

necessarily privacy), and auditability (Zheng et al., 2018). In short, the system provides

confidentiality (for account management), grants integrity, and maintains availability based on its

decentralized properties (Denial-of-Service (DoS) resistance) (Kareem, Bin Sulaiman, &

Umer Farooq, 2018). The system is also resistant to Sybil attacks, in theory, as long as the

rightful participants control at least 51% of the mining power (Raval, 2016).

2.1.1 Original Blockchain Limitations and Technical Response

Nevertheless, Bitcoin and its original blockchain present technical challenges and

limitations that in some way complicate its adaptability on the road (Yli-Huumo, Ko, Choi, Park,
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& Smolander, 2016). (1) Bitcoin’s current maximum throughput is only seven transactions per

second, which may limit its scalability if the number of users increases over time. (2) The time

needed to complete a transaction is around 10 minutes (Kiayias & Panagiotakos, 2015), the time

it usually takes to mine a block that relates to the number of zeroes required on the PoW, such

latency makes the original blockchain unusable for immediate-sensitive applications. (3)

Bitcoin’s size of one block is close to one Megabyte (MB) limiting the number of transactions to

500, by the time Bitcoin reaches the throughput of its financial competitors, like VISA, it might

experience bandwidth scarcity. (4) Current Bitcoin security relies on the assumption that to

maintain the rightfulness of the system, the majority of the nodes in the network behave correctly.

Karame and Ghassan (2016) listed three different practical attacks on Bitcoin’s security by

tampering blocks and transactions delivery. Sybil attacks were based on IP addressing control and

fast payment meddling (for newer Bitcoin versions). Eyal and Sirer (2018) showed that minority

mining pools could use a strategy called “Selfish Mining” to gain more than their legitimate share

of mining rewards, which eventually can lead to more pools to apply the same approach and even

being able to launch successful double-spending attacks. Additionally, software bugs have been

found in Bitcoin’s software that have derived in vulnerabilities, such as CVE-2010-5139 (integer

overflow) (Park & Park, 2017). Finally, (5) Bitcoin mining consumes vast amounts of electrical

power due to its trial-and-error strategy to find the nonce to provide PoW. In financial terms,

around 15 million US dollars per day are needed to pay the electrical bill for the entire Bitcoin

network (Yli-Huumo et al., 2016).

Bitcoin’s limitations and flaws have created the necessity to look for alternatives or

modifications to the original mechanisms to potentiate blockchain applicability and expand its

realm. Original and consequent versions of the blockchain have been classified based on their

potential activities. The blockchain community has come up with three categories (Swan, 2015):

(1) Blockchain 1.0 groups currency exchange and financial-related applications, such as digital

payment systems, led by Bitcoin and its technology (as explained previously). (2) Blockchain 2.0

is linked to contracts and comprehends the entire economic, financial, and market processes, such

as stock and bond exchange, ownership, and public records (Hoy, 2017). Ethereum, launched in

2014, introduces a “blockchain with a built-in Turing complete programming language”

(Wiederhold, Riva, & Graffigna, 2014, p. 13). Ethereum runs a distributed virtual machine or
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“Ethereum Virtual Machine” (EVM) that runs “smart contracts” or self-enforcing computer

programs (Atzei, Bartoletti, & Cimoli, 2017), Li, Jiang, Chen, Luo, and Wen (2017) considered

Ethereum smart contracts as lightweight decentralized applications or dAPPs. The second version

of the blockchain opens the door for application research in different fields. (3) Blockchain 3.0

deals with functions beyond finance and markets with functioning applications on government,

science, health, technology, and education (Crosby et al., 2016). The third version of the

blockchain is capable of running full-blown dAPPs or smart contracts, which include automated

agents (AA) or software that runs without human intervention and creates decentralized

autonomous organizations (DAO), where artificial intelligence systems make decisions and

humans sit on the edges of the structure (Raval, 2016). Besides virtual computational features

and automated enforcement, newer versions of cryptocurrencies with their respective blockchain

modification address original flaws or limitations found in Bitcoin. New alternative coins or

“altcoins” improve (1) throughput, (2) block interval time, (3) number of transactions per block,

and (4) the consensus algorithm has been adjusted for security and efficiency purposes, such as

the energy-friendly Proof-of-Stake (PoS) consensus method which requires fewer CPU cycles for

mining and its reward system is based on the node coin balance rather than its computing power.

Table 2.1 shows a quick comparison of some of the most relevant cryptocurrencies/blockchain

systems at the moment, that includes information of practical tolerance to malicious nodes based

on the security analysis of Zheng et al. (2018), Bartoletti and Pompianu (2017), and Kiayias and

Panagiotakos (2015).

Table 2.1. Blockchain comparison from Zheng et al. (2018), Bartoletti and Pompianu
(2017), and Kiayias and Panagiotakos (2015)

System Block Block Consensus Energy Practical Tolerated

Size Interval Protocol Saving Adversary Power

Bitcoin 96 GB 10 min PoW No <25%

Litecoin 16.55 GB 2.5 min PoW No <49%

Dogecoin 13.93 GB 1 min PoW No <47%

Ethereum 17-60 GB 12 sec PoW No <25%

Tendermint 10 GB 5 sec BFT PoS Yes <33%
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2.1.2 Blockchain Current Challenges

Although recent versions of the blockchain provide solutions to the constraints displayed

with Bitcoin they also present new concerns. The nature of the blockchain, as a public ledger,

even after new releases of the protocol, all transactions are public and in many cases users’

activities are traceable. However, one-time accounts, one-time private keys for each transaction,

and the use of transactional “chaffs” can help to protect against data leakage and improve privacy

preservation (Li et al., 2017). Cruz, Peters, and Shevchenko (2015) proposed a framework for

building smart contracts that safeguard privacy, consisting of a compiler named “Hawk” that

translates the script into a cryptography-based protocol. Smart contracts, as computer programs,

can also be used by malicious entities that can ease information leakage that includes confidential

information and private keys, as well as use scripts for fraud and other crimes (Li et al., 2017).

Additionally, smart contracts present vulnerabilities based on their functionality and technical

conception. Atzei et al. (2017) described a vulnerability on auto-invoking contracts during a

“fork” as its running state might be reverted and therefore undetermined. Also, described an

attack on a time-sensitive contract used by a malicious miner, with stake in the outcome of the

transaction that manipulates its execution. The study also included a recreation of a DAO attack

in which the adversary takes advantage of a glitch of withdrawal functions, after fallback, to steal

funds. Li et al. (2017) published four different bugs with potential security risks, which include

but are not limited to (1) transaction-ordering dependence, (2) time-stamp dependence, (3)

mishandled exceptions, and (4) reentrancy.

Nevertheless, the potential of the blockchain permits the development of applications that

attempt to address security problems. One of the strongest points of the blockchain is the ability

to provide data integrity relying on sound cryptographic properties, plus, its natural perception of

time (Cruz et al., 2015) permits the expansion of services to other areas, in special security.

Christidis and Devetsikiotis (2016) divulged the “out of the box” benefits of the blockchain

beyond financial applications:

• Decentralized fault-tolerant P2P network.

• Consensus practical.
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• Transparent, verifiable and auditable.

• Non-repudiation enabled.

• Predictable trustless participation.

Puthal et al. (2018) added to the list data immutability, and data authentication, which

provide data security as a result. Tapscott (2018) even considered, due to the same arguments,

blockchain technology capable of securing tracking, not only of financial activity but also of

“virtually everything of value” (p. 5). However, not all security solutions are suitable to be

replaced or complemented by blockchain applications, Puthal et al. (2018) described a scenario

where a distributed ledger application could be utilized for security purposes, which is

characterized by (1) different parties that transact through a third party, (2) the third party is not

completely trustful, (3) the priority is to validate transactions and a system that provides data

authenticity, and integrity is prime, (4) a tradeoff between integrity over confidentiality and

performance can be tolerated, and (5) it is not time-sensitive (although evolutions of the

blockchain significantly improved transaction rate and block size). Additionally, Wessling,

Ehmke, Hesenius, and Gruhn (2018) advocated for a comprehensive engineering approach before

the blockchain can be integrated into different solutions. With or without previous considerations,

there are already security applications based on blockchain technology that includes data storage

(Raval, 2016), protected health information (PHI) data access (Hoy, 2017), data control

(Zyskind, Nathan, & others, 2015), distributed denial of service (DDoS) defense (Rodrigues,

Bocek, & Stiller, 2016), breeder document protection (Buchmann, Rathgeb, Baier, Busch, &

Margraf, 2017) and the Internet of Things (IoT) security (Puthal et al., 2018). In summary, the

blockchain has the potential to solve security problems endorsed by its real-world practicality as

well as its cryptographic soundness, however, a detailed analysis and comprehension of the

security problem to resolve should exist as well as the appropriate testing, and verification before

deployment.
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2.2 The Internet of Things

The Internet of Things (IoT) can be considered as a ubiquitous network of networks that

comprehend a conglomerate of devices that provide different type of services (Oracevic, Dilek, &

Ozdemir, 2017). Logically, it can be viewed as a group of smart devices that interact with each

other to achieve a common objective (Sicari, Rizzardi, Grieco, & Coen-Porisini, 2015). These

devices are interconnected providing and retrieving data, with intelligent responses that trigger

actions (Mendez Mena et al., 2018). Lately, the popularity of the IoT has surged while many

other IoT devices are being deployed globally and, therefore, the amount of data has surged as

well. In fact, Gartner (2017) predicted that by 2020 the number of IoT devices would increase to

20 billion, moreover, Forbes (2016) estimated a data exchange greater than 40 Zettabytes (ZB)

over the same period. Such important increase has created a gap between security and the IoT

service breadth. Sivaraman, Chan, Earl, and Boreli (2016) concluded that business pressure, cost

savings, and a revenue-centric model force a rush-to-market approach, Wurm, Hoang, Arias,

Sadeghi, and Jin (2016) called it “short time to market (TTM)” (p. 519) , which enables security

flaws. He et al. (2018) blamed flawed software-development practices, poor management of

information streams, and burdensome patching process for devices in production stages.

Additionally, the constrained nature of IoT devices with limiting power, memory and computing

power exacerbates the situation as it contradicts legacy resource-exhaustive security solutions

(Mendez Mena & Yang, 2018). Besides their own and the inherited flaws of traditional computer

networks (Khan & Salah, 2018), attackers have also paid more attention to the IoT given the

considerable amount of sensitive data processed without proper security controls (Lohachab &

Karambir, 2018), which makes the situation even more compelling.

2.2.1 IoT Security Challenges

Security researchers have analyzed different perspectives to understand the current

situation and define the existing challenges for the IoT. (Bertino & Islam, 2017, p. 78) listed

common problems found in IoT devices that include: “Insecure web interfaces, insufficient
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authentication, insecure network services, poor privacy controls, insufficient security

configurability, insecure software, and poor physical security.”

Mahmoud, Yousuf, Aloul, and Zualkernan (2015) provided a more organized view of IoT

challenges by classifying them in regard of its architecture: At the perception layer, wireless

communications interference, interception, or alteration (replay attacks), as well as physical

security must be considered. The network layer is susceptible to DoS, eavesdropping, and weak

authentication are major concerns. Lastly, the application layer might experience complications

from the heterogeneous nature of IoT as the lack of governing policies and standards complicates

interaction, such as the utilization of contrasting authentication mechanisms. Lohachab and

Karambir (2018) specified weak passwords, dissimilar storage and data processing methods, as

well as flawed security controls and insufficient filtering capacity as the main reasons for IoT

devices to miscarry privacy, trust, confidentiality, identity attestation, and access enforcement.

Zhang et al. (2014) detailed faulty identification integrity, lack of global authentication schemes,

poor privacy strategies (data collection policies and data anonymization), insufficient lightweight

cryptographic solutions, deficient software development practices and software analysis

constraints, as well as malicious software, complicates the IoT security panorama. Pacheco and

Hariri (2016) added Internet network extension (from mobile, non-IP, sensor to cloud and fog

computing), multiple entry points and domain diversity (on ownership, policy and connectivity)

to the list of obstacles. Yu, Sekar, Seshan, Agarwal, and Xu (2015) included inadequate perimeter

defenses, host-based detection mechanisms, and patching processes adapted to the IoT world as

key dimensions that need to be addressed. Finally, Oracevic et al. (2017) summarized

aforementioned IoT security issues into two main topics: Data and privacy protection. In

summation, the security breadth has expanded but still the available resources are not sufficient to

cope with the ongoing environment. The challenges exposed are not trivial to define and they

might be even more difficult to solve. From the literature, consensus is still needed along with

prioritization before the community can advocate for action.
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Figure 2.2. IoT Security Requirements by Author

In any case, before solutions can be sketched, basic security requirements for the IoT

should be determined, therefore, some researchers have established different conditions secure

IoT devices should comply with. Figure 2.2 lists different requirements set by Weber (2010),

Babar, Stango, Prasad, Sen, and Prasad (2011), Borgia (2014), Sicari et al. (2015), and Khan and

Salah (2018). Lately, Samaila, Sequeiros, and Correia (2018) provided a more detailed and

organized set of security requirements based on the IoT architecture that added to previous

demands: Sensing [lightweight encryption, and anti-collision algorithms], network [secure

routing, network encryption mechanisms, and attack detection/prevention] and application

[secure cloud environment, antivirus software, security education].

However, it is more accessible to list demands than to develop solutions, some of the

authors referenced above have overlooked existing limitations of constrained devices, which in

some cases need to relate to external dedicated devices to provide a feasible resolution. Other

authors made broad requirements that involve integral answers or “silver bullets” that so far have

not been part of the security domain. Table 2.2 shows a recap of IoT security issues and

author-concerted requirements based on its architecture.
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Table 2.2. IoT security challenges and concerted requirements by architecture layers

IoT Layer Security Challenges Security Requirements

Perception

• Poor Physical Security • Tamper Resistance

• Communication Jamming

• Lack of Confidentiality and Integrity

Network

• Insufficient Authentication • Authentication & Access Control

• Insecure Network Services • Confidentiality & Integrity

• Denial of Service • Availability

• Eavesdropping • Attack Prevention/Detection

• Deficient Filtering Capacity

• Scarce Lightweight Crypto

• Network Heterogeneity Extension

• Multiple Entry Points

• Inadequate Perimeter Defenses

Application

• Insecure Web Interfaces • Privacy

• Poor Privacy & Security Controls • Secure Execution Environment

• Insufficient Client Security Configurability • Secure Cloud Environment & Storage

• Insecure Software

• Lack Governance and Standards

• Weak Passwords

• Incompatible Data Processing Methods

• Faulty Software Development Methods

• Constraint Software Analysis

• Malware

• Poor Patching Processes

• Unavailable Host-Based Detection

29



2.2.2 Existent IoT Security Solutions

Based on the requirements exposed previously it is possible to formulate and analyze

security solutions to the problems IoT has been struggling with. Examining the solutions at the

perception layer, specifically to address tamper resistance, there has been studies that address

jamming over wireless networks, such as the work presented by Noubir and Lin (2003); Xu,

Trappe, Zhang, and Wood (2005); Xu, Wood, Trappe, and Zhang (2004) that can be applied to

current IoT infrastructure as those rely on signal strength, packet delivery efficiency, correcting

codes, and change of frequencies to avoid interference. Same for Sybil and spoofing attacks at

this layer as exposed by Chen, Trappe, and Martin (2007); Demirbas and Youngwhan Song

(2006); Li and Trappe (2006); Xiao, Greenstein, Mandayam, and Trappe (2007). Also, there are

some other proposed solutions for securing physical interfaces and unverified network modules

(OWASP, 2014).

At the Network layer, authentication and access control solutions have received important

amount of attention from security researchers, as different approaches have been presented over

the last few years. For instance, Granjal, Monteiro, and Silva (2010) proposed compressed

versions for Authentication Header (AH) and Encapsulating Security Payload (ESP) mechanisms

for Wireless Sensor Networks (WSN), where the authors evaluated different encryption

techniques to find one suitable for limited energy requirements, such as Secure Hash Algorithm-1

(SHA-1), which by the way is no longer considered secure. Raza, Duquennoy, Höglund, Roedig,

and Voigt (2014) proposed a similar approach for IPSec suitable for IPv6 Low-Power Wireless

Personal Area Networks (6LowPAN) to reduce packet size that contradictory produces power

overhead and increased response time. Mahalle, Anggorojati, Prasad, and Prasad (2013)

introduced a new method for authentication and access control called Identity Authenticaiton and

Capability based Access Control (IACAC) that genereates keys through Elliptic Curve

Cryptography (ECC) where devices are mutually authenticated for communication and access to

prevent man-in-the-middle and replay attacks. Kothmayr, Schmitt, Hu, Brünig, and Carle (2013)

suggested an end-to-end security lightweight method that uses two-way authentication with public

and private keys, in which an access control server stores access credentials for network users, a

certificate authority (CA) is needed. Huang, Xiang, Bertino, Zhou, and Xu (2014) introduced a
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password-based authentication method that uses smart cards and biometrics that are registered at

a database that also includes a back-up stand-alone solution when the central server is not

available, similar to the proposal from Amin, Kumar, Biswas, Iqbal, and Chang (2018), in which

the main purpose was to secure distributed cloud environments with low computational costs.

Bohli, Skarmeta, Victoria Moreno, Garcia, and Langendorfer (2015) proposed a

distributed data access scheme that includes a distributed Kerberos authentication application to

secure communication channels between IoT devices and the cloud by the use of

crypto-generated keys within the Constrained Application Protocol (CoAP). Park and Kang

(2015) proposed an inter-device authentication protocol and key-distribution scheme where the

nodes are involved in the key assignment process instead of a central server. He et al. (2018)

introduced a context-based authentication and access control framework based on the premise

that IoT devices are managed by different users at the same location.

Additionally, as part of access control and permissions policy, trust should be considered

as a key element between users/owners (if device usage is transferred) or between devices. Xie

and Wang (2014) presented an approach for inter-system mutual trust that creates a centralized

token-based access control framework based on item levels. Also, Tragos et al. (2016) proposed a

trust model that calculates the trustworthiness of an IoT device based on communication, security,

data-based criteria, relationships, location context, and reputation.

Confidentiality and Integrity literature seems to be mature as well, for instance, back in

2009, Riaz, Kim, and Ahmed developed a security framework to secure LoWPANs that contains

modules for secure neighbor discovery, authentication and data encryption based on ECC.

Brachmann, Garcia-morchon, and Kirsche (2011), presented a end-to-end security solution for

CoAP that integrates also with HyperText Transfer Protocol (HTTP) using Transport Layer

Security - pre-shared key (TLS-PSK). Doukas, Maglogiannis, Koufi, Malamateniou, and

Vassilacopoulos (2012) proposed a conceptual design that provides data encryption and integrity

(as well as authentication) by the use of public key infrastructure (PKI) at the IoT gateway level,

as those devices have more robust computational resources that common IoT devices do not.

Peretti, Lakkundi, and Zorzi (2015) suggested another framework to provide end-to-end security

that includes lighweight versions of CoAP, Datagram TLS (DTLS) and 6LoWPAN over TinyOS.

Kumar, Kumar, Budhiraja, Das, and Singh (2016) proposed a Lightweight encryption algorithm
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that utilizes a symmetric key algorithm of five rounds that uses a 64-bit key to encrypt a 64-bit

block cipher. Das and Das (2016) introduced a hybrid method that combines cryptography and

steganography techniques to achieve confidentiality and data integrity, respectively, between

home and cloud servers. More recently, Aman, Sikdar, Chua, and Ali (2018) introduced a

two-step approach to validate IoT data integrity that includes a random time hoping sequence,

using shared secrets between the data server and the IoT device, and then creates validation

information using a lightweight random permutation algorithm.

The literature that covers availability solutions for the IoT is not as extensive as prior

requirements described above. Misra, Krishna, Agarwal, Saxena, and Obaidat (2011) proposed a

service oriented architecture that aims to prevent DDoS attacks for IoT by using Learning

Automata (LA) concepts which optimized packet examination problem for recognition of

malicious ones, it is composed of various phases for detection, identification, and defense, where

different thresholds are defined based on resource availability. A different approach is suggested

by Jerkins (2017), in which it tried to catalog Mirai-vulnerable IoT devices to motivate

administrators to remediate the problem. Rajagopalan, Jagga, Kumari, and Ali (2017) proposed to

move the burden to IoT gateways in the Fog layer so authentication and authorization methods

can be run appropriately.

Attack prevention and detection methods for the IoT are scarce, for instance, Liu, Zhang,

and Zhang (2013) presented a dynamic defense architecture that utilizes Artificial Immune

System (AIS) adaptation to detect attacks through an IoT gateway and an attached monitoring

server. Yu et al. (2015) proposed network-based security architecture that relies on security

gateways that monitor and control the context of IoT devices to generate a global view of the

network enforce policies that include internal interactions. Sivaraman, Gharakheili, Vishwanath,

Boreli, and Mehani (2015) suggested a network-level monitoring solution capable of detecting

malicious behavior that interact dynamically with cloud-based Software Defined Networking

(SDN) to implement security rules at the IoT gateway. Pacheco and Hariri (2016) presented an

IoT framework that contains an Anomaly Based Analysis (ABA) - Intrusion Detection System

(IDS) to detect irregularities at the sensor and network layers, it used comparative methods to

determine deviations between the Euclidean distance and reference models determined by the

ABA.
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In addition, there are a few solutions involved in the attack prevention domain that could

be used as compliment to the applications described previously to provide reliability and

scalability to the scheme. For instance, Sharma, Singh, Jeong, and Park (2017) suggested a

distributed SDN network to maintain consistency between controllers as well as to keep a secure

interaction between them to apply security network controls and threat prevention to IoT

networks. Additionally, Collen et al. (2018) published a conceptual reference architecture that

involves network data flow analysis for context information to develop a risk assessment in real

time and traffic control at the IoT Gateway. The platform uses Blockchain and Smart Contracts to

provide data assurance and code integrity that can be used to distributively share information with

other IoT gateways.

At the Application layer some of the security solutions crafted to address privacy,

execution, and cloud environments also interact with the other two layers or with external or

non-technical approaches. That is the case of user-level privacy and data sharing as different

controls are needed from a governance point of view. Nevertheless, policies must adapt to the

dynamic IoT environment and technology should be able to provide some tools to guarantee the

application and the enforcement of this policies (Sicari et al., 2015). In regard of data privacy (at

motion or at rest), solutions at other layers, such as encryption techniques as well as

authentication and access control methods are required to comply with this requirement.

In order to assure a secure execution environment, besides the security applications

described on previous layers, can be guaranteed by testing how IoT systems would react to a

different set of attacks and consequent failures that would risk confidentiality, integrity, or

availability. That is the approach Strielkina, Kharchenko, and Uzun (2018) and Kolisnyk and

Kharchenko (2019) have taken to propose Markov’s models to better understand the outcome of

simulated attacks on vulnerabilities or on availability (respectively) on each of the components of

the IoT infrastructure without harm.

The IoT has found in the cloud a place to outsource storage and computing capabilities

that is not able to support within its limited hardware that has brought IoT’s intrinsic threats and

security problems into the new domain, which in some ways can be addressed by the methods

presented previously. However, current research has been mostly compartmentalized and there

has not been numerous efforts to address challenges as a whole (Roman, Lopez, & Mambo,
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2018). Nevertheless, Bhattasali, Chaki, and Chaki (2013) published a framework to secure

communications with the cloud, however, it needs trust to be established in the first place. Zhou,

Cao, Dong, and Vasilakos (2017) proposed a secure packet forwarding and privacy preserving

framework for cloud-based IoT (viewed as a single environment) based on threshold credit-based

incentives (TCBI) mechanisms and symmetric homomorphic mapping (SHM) encryption for

packet forwarding and one-way trapdoor permutation to preserve privacy.

In summary, IoT solutions that rely on legacy centralized systems are still prone to

single-point-of-failure challenges, require costly dedicated infrastructure and support, and

scalability issues. However, those provide reliability as they have been subjected to scrutiny of the

security community over time, therefore, their limitations and flaws are acknowledged so they can

be utilized in the correct context.

2.2.3 Blockchain Security Solutions

On the Blockchain side, there exists a significant number of publications that address

authentication, and access control. For instance, Ouaddah, Abou Elkalam, and Ait Ouahman

(2016) and Ouaddah, Elkalam, and Ouahman (2017) proposed a blockchain-based access control

framework, called FairAccess, that enables a decentralized access control manager to grant,

delegate, and revoke access to allow users to have full control over their data and consequent

privacy by the use of smart contracts, wallets and access tokens, where the control and

Bitcoin-enabled blockchain processes are enforced at IoT gateways. Shafagh, Burkhalter,

Hithnawi, and Duquennoy (2017) published a new distributed access control framework to secure

data sharing and storage in the cloud, it uses Bitcoin’s blockchain to maintain an auditable access

control ledger to provide secure key distribution for data stream encryption. Ourad, Belgacem,

and Salah (2018) introduced an authentication model via Ethereum blockchain, smart contracts,

and tokens to allow a one-time login to interact with different IoT devices, that run instances of

the blockchain, to verify identities over a public network. Novo (2018) presented a new

decentralized access control architecture that operates in a single smart contract where IoT

devices interact with the blockchain through management hubs that also interface with a public

network of full blockchain nodes controlled by the contract. Additionally, Hammi, Hammi,
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Bellot, and Serhrouchni (2018) presented a decentralized authentication mechanism running on

top of a public Ethereum network that enables virtual secure zones enforeced by smart contracts,

where IoT devices can communicate safely. Both, client/server and blockchain solutions attempt

to solve inherited IoT problems through similar cryptographic fundamentals and lightweight

adaptations of models that have worked on other instances. However, blockchain-based solutions

also seek to solve legacy client/server problems such as third-party availability and authenticity,

scalability, and availability. Nevertheless, Blockchain-based approaches are usually concepts that

in some cases offer light test implementations that need additional work before real-world

introduction.

Blockchain-based publications on confidentiality and integrity are not as extensive as their

counterparts, however, blockchain applications on their own provide naturally integrity as that is

considered a strong characteristic of these systems. Nevertheless, Liu, Yu, Chen, Xu, and Zhu

(2017) presented a data integrity as a service model for IoT-cloud interactions that can be verified

by data owners and consumers without a third-party auditor that runs on top of a private Ethereum

network. Blockchain applications cannot offer data confidentiality directly as its

publicly-available attributes are antagonistic, and should rely on other solutions, however, it can

assist providing a platform to verify identities and create a secure exchange between verified IoT

entities. On the availability area, blockchain approaches are not sufficient either, Boudguiga et al.

(2017) proposed an infrastructure availability framework by using the blockchain to maintain IoT

devices patched with validated software signed by manufacturers via a web portal that interacts

with the blockchain network and publicly-available IoT devices, and therefore, improve its

availability. As different approaches are taken to prevent IoT availability issues there exists the

possibility to combine methodologies to achieve a more resilient system.

Novel applications based on the blockchain still need time and research to acquire a

“solution” status. As seen previously, blockchain technologies can administer side services to

provide resiliency or to enhance existing security to the desired environment, which in most cases

can be adapted within other architectures as long as the requirements, needed to conduct a

successful blockchain implementation (previously described), are met.
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2.2.4 Blockchain Security Solutions for the IoT

2.2.4.1 IoT Service Categorization

In order to review different security applications, it is worth to classify IoT devices by

their operation domain as different requirements might be obtained by the service they were

meant to offer. Ouaddah et al. (2016) suggest classification by three main different domains,

Boudguiga et al. (2017) added a fourth one:

1. Personal & Home

2. Government & Utilities

3. Enterprise & Industry

4. Intelligent Transport Systems (from Boudguiga et al. (2017))

It is possible now to allocate current IoT market offerings in to the described categories. For

instance, Healthcare and SmartHome devices fall under the Personal & Home category,

SmartCities and Smart Grids under Government & Utilities, manufacturing-purposed devices, or

Industrial Internet of Things (IIoT) solutions, under Enterprise & Industry, and autonomous motor

vehicles below Transport Systems. Additionally, Ouaddah et al. (2016) listed some of the

requirements for each one of the domains, for example, Personal & Home devices seek for

privacy practices, Government & Utilities call for scalability and collaboration features and

Enterprise devices demand authorization controls and availability, which intuitively can be

assigned for IoT transport systems as well. Also, Tschofenig, Arkko, Thaler, and McPherson

(2015) classified IoT devices operation by their communication patterns, which are not mutually

exclusive: (1) Device-to-Device, (2) Device-to-Cloud, and (3) Device-to-Gateway.
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2.2.4.2 Blockchain Operational Categorization

Blockchain technologies can also be organized by their operation type: (1) Public, (2)

Consortium, and (4) Private (Buterin, 2015). Public blockchains are accessible by anyone over

the Internet, users can interact freely with it and secured by monetary compensation. Consortium

blockchains are maintained by a “pre-selected set of nodes” (Buterin, 2015, p. 1) where read

rights may be public or not, and private blockchains are fully restricted systems with constrained

rights to read, generally belonging to a specific organization. Table 2.3 compares the three types

as the consensus method, the efficiency, and the security differ within each other.

Table 2.3. Blockchains by operation type

Attribute Public Blockchain Consortium Blockchain Private Blockchain

Access Unrestricted Pre-selected set of nodes Restricted (One Organization)

Read Rights Public Public or restricted Public or restricted

Security Difficult to tamper Might be tampered Might be tampered

Consensus Permissionless Permissioned Permissioned

Efficiency Low High High

As security, or chain immutability, relies on the number of well-behaved users, public

blockchains are difficult to tamper as the number of malicious nodes must be majority

(theoretically), therefore, private and consortium chains with limited number of nodes can be

tampered with more ease, although, their security also relies on their restriction capabilities

(Gramoli, 2016). The consensus process can also variate as consortium and private blockchains

restrict and certificate participation, unlike public ones where anyone can enroll. Efficiency deals

with transaction throughput (latency) and power consumption (Zheng et al., 2018). Blockchain

applications might differentiate as well by the platform used (Bitcoin, Ethereum, Tendermint,

Custom, etc.) and consequently consensus methodology (PoW, PoS, BFT, Proof of Authority

(PoA), etc.).
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2.2.4.3 Blockchain-Based Security Applications

There are blockchain security applications for the IoT that cover fundamental security

operations or protocol enhancements that could be used in different domains. For instance,

Ouaddah et al. (2016) introduced a distributed access control framework, that is composed by two

layers, the first one manages the access control policies that communicate with other

organizations, and the second one comprehends IoT devices that rely on their blockchain-enabled

gateway, that enforces the access control policies. In this case, a semi-centralized approach is

used as IoT equipment do not own the computing resources to apply rules by themselves,

according to the authors. The proof-of-concept runs over Bitcoins’s blockchain and utilizes wallet

interfaces to relate to users, which means currency is needed to run the application and limits its

affordability and may become a burden if the number of nodes grow, nevertheless, the integrity of

the transactions are safeguarded by Bitcoin’s entire capability.

Boudguiga et al. (2017) proposed to use the blockchain to keep diverse IoT devices

updated and to check patch integrity, the objective is to provide a highly available distributed

network that can provide the required patches to outdated IoT devices. The IoT devices interact

with the blockchain directly to reach the validated software that rests over other file servers with

more computing capacity. The prototype version runs Multichain, an open-sourced private

blockchain enabler that is a modified protocol of Bitcoin’s technology. Even though blockchain

main features may provide the security safeguards offered, the publication does not show

efficiency nor security analysis data. Additionally, IoT devices are emulated by Rasperry Pi

minicomputers that not necessarily reflect adaptability or capacity of current market offerings.

Also, the update network works on top a private blockchain that if no security controls are

enforeced properly can be overwhelmed by malicious nodes.

Lee and Lee (2017) published a similar approach to provide validated firmware to

constrained devices connected to a custom-made private blockchain where the firmware updates

are distributively stored and shared via a BitTorrent application (Peer-to-Peer (P2P)). The scheme

is composed of verification nodes, that keep integrity information of the update files, vendor

nodes (outside of the blockchain network) that store and share the software uniquely based on

verification node information, and user nodes (IoT devices), that produce continual queries for

new firmware updates. The document contains a detailed and formal explanation of each one of
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the roles, protocols, and structures used in the solution. However, the authors did not present a

proof-or-concept nor simulation of any of the processes that difficult the analysis. Efficiency

scrutiny is necessary as such data can tell how well intensive computing tasks take place on PoW

miners, as well as the impact on constrained devices running blockchain operations, as the

number of network members increase.

Shafagh et al. (2017) introduced an access control management solution for IoT devices

that uses blockchain technology to provide secure data sharing protocol. The Bitcoin blockchain

stores access permissions that are granted on a data-stream basis, which could be revoked at any

time by the data owner. The IoT devices interact with the blockchain through the IoT gateway

that also serves as a intermediary storage unit, that also caches recently used data. The paper

includes thorough description of the blockchain and data storage process that include formal

message definitions. The primary evaluation presented by the authors shows a slowdown

compared to Amazon’s S3 storage service that increased with the inclusion of more nodes.

Further testing and supporting data is needed for blockchain mining efficiency suitability from a

proof-of-concept implementation.

Ourad et al. (2018) came up with a one-time authentication scheme built on top of a public

Ethereum smart contract that determines resource accessibility. Once the user is authenticated,

and granted an access token, she/he can interact with the IoT device (running an Ethereum

lightweight client) by any communication method during the authorized time or until revoked.

Initial testing showed resiliency against replay, man-in-the-middle (MITM) attacks, and malicious

packet injections, although cryptanalysis is missing. It also shows ease of use, as the end user

needs to make a single request to maintain data accessibility. In terms of blockchain efficiency,

even though the study did not present data, seems reliable as mining is not needed as a

Proof-of-Authority (PoA) protocol is used. Nevertheless, the solution needs actual currency (gas)

to run instructions determined in the contract, which can mean an important financial stress over

the system owners when more devices are attached. Also, the proposed platform requires

blockchain-enabled devices to complete the authorization process, that in reality might be difficult

to achieve as IoT manufacturers need to be involved.

Hammi et al. (2018) published a decentralized blockchain authentication system that

creates virtual zones of trust, where IoT devices can communicate safely and external
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communication is restricted by a public smart contract. The blockchain is used outside the

security zones and it is composed of a “master” IoT device that interacts with the blockchain for

group creation and association requests, and “follower” IoT devices that run Ethereum client

software. The authors presented efficiency analysis that include power consumption, financial

costs, and transaction throughput that, even though, it shows feasibility arguments, it was not

compared with other baseline implementations. The solution, as it works on top of public

Ethereum network, inherits its robustness (including its limitations) and security capabilities as

well as provides different layers of protection, at first sight, for IoT devices against spoofing,

replay, and message substitution attacks, although further analysis and testing is needed.

However, public Ethereum transactions have a monetary cost, which is volatile and difficult to

calculate over a time range, that may become a difficulty as more devices are added to the system.

Also, IoT devices need to run Ethereum instances that require vendor intervention before it could

be set under production.

Gupta et al. (2018) offered a new security model custom blockchain inspired after Bitcoin,

that trades tokens instead of coins that are used to distribute voting power and limit transactions

rate to prevent DoS attacks. The new protocol exchange additional messages that exchange

authentication information as well as public keys to enable confidential exchange of data.

Nevertheless, the publication lacks cryptoanalysis of the different exchanges as well as

experimental data that confirms the operability of the protocols. Custom offerings for blockchain

protocols need to present empirical evidence of their feasibility and reliability.

Wang, Dong, Li, Fang, and Chen (2018) proposed a custom blockchain security model for

the IoT that utilizes an Inter-Planetary File System (IPFS) that queried transactions. The IoT

devices interacted as nodes of the blockchain, that isolates their interface with external networks,

as only validated and signed transactions are processed. The authors simulated a deployment that

indicated excessive latency and low throughput as the number of nodes and transactions

augmented, which might indicate performance problems if the solution is taken under more

challenging situations. Additionally, the paper does not offer data nor analysis on device

performance as IoT equipment actively interacts with the blockchain and the file system.

However, the system is able to deliver security and decentralized capabilities that the blockchain

protocol offers.

40



Alphand et al. (2018) presented an adaptation of the IoT architecture for end-to-end data

transfer security published by Vučinić et al. (2015) and the IETF Internet Draft authored by Seitz,

Selander, Wahlstroem, and Erdtman (2017) for authentication and authorization of constraint

devices. The solution replaces third-party servers of mentioned approaches with a trustless

authorization method based on token exchange over blockchain and private Ethereum smart

contracts that contains and enforces access rights’ policies. The data showed, after implementing

the proof-of-concept (PoC) on top of the Ethereum private test network, response efficiency and

acceptable latency on each of its services including the constrained device utilized as the

computing burden was carried by servers with sufficient computing power. However, the PoC was

deployed with a limited number of devices that would require additional testing as the

transactions are increased by additional IoT devices, clients, and service nodes. Furthermore, the

solution requires of adaptable IoT devices that can support a blockchain instance with sufficiency.

Under the Personal & Home category, Dorri, Kanhere, Jurdak, and Gauravaram (2017)

presented a blockchain-based smart home framework (initially conceptualized in Dorri, Kanhere,

and Jurdak (2017)), which might be applied to different domains as well. The framework involves

three tiers that are included in a smart home environment, where IoT devices request or allow

access to device data through a private blockchain maintained by a local miner that acts as the

network gateway. Also, the solution includes cloud storage with a compatible service provider

(SP), and an overlay network composed of clustered smart homes running a public blockchain

system to connect different instances under a common administrator. The framework offers two

different layers of protection that could contain spread attacks from or within the smart home.

Additionally, it offers integrity of data transactions, management availability, confidentiality for

data at rest, and computing resource efficiency as a custom blockchain instance is used that do not

require PoW. Nevertheless, it requires IoT devices, service providers and data storage platforms to

work under the same authentication and access control protocol, which may be difficult to

accomplish, which also limits the implementation and testing of the proof-of-concept that ended

up in a computer-based simulation. Lastly, running a novel customized private blockchain

protocol might carry software vulnerabilities unless rigorous testing is applied.

Huh, Cho, and Kim (2017) proposed and IoT device management model that works on top

of an Ethereum private network. The proposal used Raspberry Pi devices as home appliances
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meters that collect energy consumption data from different appliances and enforce consumption

policies dictated in smart contracts, the blockchain stores public RSA keys and protect its

integrity . Some of the data obtained from the meters is also stored in the blockchain based on the

policies stated in the contract. The authors mentioned some of the limitations found in the

Ethereum protocol that they need to address to increase functionality, such as transaction

throughput and lack of lightweight clients suitable for constrained devices. Even though,

conceptually, the solution seems to accomplish its objectives as it was implemented over a test

network, the study does not present an efficiency nor security analysis, basic operational data is

not available either. Also, a profound privacy analysis is needed to determine whether the data

stored in the blockchain does not leak user identifiable information.

For Government & Utilities IoT devices, Mylrea and Gourisetti (2017) conceptualized a

blockchain model for smart grids that aims to enhance the integrity and the trustworthiness of

transactive energy data based on a public and decentralized ledger. Additionally, it analyses the

potential of secure decentralized data storage as well as verification of transactions that a

blockchain solution and smart contracts could offer. Moreover, the data distributed over a

blockchain network could also be used to detect abnormal behavior or tampering attempts that

could minimize the risks and improve the stability of the system. Also, it enables smart grids to

decentralized payment systems and allow real-time trading based on actual energy consumption

gathered from smart meters. Nevertheless, the publication offers only conceptual solutions to

existing smart grids cybersecurity problems, such as resiliency, trustworthiness and data integrity

preservation.

Under the Enterprise & Industry category, Liu et al. (2017) introduced a

integrity-as-a-service platform that enables data owners and consumers and providers to verify

IoT-generated data integrity under a decentralized environment. The data integrity system is

controlled by a private Ethereum smart contract where clients, owners, and service providers can

verify completeness of the data stored in the cloud. The data transfer process is possible through a

P2P system relying on IPFS over secure Hypertext Transfer Protocol (HTTP). As intended, the

solution leverages from the most prominent feature provided by a blockchain, integrity. The

platform permits as well to avoid third-party auditors and provides availability. The system also

allows to process payment to the cloud storage provides through the same Ethereum network that
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compensates honest miners for their verification services, which can be even more gratifying if

the solution works publicly. Nevertheless, it requires client, owner and cloud service provider to

support the same blockchain instance and custom made protocols. Additionally, further testing is

needed over a larger network and monitor verification efficiency as published results over a

limited environment showed considerable delays for blocks larger than 8 MB.

Sharma et al. (2017) proposed a multilayer network distributed architecture for enterprise

environments. The solution uses the blockchain for network controllers to allocate network

topology and traffic data to dictate policy rules for the software defined networking (SDN)

management platform. The system learns common traffic patterns and reacts to abnormalities that

interact with SDN and access control rules to block possible threats. The proposal strengths

reside on its ability to adapt current technologies with fault tolerance distributed protocols without

altering IoT composition and functioning that interact with a high-availability architecture.

However, the solution works on top of a custom blockchain private network that might not offer

the same robustness as major blockchain offerings. Also, addtional real-world testing and

comparison studies are needed as the published simulation might not encompass all variables.

Finally, due to its complexity and scope it is limited to organizations with the financial means to

deploy.

Finally, for Intelligent Transport Systems, Dorri, Steger, Kanhere, and Jurdak (2017)

published a decentralized security architecture for a smart vehicle environment based on a custom

blockchain protocol. Smart vehicles or support services (i.e. smart devices, software providers,

cloud services, etc.) connect to management nodes that comprehend a blockchain network that

does not require proof-of-work computation but rather assigns block creation by schedule.

Management nodes verify and broadcast signed transactions as it allows traffic only to and from

an access control list composed of public keys generated from each IoT device or service. The

authors suggest remote software updates, insurance data sharing and car sharing services as

potential applications of the architecture. The proposed changeable protocol for public keys

allows to maintain certain privacy assurance features that other blockchain IoT solutions have not

addressed entirely. Also, as a private blockchain approach, it does not need extensive validation

mechanisms that affect power and computer efficiency as well as providing a more restrictive

environment, where access control could be enforced more strictly. Nevertheless, implementation
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on real scenarios might require a significant effort to deploy a compatible network with sufficient

coverage for mobile users. Additionally, custom-made blockchain protocols need thorough

testing and analysis before they can be part of a production environment.

Even though the number of IoT-Blockchain publications has increased significantly over

the last three years almost by a factor of 20 (Web Of Science, n.d.), there are some IoT

requirements that have not been completely satisfied. The number of publications suggesting

blockchain solutions for authentication, access control, availability, integrity, privacy, cloud

integration and storage for the IoT is relatively booming. On the other hand, prevention &

detection, as well as secure execution environment initiatives did not receive the same attention as

the previous ones. Additionally, as stated by Gartner (2017), the number of home-based and

personal devices represent over the 50% of all IoT devices with a projection to almost 12 billion

devices by the next two years, which makes it a primary focus of attention for businessman,

researchers, and malicious actors. Such consideration intensifies the need to address security

issues not only technologically but also from the policy standpoint.

2.3 Summary

In this chapter, the author provided a review of the literature relevant to the blockchain

technology, the Internet of Things, its security challenges and proposed solutions that leverage on

the blockchain to address IoT’s requirements. Even though the results of the section establish the

importance of and the relevance of the research questions proposed, none of them were able to

provide a response. In the following chapters, the author presents his research compiled in two

additional publications (Mendez Mena & Yang, 2018, 2020), as well as future writing plans.
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CHAPTER 3. BLOCKCHAIN-BASED WHITELISTING FOR

CONSUMER IOT DEVICES AND HOME NETWORKS

In the following chapter, the author summarizes the work published by the author of this

document, Mendez Mena and Yang (2018), presenting blockchain-based security solutions for

home networks and home IoT devices. The author relied on hardware implementations with

known IoT “Smart Home” devices to create a practical testing environment. The numerical data

obtained were subject to statistical analysis and compared to a simple security solution in terms of

performance.

3.1 Proposal

Figure 3.1. Network and logical diagram from previous work

The objective of this document was to determine the feasibility of implementing a

blockchain-based network gateway. The device acts as a firewall that validates the traffic that tries

to access a private home network composed of different IoT devices and personal computers. The

gateway, now called the gatekeeper (GK), uses a specific smart contract with the details and rules

to allow or deny access to the network. The system uses Ethereum as the underlying technology
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to record transactions created by the smart contract, which are parsed by a script running at the

gateway that feeds a whitelist creating firewall rules that are applied and govern the gatekeeper.

3.2 Assumptions and Limitations

First, the author assumed that all blockchain entities abide by the rules of the Ethereum

protocol. Second, the private Ethereum network security used for this implementation relied on

its limited number of participants (nodes) and Ethereum validators (miners) that are expected to

behave correctly. Only the determined nodes are assumed to have access to the Ethereum private

network.

On the limitations side, the smart contracts were not secured for access or edition. The

gatekeeper only provided access based on layer three information and has not been tested for any

other types of attacks on the network layer. Additionally, privacy concerns have not been

addressed at any level, as all transactions are public. Finally, there have not been any

modifications or improvements to user experience while interacting with smart contracts. Users

need to be previously exposed before operation.

3.2.1 Functionality

A private Ethereum network instance was configured on three different nodes, one of them

operating at the gatekeeper. All involved computers had private Ethereum accounts that provide

the interface between the users, the gatekeeper, and other components of the Ethereum

blockchain. The accounts were secured by ECC, embedded in the Ethereum software suite.

The gatekeeper keeps a whitelist based on layer three information that was only modified

by the smart contract and its interaction with the blockchain. The smart contract provided the

authorization to the internal network, users interact with the contract through a Solidity web

application, where the network information is entered, and a hash value is used for integrity.

Using a Python script, the gatekeeper read all designated blockchain transactions and provided

access based on information in the data field of a specific transaction. Figure 3.1 shows how the
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application is structured. Based on blockchain principles, all transactions can be verified by all

nodes and cannot be tempered if the majority of the parties behave correctly.

3.3 Methods

The author collected data from two scenarios of the same testing environment under

different conditions. During the first scenario, the network security devices ran basic whitelisting

using IPTables firewall rules hosted by a Raspberri Pi device. Therefore, no blockchain

interaction. During the second scenario, the devices ran all blockchain operations described

previously. The data gathered was statistically analyzed to compare the two implementations.

3.4 Results and Statistical Analysis

As described within the Results section of the Mendez Mena and Yang (2018) publication,

the analysis of the data obtained on both experiments is determined like this:

During both trials, 288 equally distributed samples were obtained over 24 hours for

each scenario. Table 3.1 shows statistics on the data. A two-sample t-test was

performed to Scenario 1 and Scenario 2 data sets to compare the performance

between the two implementations with a 95% confidence level Devore (2011). The

parameters used for comparison are CPU load, disk and RAM usage for the client,

and gatekeeper devices. The disk usage on the gatekeeper and the client computer did

not show a significant difference. The usage on both data sets did not vary, therefore,

no statistical analysis was performed. Nevertheless, the CPU load

(p− value < 0.0001), figure 3.2(a), and the RAM usage (p− value < 0.0001), figure

3.2(b), on the Gatekeeper, as well as and the CPU load (p− value < 0.0001), figure

3.2(c), and the RAM usage (p− value < 0.0001), figure 3.2(d), for the client

computer did show statistical significance between data sets, all of them with

numerical increase on scenario two, except for the client RAM usage. (p.10)
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Table 3.1. Mean and standard deviation for both testing scenarios on previous work
Parameter Scenario 1 σ1 Scenario 2 σ2

Gatekeeper CPU load [%] 0.1286 0.1038 0.8167 0.2775
Client CPU load [%] 13.2633 10.6925 73.3718 6.8044
Gatekeeper Disk Usage [GB] 1.400 0 1.400 0
Client Disk Usage [GB] 548.600 0 548.600 0.0003
Gatekeeper RAM usage [GB] 0.3316 0.0039 0.4922 0.017
Client RAM usage [GB] 7.8915 0.1109 7.5314 0.5711
# of authorized packets/sample at GK 555,493 - 3,223,788 -
# of dropped packets/sample at GK 120 248 -
# of active/passive connections/sample at GK 2.75 - 38.75
# of connection resets/sample at GK 1.25 - 3.5 -
Time taken to add IP address to blockchain [ms] N/A - 49.463 -
Time taken to apply whitelisting script [ms] N/A - 15,322.5 -
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(a) (b)

(c) (d)

Figure 3.2. Box Plot: (a) GK CPU load, (b) GK RAM usage, (c) Client CPU load,
and (d) Client RAM usage.

3.5 Discussion

The author within the Discussion section (Mendez Mena & Yang, 2018) stated the

following based on the information form the section above:

The results obtained at the client computer level on the CPU load was expected since

scenario two carried other tasks, such as mining and peer-to-peer communication.

However, the client’s disk usage did not increment significantly even though over

70,000 Ethereum blocks were processed over the sampling period. The RAM usage

value on the first scenario surpassed the second one, which could be inferred that

running an Ethereum node does not decrease device performance.

On the Gatekeeper, the CPU load and RAM usage presented significant differences,

see Table 3.1. Even though the processing capacity of the RaspberryPi is far more

limited than the client computer used in the study, numerically, it cannot be

considered as a burden for the device. The overall CPU usage never increased over

2%, and the RAM usage, value did not surpass the 51% mark when sampled, which
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means no memory scarcity was suffered by the embedded device and a heavier load

can be applied on future applications. The disk usage, as well, did not registered a

change within sampling periods, which did not go over 1.4 GB from a 32 GB limit

given by the microSD card installed. Additionally, the number of packets managed

by the blockchain-enabled scenario was higher than the ones from the first

implementation, same with active/passive connections handled. The dropped packets

and reset connections showed the same behavior. (p. 11)

3.6 Publication Conclusions

The author concluded that the use of whitelisting techniques is viable to implement using

a blockchain-based scheme to protect home networks and the IoT Smart Home devices that reside

in them. The blockchain capabilities provide an additional layer of protection against

cyber-attacks and other actors that might try to interfere or manipulate the output of the whitelist

based on faulty information. As the author described within the Conclusion section of the

Mendez Mena and Yang (2018) publication:

The cryptographic features of the Ethereum protocol, such as asymmetric key

encryption and digital signatures, strengthened peer-to-peer communications between

network nodes. The author considered that the results could be qualified as the

starting point to a secure home-based network architecture model for IoT devices.

Additionally, the distributed computing properties of the blockchain open the door for

future opportunities for decentralized whitelisting based on information generated

from different trusted sources. (p. 12)

3.7 Summary

In this chapter, the author summarized a previous publication on a blockchain-based

security proof-of-concept aimed to provide an option to secure home-based networks and IoT

devices. This publication served as the starting point for this research as it describes the viability
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of affordable devices with shared intelligence over a blockchain network. In the following

chapter, the author introduces the security framework that leverages on previous findings to

provide a holistic cybersecurity approach.
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CHAPTER 4. DECENTRALIZED ACTIONABLE CYBER THREAT

INTELLIGENCE FOR NETWORKS AND THE INTERNET OF THINGS

In the following chapter, the author provides a summary of his work (Mendez Mena &

Yang, 2020). In this publication, the author presented a blockchain-based security framework to

share actionable Cyber Threat Information (CTI) between different levels, including service

providers (SP) and home networks to protect IoT devices. The author simulated a routed network

that included different autonomous systems and their respective customers to recreate a practical

testing environment. The numerical data obtained were subject to statistical analysis and

comparison to a simple security solution in terms of performance and security functionality.

4.1 Cyber Threat Intelligence & The Blockchain

A known way to reduce the time between computer or network compromises due to cyber

attacks by applying proactive protective measures is called Cyber Threat Intelligence (CTI). CTI

is factual, relevant, actionable, and valuable information used by security professionals to protect

their assets from cyber threats (Tounsi & Rais, 2018). Even though such information supports the

efforts of the information security community, the sources of the data are reluctant to share it with

external parties as it might contain sensitive information, privacy concerns, lack of trust, as well

as classification and interoperability from the receiving side (Jasper, 2017). On top of it, the

research published by Tounsi and Rais (2018), included quality and budgeting issues, as well as

the absence of legal reliance, present themselves as a roadblock for widespread CTI sharing. The

way to succeed utilizing the available information to produce effective, coordinated, and

meaningful incident response actions is to collect the data from reliable sources (Wagner,

Dulaunoy, Wagener, & Iklody, 2016). From the IoT perspective, to take advantage of first-hand

information through a secure method, it is valid not to assume central trust as equal access, and

quick propagation for action is required. Therefore, as stated by Cha, Singh, Pan, and Park

(2020), the blockchain can be considered a suitable candidate for sensitive-data sharing, in this

case by the implementation of a CTI system architecture for sustainable shared computing.
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Over the last few years, the infosec research community has discussed the additional

capabilities of blockchain technology by proposing novel applications. (Atlam, Alenezi, Alassafi,

& Wills, 2018, p. 359) stated the following: “Information immutability, decentralization,

anonymity (with public key protocols application), resiliency, trust, and increased computing

capacity as blockchain competences that can be used to address some of the security challenges

presented by the IoT.”

Ølnes, Ubacht, and Janssen (2017) expanded on the benefits and promises of the

blockchain by including transparency, auditability, increased control (by consensus), data

integrity, error reduction (by automation), enhanced access to information, reliability, data

security, and decreasing transaction costs (by no human involvement). Hughes et al. (2019) also

include automation, streamlined processes (by smart contract enforcing), and increased

processing speed (due to disintermediation) where inter-organization reconciliation of data and

processes could be benefited by using the blockchain, which also relates to “significant cost

savings” (p. 119). Nevertheless, the same authors listed above (Atlam et al., 2018; Hughes et al.,

2019; Ølnes et al., 2017) stressed the importance of acknowledging the limitations of the

blockchain technology given by overall processing power, storage capabilities over time,

scalability, computing costs, and privacy concerns. Consequently, the potential applicability of

the blockchain also relies on design decisions and application build-out process (Ølnes et al.,

2017), making clear that not all security issues of the IoT could be silver-bulleted by a blockchain

application.

As new threats emerge, Cyber Threat Information (CTI) sharing becomes more important

and the challenges it faces are also more apparent. Hence, the focal point for new CTI sharing

applications is to understand current struggles and develop comprehensive requirements to

provide valid solutions. In addition, as the threat landscape expands, it becomes even more

burdensome for individual defenders to safeguard their networks by themselves. A valid pathway

to achieve proactive security operations is to share dependable and trustworthy information with

other parties that share the same ethic principles, something that has already been followed by

many organizations (Al-Ibrahim, Mohaisen, Kamhoua, Kwiat, & Njilla, 2017). The work

published by Böhm, Menges, and Pernul (2018) stated that CTI exchange is able to improve the

network defense capabilities significantly as long as the information shared is
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“integrity-proof”(p.2). Moreover, Mtsweni and Mutemwa (2019) called for the quick and truthful

exchange of relevant CTI, within the appropriate volume, between trusted partners. Nevertheless,

even after realizing the benefits existing by sharing intelligence information, many organizations

refrain from the exchange as they are concerned over security, privacy, and competitivity issues

that have halted the initial efforts to send and receive valuable first-hand data which compromises

the overall quality of the information allowed to cross-organizational borders (Al-Ibrahim et al.,

2017). A truthful exchange experience requires not only sustainable quality of reports over time,

but also fair and equal participation without “free-riding” by holding all actors accountable while

maintaining a comfortable level of privacy and/or anonymity. The information security

community also needs to consider the entire spectrum of available data, from single users to

structured multinational corporations, as each one is capable of providing relevant information.

However, we need to understand how each one of the participants may have different priorities

when it relates to CTI. For instance, some small businesses in developing countries try to increase

profits by cutting down all expenses, security included. Those owners might prefer to take the risk

by not being part of CTI due to lack of proper funding (Berndt & Ophoff, 2020; V. G. Li et al.,

2019). Moreover, the investment level is also reflected in the data quality within CTI notifications.

Open communities share their information without structure, “such as PDF and Word

documents” (Abu, Selamat, Ariffin, & Yusof, 2018) (p. 375), while Enterprise-level

organizations usually include structured data to facilitate automation. It is appropriate, then, to

advocate for the democratization of CTI access.

It is possible, then, to assume that the blockchain is capable of providing high availability

to share data between users and service providers, as well as between ISPs. It is also safe to

assume that the blockchain could maintain a distributed tamper-proof repository where CTI can

be exchanged transparently, democratizing access to the data (Atzori, 2016). This blockchain

platform can be assembled at the consumer level, or at the ISP level, in which the security

measures can be enforced at the source or destination of the detected malicious activities.

Furthermore, academic literature shows different perspectives on how to reduce the existing gaps

for exchanging CTI. The work published by Cha et al. (2020) proposed a framework for sharing

computational power with sustainability over time to improve efficiency. Wu, Qiao, Ye, and Lee

(2019) used the blockchain to deal with trust and quality concerns as it engaged users to
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participate in CTI distribution. Also, Buber and Sahingoz (2020) introduced a consensus

framework to safely add reports into a CTI database. The work presented by Hajizadeh, Afraz,

Ruffini, and Bauschert (2020) controlled software-defined networking (SDN) systems using a

distributed ledger to mitigate network threats based on activity reports shared between

participants. In addition, Purohit, Calyam, Wang, Yempalla, and Varghese (2020) defended the

quality of CTI reports by establishing distributed control over free riding and false reporting to

effectively target threats at the cloud services level. Therefore, the published paper presented in

this chapter proposes the utilization of first-hand data gathered from customers and ISPs, by their

network components, such as IoT devices, and dedicated detection systems to share intelligence

information distributively by using the blockchain. The main objective of this design is to address

issues of current CTI sharing applications that include trust, integrity, reliability, resiliency, and

unequal access to valuable information.

4.2 Materials

The author considered a simulation environment suitable ground to replicate network

actors as close as possible to a real network implementation. The entire experiment was

implemented using Microsoft Azure cloud services due to its virtualization nesting capabilities

and other blockchain-related tools and other development applications available. The main

network was simulated using the GNS3 software, Linux-based virtual machines to connect the

simulated network to the outside, and Microsoft workbench applications for the web interaction

with the consortium Ethereum network configured in the cloud. Figure 4.1 describes the

connections of all the components used during the simulation.

Refer to Figure 4.2, as it represents the proof-of-authority Ethereum consortium that

shows how the leading member is composed and how it interacts with the rest of the network. The

Microsoft Azure Ethereum templates permitted rapid and scalable deployments for different

organizations that want to participate in the exchange of Ethereum transactions. The deployment

over the cloud also enabled performance upgrades that can be adjusted to the computing power

needed within the budget capabilities of each actor. The Micorsoft Azure platform for Ethereum
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Figure 4.1. Connectivity scheme of the network simulation environment.

also allowed fair distribution of administrative rights between the consortium members, if the

leader decides to distribute its initial decision power.

The Ethereum network for this deployment is governed by two smart contracts that

desegregate the system in two tiers, the ISP-level tier and the user-level tier. The ISP-level tier is

composed of all ISPs that have decided to participate in the CTI exchange and the user-level tier

is determined by all customers that have decided to opt-in and their respective ISP. The purpose of

the design is to maintain user and ISP privacy. The consumers will share data with their ISP as

determined by their service agreements and the ISP will be able to share CTI between their

SP-level peers without compromising user-level data. The Ethereum consortium network uses a

Proof-of-Authority consensus algorithm that suits well the purpose of this application as only

permissioned nodes are allowed, as well as maintaining a reasonable and efficient amount of

computing power needed to validate transactions unlike Proof-of-Work schemes.
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Figure 4.2. Ethereum consortium leader network scheme.

4.3 Methods

A Distributed Denial of Service (DDoS) ICMP (Internet Control Message Protocol) attack

was crafted to hit a specific target inside the simulation network to test how the proposed

framework work under pressure. The main objective was to demonstrate the effectiveness and

efficiency of the application while stopping malicious traffic, including scanning, malware

propagation, and infection, without consuming too many resources. The experiment consisted of

three categories: network performance, Ethereum network performance, and network security

capabilities.

To understand how the tool managed the available ISP resources, the author monitored the

memory, CPU, and link usage of all the network devices that interact in data exchange. Also, the

performance of the Ethereum network was evaluated to determine the effect of using the

blockchain at the ISP level. Finally, the attack simulation provided the data to determine the real

capabilities of the framework, as well as its limits. A statistical analysis was performed over the

performance data to determine differences between network utilization with and without the

blockchain. The testing scenarios used the same simulation setup, Figure 4.3 shows the GNS3
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layout that was hosted at the Azure cloud. Additionally, the network performance on video

streaming was also measured to determine variations at the user level when the blockchain is in

place or not.

Figure 4.3. GNS3 network simulation.
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Table 4.1. Mean and standard deviation for utilized bandwidth on routers (Kbps).
Device Control (C) σ1 Experimental (E) σ2 p-Value (H0:C = E)

ISP A 93,911.1 561,846 41,443.9 125,030 0.0001
ISP B 148,817 427,260 77,338.0 236,503 0.0001
ISP C 141,282 525,158 84,225.6 381,451 0.0001
ISP D 138,587 326,974 86,659.6 395,937 0.0001

4.4 Results and Statistical Analysis

The author described within the Results section of the Mendez Mena and Yang (2020)

publication the following:

The simulation ran for fourteen days in total, where the first seven were used as a

“Control” group, and the other seven days, the “Experiment” group, used the

blockchain to run the proposed framework. Over 66,000 equally distributed samples

were collected to measure device performance, including Bandwidth (Table 4.1),

CPU utilization (Table 4.2), and Response Time (Table 4.3). A random web traffic

generator was used for both groups using the same seed value.

Tables 4.1–4.3 show the statistics and the comparisons between the “Control” and the

“Experimental” group. The p-value resulted of the two-sample t-tests performed for

each group an device at the 95% confidence level. In addition, Table 4.4 presents the

statistical comparison for video streaming performance again between both groups.

Finally, Table 4.5 show information that belongs to the Experimental group only as

only Ethereum data was available for this section of the experiment.

The tables below were taken from the same Mendez Mena and Yang (2020) publication

for didactic purposes. The tables present the statistics of the collected information form all the

experiments, as well as the results of the statistical comparison between the Control and

Experimental group.

Figure 4.4 shows the Intrusion Detection System (IDS) alert after finding thousands of

ICMP packets in a short period of time, which triggered the response on the right that include

Ethereum transactions, warning the rest of the network. Figure 4.5 presents the result of the

59



Table 4.2. Mean and standard deviation for CPU utilization on routers (%).
Device Control (C) σ1 Experimental (E) σ2 p-Value (H0:C = E)

ISP A 7.1170 0.5006 5.9493 0.8178 0.0001
ISP B 10.0074 0.6429 8.8812 1.0412 0.0001
ISP C 9.3924 0.6639 8.3844 0.9352 0.0001
ISP D 8.9934 0.6809 8.4193 0.9244 0.0001
CPE A 0.7047 0.7238 1.4948 0.7455 0.0001
CPE B 2.1427 0.3847 2.0402 0.2254 0.0001
CPE C 2.1498 0.3972 2.0497 0.2758 0.0001
CPE D 1.1416 0.4732 1.6144 0.6150 0.0001

Table 4.3. Mean and standard deviation for response time on routers (ms).
Device Control (C) σ1 Experimental (E) σ2 p-Value (H0:C = E)

ISP A 6.5536 3.0634 6.5534 3.1351 0.9965
ISP B 6.4850 3.1223 6.6552 3.1151 0.0005
ISP C 6.6789 3.1686 6.7461 3.1357 0.1720
ISP D 6.6051 3.1133 6.7355 3.1440 0.0077
CPE A 18.0294 5.3292 18.3166 5.3124 0.0006
CPE B 18.1483 5.2870 18.3320 5.3395 0.0270
CPE C 18.5355 5.3244 18.5856 5.3603 0.5491
CPE D 18.4437 5.3562 18.5881 5.2901 0.2094

Table 4.4. YouTube streaming performance comparison.
Parameter Control (C) σ1 Experimental (E) σ1 p-Value (H0:C = E)

Frames Dropped 136.1 61.9451 300.6 128.3 0.0001
Resolution 640 × 360@25 - 640 × 360@25 - N/A

Connection Speed 12,831.2 Kbps 2962.7 9827.4 Kbps 3711.5 0.0027
Buffer Health 120.9 s 6.7602 121.3 s 9.7353 0.8375

Table 4.5. Blockchain data taken from consortium validators hosted in Microsoft
Azure cloud platform.

Parameter Mean σ Unit

Block Propagation 327.0002 96.2419 ms
Block Creation Time 4.4586 1.9444 s

Daily RPC Traffic 0.9638 0.7663 MB
Validator CPU Usage 36.9991 1.1185 %

Validator Available RAM 44.3309 3.0810 %
Validator Disk Usage 13.3417 0.3203 %
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warnig triggered that initiated firewall action on the target. The graph shows on and off behavior

to highlight the effect of the blockchain controls that could be in place. The security response

effectively stopped the reception of malicious packets at the gateway.

Figure 4.4. (left) Snort security event alert. (right) Blockchain transactions triggered
by the alert.

Figure 4.5. Router interface of target host, received and transmitted packets.

4.5 Discussion

Both, ISP and customer networking devices showed statistically significant differences

within Bandwidth and CPU utilization. Despite the author’s perceptions, the mean values for the

Control group were higher than the ones obtained within the Experimental group. Further
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statistical analysis, the Control group data set showed a higher standard deviation, which meant

that the differences between points were greater than in the Experimental setup. It is important to

note that the traffic carried by the Experimental group devices included blockchain and CTI data,

it also utilized other computer resources, such as IPTables and Python scripting for automated

firewall rule implementation. The experiments showed that the implementation of the

blockchain-based network security controls saved clock cycles and bandwidth by providing a

quick response to cyberattacks at the ISP transaction level. Nevertheless, the customer premises

equipment (CPE), placed at the edge of the home network did indicate higher CPU utilization as

it managed higher traffic loads created by blockchain transactions. Nevertheless, the numerical

results showed that the increment for all indicators is manageable and, during the analysis, the

author believed the burden is outweighed by the benefits of providing additional security for ISPs

and their customers. Similarly, the streaming video data indicated a slight decrease in

performance within the experimental group. However, visually the changes are not

distinguishable as both groups operated at 640x360 pixels with 25 frames per second rate.

From the security perspective, the blockchain data indicated that in average it took 4.4586

seconds to deliver CTI data across the network. The speed provided by the Ethereum network

provided evidence that the enforcement of security controls could be expedited and spread denial

of service might be controlled from the source. For instance, stopping each one of the botnet

stages as listed in Figure 4.6. Moreover, the automation of the response removed the human error

variable from the response equation, which increases the possibility of performing planned

actions in a timely manner. In summary, the framework proposed in this work show that

tamper-proof CTI data shared over a secure network that do not require trust nor a centralized

entity is plausible without ignoring CTI requirements as listed by Al-Ibrahim et al. (2017); Böhm

et al. (2018); and Mtsweni and Mutemwa (2019). Finally, the blockchain data did not show a

resource-starving situation for Ethereum validators since the consensus algorithm used a

proof-of-authority approach that eases the computational requirements compared to

proof-of-work implementations. A scalable solution seems to be more appealing to service

providers, that in this case, would do the heavy-lifting tasks, such as data verification and

transaction dissemination. It allows actors to consider opt-in without giving up a significant

investment, allowing smaller SPs to participate and benefit as much as the larger ones.
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Figure 4.6. Cyber threat intelligence (CTI) enforcing diagram during three stages of a
botnet attack.

4.6 Conclusions

The author showed the viability of implementing a decentralized CTI sharing network that

involved service providers and customers. The data indicated that first-hand information

disseminated throughout a secure and tamper-proof intelligence data is capable of alleviating the

effect of a massive denial of service attack due to rapid incident response with no initial human

intervention. Even though it existed a statistically significant difference in terms of traffic load

and computing resources within the Experimental group, it did not relate to a user experience

degradation. The results indicated that this framework could be viewed as the starting point for

additional protection based on CTI information where access is democratized.
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4.7 Summary

In this chapter, the author summarized previous work on a CTI sharing network over a

decentralized Ethereum network aimed to provide an option to secure home-based networks and

IoT devices and ISP networks.
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CHAPTER 5. FUTURE WORK, SUMMARY, CONCLUSIONS, &

RECOMMENDATIONS

In the following chapter, the author summarizes the future proposal for publication work

authored by the writer of this document. In this section, the author presents a blockchain-based

security framework to share actionable Cyber Threat Information (CTI). The proposal includes

different levels including service providers (SP), and home networks to protect IoT devices. The

notifications offered are machine-actionable, which includes privacy protections. The author

proposes a theoretical framework that utilizes standardized structured reports within different

privacy levels to stimulate collaborations between organizations, and users. The following

approach, differing from previous publications, introduces the implementation of CTI notification

standards, allowing interoperability with other cyber intelligence sharing platforms.

Standardization with structured text allows the escalation with other security tools, reaching even

more networks and devices than previously intended. Moreover, the new framework adds privacy

controls to enable users and providers to manage, using the introduced standard properties and

other protocols, how their information is seen, and shared. Also, it utilizes novel software-based

network controls to warrant additional network corrective measures during cyber attacks. In a

nutshell, the author presents a decentralized machine-actionable framework for standard CTI

distribution to secure the IoT and home networks.

5.1 CTI Standards, Privacy Solutions, & the Blockchain

Cyber Threat Intelligence information cannot be considered valuable if it is not shared

with corresponding parties. However, as stated previously, it exists some privacy concerns

between different organizations and users that prevent full collaboration. An additional challenge

CTI info sharing faces is data quality. Modi (2020) lays out some basic requirements for CTI

reports that include the need to be operational as well as actionable. To comply with the formerly

mentioned requirements, it is essential that the data to be shared is normalized and machine

readable. In other words, it needs to be standardized, so other parties can obtain the value they
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hope. Standardized, and measurable CTI data are the most important efforts made by the InfoSec

community to improve collaboration (Ramsdale, Shiaeles, & Kolokotronis, 2020). In fact, the US

Department of Homeland Security (DHS) formerly, and now the Organization for Advancement

of Structured Information Standards (OASIS) have led the initiatives to delineate CTI data

sharing. Such strategy has paved the way for the inclusion of the standards called structured threat

information expression (STIX) (OASIS, 2017), trusted automated exchange of indicator

information (TAXII) (OASIS, n.d.-b), and cyber observable expression (CybOX) (OASIS,

n.d.-a). Those protocols and guidelines have become the norm for structured CTI within the

community. Nevertheless, according to Fisk et al. (2015), unstructured or informal sharing is still

the most common between organizations.

Other challenges for CTI sharing include chances for exploitation of the public

information, the reputation that could be affected by identifying the source of the traffic, and

public vulnerabilities under attack (Badsha, Vakilinia, & Sengupta, 2019). Fisk et al. (2015)

defined three primary principles for CTI data sharing as well as engineering principles to develop

sharing applications. The list includes least disclosure, qualitative evaluation (technical and

legal), and forward progress (not being paralyzed by the previous two). Such principles make

sense since the real legal implications organizations need to review thoroughly, as different

regions present their own regulations. Data sharing in the US might not be allowed in the same

way in Europe, so all parties involved need to be comfortable with all policies and obligations for

sharing (Sullivan & Burger, 2017).

The Information Security CTI literature shows different articles that propose solutions to

the problems described above. The solutions come from academia as well as from industry

organizations. For instance, a private conglomerate of incident response teams formed a different

type of decentral communities (based on market vertical) called “Information Sharing and

Analysis Centre” (ISAC) (ENISA, 2019). ISACs are the focal point for CTI data exchange where

different sides share their experiences and notifications of ongoing cyber-attacks. Their privacy

protections abide by the Traffic Light Protocol (TLP) (FIRST, 2019), which tell the community

what and whom to distribute. The academia has also come up with technical ways to protect

privacy while sharing sensitive information. Sadique, Cheung, Vakilinia, Badsha, and Sengupta

(2018) proposed the inclusion of sensitivity levels to safeguard the confidential information. Their
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initiative includes four different approaches, that go from open text to encrypted

subscription-only Private Set Intersection (PSI).

The work published by Hajizadeh et al. (2020) brought up the importance of response

time during a cyber crisis. Verizon (2015) showed that target realignment takes less than 24 hours

70% of the time for the first two targets, and less than an hour to reach the third one. Mcmahon,

Canada, and Howes (2013) also stressed the importance of a quick response to incidents with

Near Real Time (NRT) CTI to develop a proactive defense of network infrastructure. Hajizadeh et

al. (2020) proposed a CTI data sharing solution that leverages in the properties and benefits that

the blockchain offers. The architecture proposed combines such advantages with current network

management technological tendencies, such as Software Defined Networking (SDN), to automate

a response to DDoS attacks.

In fact, Software Defined Networking, which removes the dependency between the data

and control plane within network devices, has become some of the most important tools when

researchers try to find the way to respond as quickly as possible from the service provider side.

Wani et al. (2021) reviewed the latest development of DDoS mitigation techniques using the

blockchain and SDN technologies (Abou El Houda, Hafid, & Khoukhi, 2019b, 2019a; Ahmed,

Danish, Qureshi, & Lestas, 2019; Rodrigues, Bocek, Lareida, et al., 2017; Rodrigues, Bocek, &

Stiller, 2017). Researchers used a Blockchain-only (Al-Sakran, Alharbi, & Serguievskaia, 2019;

Giri, Jaisinghani, Kriplani, Ramrakhyani, & Bhatia, 2019; Misra, Deb, Pathak, & Mukherjee,

2020), artificial intelligence detection methods (Manikumar & Maheswari, 2020; Mtsweni &

Mutemwa, 2019), collaborative-only (Rodrigues, Scheid, Killer, Franco, & Stiller, 2020), and

hybrid (Al-Sakran et al., 2019) approaches to deal directly against distributed denial of services

attacks using smart contracts and SDN.

5.2 Framework Proposal

The following proposal is based on previous work published and described in sections

above (Mendez Mena & Yang, 2018, 2020). The purpose is to add privacy, hollistic enforcement,

and automation enhancements to the architecture that has been already tested in terms of

efficiency and security. The objective is to offer near real time (NRT) containment based on
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first-hand CTI data that can be actioned locally, at the user, or the service provider level by

leveraging from the properties of a consortium Ethereum blockchain network.

5.2.1 Architecture Description

The system uses first-hand traffic information that triggers a response based on

open-source IDS software installed at the edge of the home network. The enforcement equipment

will automatically deploy firewall rules based on local or network CTI information that has gone

through a validation process controlled by the service provider. To comply with the validation

process running within the blockchain consensus algorithms, the system will keep the two-layer

design, as in Mendez Mena and Yang (2020). The two-level approach helps maintaining basic

privacy over the data shared as the users will only share CTI data between their service provider

and its customer network, which is ruled by their legally-binding private service contracts. On the

other hand, the collaboration between service providers needs to be sustained by privacy

protections. Privacy safeguards need to be taken when the data is obtained and validated with

their own CTI information before being shared with other providers in the network. Both levels

are governed by two Ethereum smart contracts that delineate the rules for interaction and

segregate levels. The smart contract created for the user layer allows exclusive sharing between

individual users and their ISP. The user layer contract protects any type of customers’ personal

information from being shared with third parties beyond what has been legally stated within their

service contracts. The smart contract used to delimit the ISP layer allows data validation, error

correction, and distribution of the aggregated or redacted data collected at the user level. The ISP

contract also determines the responsive or preventive actions to be taken whenever a cyber threat

has been detected throughout the Ethereum network.

The underlying blockchain network can provide a decentralized, tamper-proof,

immutable, auditable platform that offers easy access while offering data integrity over a trustless

network (Hughes et al., 2019; Ølnes et al., 2017). Previous work from the author provides

evidence on the efficiency capabilities offered by the blockchain for home network gateways and

for ISP-owned nodes. It also shows how the system behaves under cyber attacks that trigger IDS

signatures and, therefore, the automated blockchain transactions that share the notifications with
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the rest of the system. The NRT rapid dissemination of verified and integrity-proof CTI

information of quality can significantly improve defense capabilities of cybersecurity systems and

teams (Mtsweni & Mutemwa, 2019).

One of the additions to previous frameworks proposed by the author, it is the inclusion of

structured language for CTI notifications into the Ethereum block data field. Many CTI

communities still use informal notices for ongoing threats (Fisk et al., 2015), making the

information human-only readable, un-actionable, and therefore, un-operational. The United

States Department of Homeland Security (DHS) launched the initiative to standardize cyber

intelligence information, and came up with the Structured Threat Information eXpression (STIX)

format (OASIS, 2017). The now standard, based on the JSON language, provides a way to make

CTI information machine ready, so it can be applied automatically. Listing 5.1 shows a STIX

notification example for a report on a single IPv4 address. Listing 5.2 shows a report of an entire

CIDR block that could be included in the data field of the Ethereum Block that is part of the

notification. Figure 5.1 shows the Ethereum block structure that includes block number

information, timestamp, difficulty information, parent hash, state, and also incorporates a data

field. The data field will be used to carry STIX-formated notifications received from the detection

tool installed at the customer network edge, such as described in Listings 5.1 and 5.2.
1 {
2 "type": "ipv4 -addr",
3 "spec_version": "2.1",
4 "id": "ipv4 -addr --ff26c558 -8523 -5tc8 -r88t -69 f8963214ee",
5 "created": "2021 -03 -28 T19 :37:11.213Z",
6 "modified": "2021 -03 -28 T19 :37:11.213Z",
7 "first_observed": "2021 -03 -27 T21 :37:11.213Z",
8 "last_observed": "2021 -03 -27 T21 :37:11.213Z",
9 "number_observed": 1,

10 "value": "221.32.192.8"
11 }

Listing 5.1: STIX report for IPv4 addresses (OASIS, 2017)

13 {
14 "type": "ipv4 -addr",
15 "spec_version": "2.1",
16 "id": "ipv4 -addr - -9658t6a8 -548e-5b9s -7b5e -hth356yt6998",
17 "created": "2021 -03 -28 T19 :37:11.213Z",
18 "modified": "2021 -03 -28 T19 :37:11.213Z",
19 "first_observed": "2021 -03 -27 T21 :37:11.213Z",
20 "last_observed": "2021 -03 -27 T21 :37:11.213Z",
21 "number_observed": 1,
22 "value": "221.32.192.0/24"
23 }

Listing 5.2: STIX report for IPv4 CIDR blocks (OASIS, 2017)
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Figure 5.1. Ethereum Block Structure

Also, the current proposal includes automated response at the network plane besides the

firewall/IDS rules implemented at the blockchain-enabled gatekeeper. The self-operating response

to network-based attacks, i.e. Distributed Denial of Service (DDoS) attacks, should help the rapid

distribution of CTI information between service providers. Since the current framework proposal

is based on a distributed scheme, the author presents an also distributed Software-Defined

Networking (SDN) interaction through an open-source Application Programming Interface (API).

Current distributed applications, such as ONIX (Koponen et al., 2019), ONOS (Berde et al.,

2014), or SDX (Gupta et al., 2014), will be included. Their application beenfits and constraints

were also reviewed by Bannour, Souihi, and Mellouk (2018). Figure 5.2 shows how the network

implementation is laid out at a high level. The figure shows the two levels the framework utilizes,

the Tier-One limit resides at the edge of the customer network. In this representation, we would

have four different instances, each one manage by their own contract. Tier two “jurisdiction”

belong to service providers, where CTI information is exchanged and actioned. The Validators

(known as miners under a Proof-of-Work scheme) and the SDN controllers will serve both tiers,

they will validate transactions and control routing rules respectively.

Privacy concerns are one of the main causes for which organizations are reluctant to share

CTI data with other organizations. CTI reports shared with other parties might contain sensitive

information, competitors may obtain inside information, reputation could be affected, attackers

would get to know vulnerabilities, or simply they do not trust outside parties (Badsha et al.,

2019). Organizations, and end-users need to consider the risk involved in how the data is going to

be shared, governed, protected, and stored (Fisk et al., 2015). Therefore, technical privacy

protections come along with policy. It is the application developer’s duty to include as many

privacy options as possible for each user/organization to be able to match their policy with the

technical solution. The current proposal includes privacy safeguards not available during previous
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Figure 5.2. Network configuration for the proposed framework

implementations that run on top of the ones offered by the blockchain, such as pseudo-anonymity.

STIX (OASIS, 2017) gives users the possibility to redact any type of information they feel could

compromise their privacy. In addition, this framework proposes the inclusion, similar to ISACs

communities, of the Traffic Light Protocol (TLP) (FIRST, 2019), which determines the audience

and the boundaries of the information to be shared. Also, the author proposes the inclusion of

expiration terms for indicators of compromise (IOC) or CTI reports. The reasoning resides on the

argument that much of the information exchanged is assigned dynamically or change from target

to target, such as IP addresses, URLs, or phishing campaigns. The time, initially, to keep records

valid is set for 14 days, as the 0.11% of attacks may persist for this long (Cook, 2021). Finally, as

notification errors are possible due to false positives or authorized actions, the author will use
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STIX capabilities to manage confidence values. Those values, managed from the service provider

level, could be set to zero to retire the notification should an error occur. These capabilities can be

scripted at the smart contracts and the notification Python program that puts together the

notifications from the IDS and the blockchain network.

5.2.2 Methodology

The author proposes two different approaches to obtain data on the tool security

performance, which includes CTI spread speed and behavior under attacks. The first one is based

on previous work, which utilizes simulation techniques using the Microsoft Azure Cloud

Computing platform and the GNS3 network simulator. Figure 5.3 shows the simulation

architecture to be used for testing during the first phase of data collection. The figure shows how

the simulation platform will be set up, inclusing the GNS3 network simulator interfacing with the

rest of the Ethereum workbench sitting in the MS Azure cloud. The data collected through the

first experiment should provide information on how fast the system reacts to attacks as well as the

time needed to reach all blockchain nodes. The experiment should also provide insights on

computing resources needed to maintain a similar operation under real-world circumstances. The

initial data gathering will consist of two phases, from now on called “Control” and

“Experimental” groups. The Control group will not use any of the blockchain network structures.

Meanwhile, the Experimental group will be run within a fully operational Ethereum consortium

blockchain network. The data will be statistically compared using a two-sample t-test to

determine significant differences between both groups (Devore, 2011).

The second phase of the data collection is two-folded. The first one will collect simulation

data, similar to previous experiments from the author (Mendez Mena & Yang, 2020). The

collection will focus on network behavior parameters gathered at the edge of the target network to

determine how the system reacts to a Distributed Denial of Service attack. Figure 5.4 shows a

visual representation of a use case for the Mirai botnet within the framework proposed. The

representation describes Mirai’s botnet propagation, and activity stages. The first one scans for

vulnerable IoT devices over port TCP 23 and 2323, and the second one is launching a SYN flood

72



Figure 5.3. Ethereum simulation architecture

attack as part of a DDoS activity. In both cases, the blockchain-enabled application should detect,

alert, and stop the activity.

Figure 5.4. Network configuration for the proposed data collection method
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The second piece will utilize an external DDoS botnet attack on IoT devices data set, such

as the one collected and published by Siddharth (2020). The objective is to recreate a different

type of attack that includes real-world data to provide an integral inference of the framework’s

security properties. Some adjustments will need to be made to the previously used network

architecture to fit the environment where the external data was collected.

5.3 Proposal Summary and Conclusion

The author has laid out an enhanced proposal to protect home network and the IoT devices

including the utilization of CTI standards and privacy protections. The framework aims to reduce

the incident response speed by making CTI data machine readable and capable of being deployed

at network security devices throughout the entire network of organizations that have decided to

collaborate. The use of standards will allow the deployment of protective measures without

restructuring the current network capabilities.

After collecting the indicated data and performing the respective analysis, the author plans

to submit the proposed enhancements to an Information Security journal.

5.4 Overall Summary, Conclusions, and Recommendations

In this work, a machine readable and standardized cyber threat intelligence sharing and

operational framework has been proposed. Throughout a series of experiments, the author has

provided evidence on the efficiency and security capabilities of using the blockchain as an

underlying technology used for collaboration and data exchange with the objective to secure home

networks and the IoT devices that are now commonly found in them. The framework has been

designed to work at the user and service provider level to deliver a holistic solution that includes

all internet participants by providing fair access to a democratized intelligence information.

The results shown in this work, provide the initial attestation that an integrity-proof

collaboration network for security purposes is plausible. Even though the blockchain-enabled

devices did show increased requirements in terms of computer power and memory, in practice

none of the devices experienced resource exhaustion nor the user experience was affected.
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Moreover, the security performance of the first two publications exhibit promising results by

containing cyber attacks as well as spreading notifications that allow other parties to take

preventive measures in a timely manner. Therefore, the author can conclude that a distributed

securing system to protect and to provoke an early response to network attacks targeting IoT

devices is technologically viable.

The results of the study had limitations in terms of the number of nodes and interactive

devices, as well as minimizing exclusive attacks to the blockchain and its consensus algorithms. It

is recommended, then, that broader experiments that utilize real-world networks to produce more

conclusive results and possible real-life or commercial applications. Finally, those future studies

should include a thorough assessment of the underlying technologies and protocols to deliver safe

and sound implementations able to truly deliver on their commitments.
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