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ABSTRACT 

Data and information have increased exponentially in recent years. The promising era of big 

data is advancing many new practices. One of the emerging big data applications is healthcare. 

Large quantities of data with varying complexities have been leading to a great need in smart and 

secure big data systems.  

Mobile edge, more specifically the smart phone, is a natural source of big data and is 

ubiquitous in our daily lives. Smartphones offer a variety of sensors, which make them a very 

valuable source of data that can be used for analysis. Since this data is coming directly from 

personal phones, that means the generated data is sensitive and must be handled in a smart and 

secure way. In addition to generating data, it is also important to interact with the big data. 

Therefore, it is critical to create edge systems that enable users to access their data and ensure that 

these applications are smart and secure. As the first major contribution of this thesis, we have 

implemented a mobile edge system, called s2Edge. This edge system leverages Amazon Web 

Service (AWS) security features and is backed by an AWS cloud system. The implemented mobile 

application securely logs in, signs up, and signs out users, as well as connects users to the vast 

amounts of data they generate. With a high interactive capability, the system allows users (like 

patients) to retrieve and view their data and records, as well as communicate with the cloud users 

(like physicians). The resulting mobile edge system is promising and is expected to demonstrate 

the potential of smart and secure big data interaction. 

The smart and secure transmission and management of the big data on the cloud is essential 

for healthcare big data, including both patient information and patient measurements. The second 

major contribution of this thesis is to demonstrate a novel big data cloud system, s2Cloud, which 

can help enhance healthcare systems to better monitor patients and give doctors critical insights 

into their patients' health. s2Cloud achieves big data security through secure sign up and log in for 

the doctors, as well as data transmission protection. The system allows the doctors to manage both 

patients and their records effectively. The doctors can add and edit the patient and record 

information through the interactive website. Furthermore, the system supports both real-time and 

historical modes for big data management. Therefore, the patient measurement information can, 

not only be visualized and demonstrated in real-time, but also be retrieved for further analysis. The 

smart website also allows doctors and patients to interact with each other effectively through 

instantaneous chat. Overall, the proposed s2Cloud system, empowered by smart secure design 
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innovations, has demonstrated the feasibility and potential for healthcare big data applications. 

This study will further broadly benefit and advance other smart home and world big data 

applications.  
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 INTRODUCTION 

The age of data is continuing to press forward. Many aspects of our society are being 

consumed by and are generating data. Additionally, our society is ever more dependent on this 

data to make decisions. The sheer amount of data that is being produced and consumed has led to 

what is known as big data. Big data consists of many unique characteristics like volume, velocity, 

and variety.  

With our reliance on data, new challenges and problems are arising due to this increasing 

amount of complex big data. These challenges have sparked a great need for development in smart 

and secure data systems. Therefore, it is necessary to develop systems that can handle the big data 

characteristics listed above. Technologies to manage this big data have been developed and are 

continually improving.   

We take special interest in the healthcare big data [1-4], and propose innovative big data 

systems correspondingly in this thesis. The research can also be applied to other big data areas.  

To advance the healthcare big data applications, both edge and cloud systems are crucial. The edge 

system is critical to capture the big data and the cloud system is important for doctors to manage 

the patient information and the big data. It is worth noting that traditional electronic health record 

systems usually do not stream the big data. 

The edge system [5-8], especially the mobile phone, has been ubiquitous nowadays. Ever 

since their development, smartphone usage has grown across the globe. These devices are always 

with us and can provide unique insights into our lives. These insights can be found within the data 

that is captured on the phone from the embedded sensors in them. This makes smartphones a 

natural source of big data that can be very useful in our data driven culture. The smart and secure 

mobile edge system is obviously important to advance the healthcare big data applications. 

Therefore, the first major contribution of this thesis is to design and develop an innovative mobile 

edge system, which will be detailed in Chapter 2. 

Another major contribution of this thesis is to design and develop a cloud big data system 

[9-12]. It is not only essential for the doctors to access and manage the patient data, but also 

important for enabling effective doctor-patient communications. The details will be given in 

Chapter 3, which gives the detailed introduction, proposed system, big data security design, 

interactive chat, patient management, record management, big data management, big data 
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visualization, as well as details results and summary. The developed system is innovative, which 

allows for secure management of both doctor and patient information, and supports both real-time 

and historical visualization of the big data.  

The overall aim of this thesis is to demonstrate the cloud & edge-based, real-time, smart 

and secure system that will enable the effective big data management and cloud-edge 

communications. This thesis, after detailing the mobile edge system and the cloud big data system, 

will then conclude the research findings and give future studies. 

The structure of the thesis is as follows:  

Chapter 1. Introduction 

Chapter 2. Mobile Edge for Smart and Secure Big Data Interaction 

Chapter 3. A Novel Cloud System for Smart and Secure Big Data 

Chapter 4. Conclusion 

Chapter 5. Future Studies 
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 MOBILE EDGE FOR SMART AND SECURE BIG DATA 

INTERACTION 

Data and information have increased exponentially in recent years. Large quantities of data 

with varying complexities have been leading to a great need in smart and secure big data systems. 

Mobile edge, more specifically the smart phone, is a natural source of big data and is ubiquitous 

in our daily lives. Smartphones offer a variety of sensors, which make them a very valuable source 

of data that can be used for analysis. Since this data is coming directly from personal phones, that 

means the generated data is sensitive and must be handled in a smart and secure way. In addition 

to generating data, it is also important to interact with the big data. Therefore, it is critical to create 

edge systems that enable users to access their data and ensure that these applications are smart and 

secure. In this study, we have implemented a mobile edge system, called s2Edge. This edge system 

leverages Amazon Web Services (AWS) security features and is backed by an AWS cloud system. 

The implemented mobile application securely logs in, signs up, and signs out users, as well as 

connects users to the vast amounts of data they generate. With a high interactive capability, the 

system allows users (like patients) to retrieve and view their data and records, as well as 

communicate with the cloud users (like physicians). The resulting mobile edge system is promising 

and is expected to demonstrate the potential of smart and secure big data interaction. 

2.1 Mobile Edge for Smart and Secure Big Data Interaction 

The amount of data that is generated by a single person has grown exponentially and 

smartphones are an important contributor to the increase in amount of data. This vast amount of 

complex data is known as “big data”. These phones have a wide variety of sensors available to 

them and are therefore enabling easy access to raw data that is tracking the user [13, 14]. This 

gives rise to an opportunity in many fields, and one typical application is mobile health (mHealth).  

The role of mobile and remote health monitoring is becoming more and more popular [15, 16], 

and the demand of ubiquitous healthcare has ever increased. Patient health is very important and 

technology has enabled doctors to more successfully monitor and improve the health of their 

patients. A major way to monitor and improve someone’s health is to make informed decisions on 
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the data that is collected. An easy source of this data are devices that many patients have and use 

all day – namely smartphones.  

 

 

Figure 2.1 Concept of mobile edge for big data interaction. 
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Smartphones are also the main way people connect to the world and interact with it. A way 

to harness the power of the smartphones and help out patients is to connect patients to a cloud 

system via a mobile application. Connecting patients to a cloud system creates a “mobile edge” 

around the system. The mobile edge plays two important roles. First, it is the source of important 

raw data that flows into the cloud system. Second, it is what connects patients to their health 

information and their doctors. That motivates us to create a mobile application to connect patients 

with their doctors and data in a simple yet effective way to improve people’s healthcare outcomes.  

 

 

 

Figure 2.2 System Overview of the proposed s2Edge system for smart and secure  

big data interaction on the mobile edge. 

 

 

There are some previously reported mobile systems with healthcare purposes, but some 

limitations exist [17, 18]. Some studies reported mobile applications (apps) that can visualize the 

real-time data for the users [14, 19]. However, to further boost the potential of big data, it is 

important to stream the data to the cloud in a smart and secure way. So far, it is still pressing to 
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develop a system that can effectively secure the data transmission. Further, it is important to 

provide an interactive interface that facilitates the communication between the edge user (like a 

patient) and the cloud user (like a doctor). Besides, the research in edge user information 

management is very limited [20, 21]. How to manage edge user information in the cloud and how 

to retrieve the information, are both important considerations of an effective edge system.  

Focusing on the above challenges, in this study, we propose an innovative mobile edge 

system for smart and secure big data interaction, called s2Edge where s2 denotes Smart and Secure. 

This mobile edge system can be used not only for smart health big data, but also potentially for 

many other smart home and world big data applications. Here we take special interest in the 

precision medicine big data application. 

s2Edge can obtain essential physical activity data from the patient and send it to the big 

data cloud. The patient can use the s2Edge to view the data that is being monitored and gain insights 

into their physical activities, which are related to many health concerns like aging, rehabilitation, 

and mobility difficulties. Also, the patient can directly converse with their doctor so they can be 

quickly informed and updated with any new information the doctor has learned from their data. 

All of a patient’s data is secured behind a set of credentials that are managed by AWS. The mobile 

application is connected to an AWS cloud system. It is equipped to communicate with this cloud 

system in order to directly connect users to their health data and their doctors. It can also visualize 

real-time patient data to the system.  

Overall, the proposed s2Edge system is expected to enable users to access their data and 

ensure that these applications are smart and secure.  

Our major contributions include:  

(1) Big data visualization on s2Edge for patient-phone interaction;  

(2) Direct connection between doctor and patient via chat for patient-doctor interaction;  

(3) Comprehensive patient management and big data communication for secure interaction.  

The resulting mobile edge system is promising and is expected to demonstrate the potential 

of smart and secure big data interaction. 
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2.2 Mobile Edge for Smart and Secure Big Data Interaction Methods 

2.2.1 System Overview 

The purpose of the s2Edge system is to provide a smart and secure interface for patients to 

get full access to their health data, receive real-time illustration of their physical activities, and 

communicate with their doctors.  The system diagram of this mobile edge system is given in Figure 

2.2. Each screen has a specific functionality that helps carry out the purpose stated above.  First 

and foremost, data security is an important aspect of the system. In order to keep patient data safe, 

AWS Cognito is used to store and verify user credentials. Every patient must have login credentials 

to access their data, so that no unauthorized person can access their data. Data is not shared and 

there is no way to access another patient's data without accessing their account or being their doctor. 

Each patient has a doctor that they work with. In order to maintain and improve the health of their 

patients, doctors will create health records to track a specific aspect of a patient's health. These 

records and their associated analysis are made readily available via the Records and Results screens. 

These screens list out the health records associated with the patient. The Results screen will allow 

patients to view the associated activity data. Real-time analysis is conducted by retrieving phone 

sensor data and sending it to the cloud system. Upon starting up the real-time analysis feature, a 

direct connection is made to the AWS cloud system and data is captured from the phone’s sensors 

and sent to the cloud system. This feature is only activated when the patient turns on a sensor in 

the Visualize Screen. The patient always has the option to turn off phone sensor data capture. Not 

all sensors available on the phone will be captured. Only the necessary sensors that are listed by 

the doctor are used. The Visualize Screen will show time-series graph of each sensor output that 

is being used. Additionally, a Chat feature allows the patient to directly send messages to their 

doctor. This gives patients direct access to their doctors. The Settings screen is for patients to view 

and update their information. Patients can change the information they would like (e.g. name, 

height, weight, account login, etc.) as well as sign out of the mobile application. 

2.2.2 Big Data Security 

Security has become increasingly important, as many companies and users have found their 

data compromised. Since personal data and information is very important, it should not be able to 

be accessed by unauthorized users. In order to combat security breaches, s2Edge utilizes AWS 
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Cognito [22] to safely store and verify user credentials. Cognito supports authentication, 

authorization, and user management for edge applications. Every patient has a unique identifier 

that allows them to access their data. This identifier is used throughout the system in order to 

retrieve data for a specific patient only.  To protect patient data each user has a unique login so 

that no unauthorized user can access their account. This system design only allows patients and 

their doctor to have access to the data being collected. Additionally, each patient that signs up with 

the mobile application has their credentials securely saved in AWS Cognito. The login and signup 

screens are shown in Figure 2.3. 

 

 

Figure 2.3 The user sign-in and sign-up pages, to secure the big data transmission and 

management. 



 

 

18 

 

F
ig

u
re

 2
.4

 P
at

ie
n
t-

d
o
ct

o
r 

in
te

ra
ct

io
n
 s

u
p
p
o
rt

ed
 b

y
 t

h
e 

d
ev

el
o
p

ed
 c

h
at

 f
ea

tu
re

. 

 



 

 

19 

2.2.3 Interactive Chat 

Doctor-patient communication is necessary for successfully improving and monitoring the 

patient's healthcare. We have developed a Chat feature that allows the patient to directly send and 

receive messages to and from their doctor. This gives patients direct access to their doctors. All 

messages are stored in the cloud so that no messages are ever lost so that all conversation history 

can be viewed. This means that doctors can quickly update their patients on any new feedback 

with their health, and patients can quickly receive replies from their doctor when they need medical 

suggestions. Figure 2.4 shows a basic diagram of how the doctor and patient communicate. Both 

the doctor and patient send messages through the server. 

2.2.4 Record 

Each patient has a doctor that they work with. In order to maintain and improve the health 

of their patients, doctors will create health records to track a specific aspect of a patient's health. 

These records are made readily available via the Records Screen, as shown in Figure 2.5. Each 

record contains data about the patient’s disease, a description about the disease, the start and end 

times of this record, the analysis being performed, and the sensors whose data will need to be 

captured on the phone. This helps patients understand what exactly is being analyzed so that there 

is full transparency between the doctor and patient. In addition, the patient has access to the past 

data. Going to the Results screen, the patient can select which record data they want to view. They 

can then further select which sensor data they want to view and on which date. Once the patient 

submits the request, the server processes the request and retrieves the archived data. Once the data 

is returned to the mobile app, a time-series graph is displayed showing the data that was captured. 

2.2.5 Big Data Visualization 

There are two main types of visualization that are available on the phone. The first is real-

time visualization. Real-time analysis is conducted by retrieving phone sensor data and sending it 

to the cloud system. This feature is only activated when the patient turns on a sensor in the 

Visualize Screen.  Patients have the ability to turn off the sensor data capture at any time. Only the 

sensors that their doctor selects will be used to capture data. The second type of visualization is 

historical. As real-time data is collected and analyzed, patients may desire to view their past data. 



 

 

20 

This data can be viewed via the Results screens. This screen lists out health records associated 

with the patient and gives them the ability to view the activity data associated with a particular 

record. The patient will be given the option of what sensor data to view and from which date. Once 

the patient submits a request to view the data, the data is retrieved from the cloud and visualized 

in a graph that the patient can cycle through and examine closely. 

2.3 Mobile Edge for Smart and Secure Big Data Interaction Results  

2.3.1 Experimental Setup  

Experiments have been conducted to test the functions of s2Edge. Before fully testing the 

functions of the system, test patients were signed up with AWS Cognito. After signing up the test 

accounts, the following were tested: the test accounts could login to the mobile app; test accounts 

could view and update their information; test account information was saved on the AWS cloud 

system; test accounts could visualize sensor data; test accounts could visualize historical sensor 

data; test accounts could chat with their doctor. 

2.3.2 Record 

Upon startup of the mobile application, the patient is prompted to login or signup.  The 

process of authorizing patients during logging in or signing up is managed by AWS Cognito. The 

mobile application also gives the ability to update patient information and their credentials. Once 

a patient is fully signed up with the system, a doctor can connect with the patient and start helping 

them analyze their health.  
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Figure 2.5 Patient record for big data management. 
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Figure 2.6 Patient-doctor interaction through instantaneous chat. 
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The doctor can create records associated with the patient that will help track the patient’s 

health. These health records contain information about what aspect of the patient’s health is being 

tracked and what analysis is to be performed with the patient’s smartphone data. The records also 

have the types of sensors that will be used for analysis. The patient’s health records and their 

associated data can be found in the Results and Records screens on the mobile app. The Results 

section is the main screen that will allow patients to connect to the activity data that their 

smartphone is producing. The patient selects the particular record to view and the specific sensor 

activity data. This functionality was tested by having a doctor account create records for the patient. 

The records were then viewed on the Results and Records screens. 

2.3.3 Chat 

To test the Chat feature of s2Edge, messages were sent between the doctor and patient. 

Correct messages were displayed on the Chat screen as shown in Figure 2.6, and the messages 

were saved on the AWS cloud system. When testing this aspect of the system, the doctor account 

is also setup so that messages can be sent back and forth between the doctor and the patient. In 

order to communicate with their doctor, patients simply type a message into the message box and 

press the submit button. This message is instantly saved and is available for the doctor’s viewing. 

In the same way, doctors can view their conversation with their patients and send messages back. 

This is a significant result because it demonstrates the direct connection between a doctor and their 

patient. This means that patients can have direct access to their doctors and constantly 

communicate. No longer will patients feel disconnected from their doctors and feel unsure about 

their health. Now doctors can quickly inform patients of new information on their health and help 

them improve. 
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Figure 2.7 Patient-edge interaction through visualization of patient data. 
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2.3.4 Visualization on the Edge 

To test viewing the historical data sent by the patient, the Results screen was selected and 

a request was submitted to view data. It was then shown that the corresponding graph was created 

when the data was returned from the AWS cloud system as shown in Figure 2.7. When testing this 

aspect of the system, there already existed past data that has been sent when the patient was sending 

real-time data. This part of the mobile application allows patients to look at their past history of 

activity data.  

When the patient wants to view this data, they must select the record they want to view and 

the specific sensor data. When this request is created and sent to the cloud system. The cloud 

system then processes this request and returns the data to the edge. A time-series graph is created 

to visualize the stored data. Note that not all of the data is viewable at one time. This is because it 

allows the patient to get a closer look of each segment of data and there is most likely a lot of data 

that is stored on the cloud for a given date. Since there is potentially a lot of data, it might not be 

possible to retrieve and visualize the data all at once. Some barriers include request timeouts and 

responses that are too large.  

To address these problems, only a set interval of the data is retrieved at a time. The retrieved 

data is appended to the existing data in the graph and only a new request is sent when the patient 

attempts to view past the current data in the graph. This ensures that data does not take too long to 

retrieve and it ensures that not too much data is sent back to the patient. The patient can cycle 

through the time-series graph by pressing the “Forward” or “Backward” buttons listed above the 

graph.  

When the patient is done looking at their data, they can return back to the main results 

screen by pressing the back button listed at the top. This is a significant feature and result because 

it demonstrates that the patient is able to directly interact with and view their big data. This means 

that patients are involved in the health monitoring process as well. 
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2.3.5 Big Data Co-visualization on Edge-Cloud 

In order to test the real-time functionality, it was verified that on the Visualize screen the 

correct sensor graphs were displayed and that the data was flowing through the AWS cloud system. 

The data was also viewable on the doctor’s account in real-time. When testing this aspect of the 

system, both the mobile application and website were pulled up. As shown on the left side of the 

Figure 2.8, the mobile application visualizes the sensor data on a time-series graph. Different 

channel axis values are being captured from the sensors and graphed. All of the data is sent in real-

time to the cloud system. The mobile application makes a direct connection to the cloud system 

and is able to capture and send data directly to the cloud.   

The doctor, who uses the website on the right, can subscribe to the data that the patient is sending 

and view it in real-time. Notice in the figure, the doctor’s graph and the patient’s graph are very 

close to in-sync. This means that the doctor gets almost instantaneous updates of what the patient 

is currently doing and is able to get an in-depth analysis of the data. The graphs only show a certain 

interval of time, so as more data comes in, the graphs will shift so that new data can come in. 

Notice also that each graph is equipped with controls that allow the patient and doctors to look at 

only certain axes or increase/decrease the view size. This enables both the doctor and patient to 

get a close look at the data they want. This is a significant result because it makes it easy for 

patients to be monitored with a touch of a button. These results are also significant because it 

allows doctors to better monitor and analyze their patients. Doctors can now get real-time 

information on their patients so they are better able to analyze and improve their healthcare. 

2.4 Conclusion 

Mobile edge applications play a vital role in big data interaction, and in this study, we 

propose an innovative system, called s2Edge, to enable smart and secure big data interaction on 

the mobile edge. This edge system, by leveraging AWS security features, can provide a secure 

way for patient registration and management, as well as data protection. Furthermore, the system 

has a highly interactive capability that enables users (like patients) to access their data and records 

in addition to communicating with the cloud users (like physicians). The resulting mobile edge 

system is promising and is expected to demonstrate the potential of smart and secure big data 

interaction. s2Edge is expected to, not only demonstrate the potential of smart and secure big data 
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interaction, but also show the potential for many emerging smart home and world big data 

applications.  
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 A NOVEL CLOUD SYSTEM FOR SMART AND SECURE BIG DATA 

The promising era of big data is advancing many new practices. One of the emerging big data 

applications is healthcare, which requires smart and secure transmission and management of the 

big data, including both patient information and patient measurements. This study aims to 

demonstrate a novel big data cloud system, s2Cloud, which can help enhance healthcare systems 

to better monitor patients and give doctors critical insights into their patients' health. s2Cloud 

achieves big data security through secure sign up and log in for the doctors, as well as data 

transmission protection. The system allows the doctors to management both patients and their 

records effectively. The doctors can add and edit the patient and record information through the 

interactive website. Furthermore, the system supports both real-time and historical modes for big 

data management. Therefore, the patient measurement information can, not only be visualized and 

demonstrated in real-time, but also be retrieved for further analysis. The smart website allows 

doctors and patients to interact with each other effectively through instantaneous chat. Overall, the 

proposed s2Cloud system, empowered by smart secure design innovations, has demonstrated the 

feasibility and potential for healthcare big data applications. This study will further broadly benefit 

and advance other smart home and world big data applications.  

3.1 Introduction 

The world is now defined by mass production and consumption of data. The amount of data 

generated by the world continues to increase exponentially each year and shows no signs of 

stopping. It is predicted that the annual size of the global datasphere will increase to 175 ZB in 

2025 [23]. We rely more heavily on this data to make decisions and to make our world smart [24-

27]. Due to these increases, new challenges arise to manage the massive amount of data, which is 

known as “big data”. As a result, systems from different industries must now adapt to deal with 

these challenges. While new challenges appear, however, technology to manage this data driven 

world have been developed and are continually improving. Big data consists of multiple 

characteristics like volume, velocity, and variety. These characteristics imply that multi-type large 

amounts of data are quickly generated.  It is pressing to develop innovative and effective big data 

systems to manage big data. 
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Figure 3.1 Smart and secure big data management system for s2Cloud application.   

 

We take special interest in the healthcare big data area [28-30], and research how to tackle 

these challenges through innovative design as shown in Figure 3.1. The technologies can also be 

generalized to many other smart home and world areas. Good health is a very important aspect of 

each person’s life and therefore it is always worth to strive to help improve and invent ways to 

better people’s health. In this study, we investigate how to enable smart and secure big data 

management on the cloud as shown in Figure 3.1, thereby advancing big data healthcare.  

There are some previously reported studies for healthcare data capturing and management. Some 

studies have mainly focused on the data capturing using wearable sensors [31-33] and have not 

developed the cloud system for big data management. However, demonstrating and storing big 
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data in the cloud is highly important for medical decision support [34-36]. Besides, some other 

studies have not fully implemented the big data management features [37-40], such as secure 

doctor and patient management, interactive chatting, and visualization functions.  They lack a 

system that can effectively, securely, and in a smart way, manage the big data. 

To enable effective, smart, and secure big data management, we propose an innovative 

system, called s2Cloud. s2Cloud achieves big data security through secure sign up and log in for 

the doctors, as well as data transmission protection. The system allows the doctors to manage both 

patients and their records effectively. The doctors can add and edit the patient and record 

information through the interactive website. Furthermore, the system supports both real-time and 

historical modes for big data management. Therefore, the patient measurement information can, 

not only be visualized and demonstrated in real-time, but also be retrieved for further analysis. The 

smart website also allows doctors and patients to interact with each other effectively through 

instantaneous chat. s2Cloud, implemented on Amazon Web Service (AWS) [41], can help enhance 

healthcare systems to better monitor patients and give doctors critical insights into their patients' 

health. 

Our major contributions include: 

(1) Design a secure big data management system, with doctor sign up and log in functions, as well 

as data transmission protection; 

(2) Design an interactive doctor-cloud interface, which allows the doctors to easily access the data, 

and communicate with the patients via chatting; 

(3) The system allows the doctors to conveniently manage both patient information and patient 

records; 

(4) The system supports both real-time and historical demonstration of the big data. 

Overall, the proposed s2Cloud system, empowered by smart and secure design innovations, 

has demonstrated the feasibility and potential for healthcare big data applications. This study will 

further broadly benefit and advance other smart home and world big data applications.  
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3.2 Methods 

3.2.1 System Overview 

The proposed system can provide a smart and secure big data system for doctors to access 

to their patients' health data, better manage and understand the data, and communicate with the 

patients. The system diagram is shown in Figure 3.2. In order to keep doctor data safe, verification 

of user credentials was done by AWS Cognito. Login credentials are required for every doctor to 

access their data. This is done to ensure no unauthorized user has access to critical data.  Data is 

not shared, and a doctor's data is only accessible using their account credentials. Doctors can use 

the Patient Management page to add patients to their patient list. Doctors can create health records 

to help organize, track, and improve their patients' health. Health records and their associated 

analysis are viewable via the Records page. This page lists out all the health records associated 

with each patient. The Dashboard page will allow doctors to view the patient data. Real-time 

visualization can be used to view the real-time data coming from the patient’s phone. In addition, 

historical visualization of past patient data can be viewed on the Dashboard page as well. The 

doctor can view past data from a specific patient. Another page that is available is the Chat page. 

The Chat page allows the doctor to directly send messages to their patients. This gives doctors 

direct access to their patients conveniently and vice versa. The website also has a Settings page. 

This page is for doctors to view and update their information. Doctors can change their information 

if they would like as well as sign out of the website. 
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Figure 3.2 System diagram of the proposed s2Cloud system, for smart and secure big data 

management. 

3.2.2 Big Data Security 

Security is a critical component of healthcare data is applications [42-46]. Here we have 

proposed a mobile-cloud collaboration mechanism to provide secure data access. We have 

introduced AWS Cognito to verify user credentials, through robust user authentication and 

authorization, for both cloud website and mobile APP users. Doctors have a unique identification 

number and login credentials that are used to help retrieve their data. These security measures help 

ensure no unauthorized person can access important data. Data is not shared with anyone and 

access to it is only possible by using their account credentials. 

Additionally, each doctor that signs up with the website has their credentials securely saved 

in AWS Cognito. The processes of signing up and signing in is shown in Figure 3.3. Signing up 

involves filling out doctor information (e.g. name, email, hospital, etc.). Once this data is filled 
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out, a request is sent to AWS Cognito where the account is created with the credentials the doctor 

entered. Then a verification code is sent to the doctor’s email. The doctor must enter in the 

verification code to the website so that their email is verified.  

 

 

Figure 3.3 Doctor sign up or sign in flow and protocols. 
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The login and signup screens are also shown in Figure 3.4. Upon signing in via the website, 

a sign-in request is made to AWS Cognito. If this request returns that the doctor credentials are 

valid, an additional request to retrieve that valid doctor’s information is made. Retrieving this 

information furthers security of the system because the information is used in requests so that only 

valid doctors can make valid requests.  

3.2.3 Interactive Chat 

In big data applications, especially healthcare, effective doctor-patient communication is 

critical. That is why the website is enabled with a chat feature that allows the doctor to directly 

communicate with their patients. Doctors can use the chat feature to quickly notify their patients 

of new information regarding their health.  

Likewise, patients can instantly receive replies from their doctor about any questions or 

concerns they have regarding their health. Doctors and patients use the chat feature by typing out 

a message and pressing the submit button. All messages that are sent go through the server and 

saved on the cloud. Messages are available for viewing whenever the conversation is opened up. 

When the conversation is rendered, the data associated with each message (e.g. sender, date, 

content) are displayed. If the sender was the doctor, then the message is colored blue. If it was the 

patient, then it is colored red. 

3.2.4 Patient Management 

Every doctor has multiple patients that are under their care. The Patient Management page 

gives a list of all of the current patients that they are helping and their associated data (e.g. patient 

id, height, weight, etc.). In this page, doctors have the ability to add available patients under their 

care by pressing the ‘add patient’ button.  

This button will open up an ‘add patient’ window that will allow the doctor to select a 

patient that does not yet have a doctor. On this page, the doctor can edit any of their patient’s 

information like their height, weight, etc. as shown in Figure 3.5. Finally, doctors also have the 

ability to remove patients from under their care.  
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3.2.5 Record Management 

Doctors are associated with many patients. To keep track of a patient’s health, doctors can 

create health records. These health records are used to help monitor patients so that doctors can 

maintain and improve patient health. Patient records can be viewed using the Records page. A 

record contains the following information: disease type, record description, start and end times of 

the record, the analysis type performed, and the sensors to be used to capture data for the record. 

Electronic health records help doctors stay organized and let them quickly retrieve the data they 

need to know about their patient.  

 

Figure 3.6 The ‘add record’ function for a patient. 
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Upon opening the page, a request is made to the server to retrieve all records of patients 

associated with the signed in doctor. Doctors can add as many new records they would like to a 

patient. Adding a record will bring up a separate window as shown in Figure 3.6. The doctor will 

need to fill out the different fields and then press the submit button. Once a doctor adds a record, 

that record will show they have the ability to edit it or remove it. If the doctor edits a record, a 

popup form  similar to the  ‘add record’ popup window will appear. The ‘edit record’ window will 

first display all of the current values for each property of the record. The doctor can then modify 

the properties of the record. Figure 3.7 shows the sequence of events that are involved with reading 

and editing records.  

 

Figure 3.7 Read and edit record protocols. 

3.2.6 Big Data Management 

An important function of the website is accessing the big data stored on the cloud. This is 

done through the Dashboard page using the historical visualization button. Upon pressing the 

historical visualization button, a popup window is shown with several dropdowns. Before a doctor 

can retrieve stored data, they must first select the patient, the patient’s record, one of the sensors 

that is on the patient’s record, and the date the data was sent to the cloud. The upper part of Figure 

3.8 shows that as the doctor makes these selections in the submission form, requests will be sent 
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out to retrieve the corresponding data to populate the dropdowns for the following sections later 

on in the form. Once all of this information is selected, a request is submitted to retrieve the stored 

patient data. The request is taken in and the server returns the data. The data is finally returned to 

the doctor and the website creates graphs to visualize the retrieved data.  

 

 

Figure 3.8 Big data access protocol. 

3.2.7 Big Data Visualization 

After a doctor retrieves the data from the cloud, the data is visualized using a time-series 

graph for the input data. The graphs created contain several functionalities that allow doctors to 

closely view the data such as zoom in/out. One complicated task associated with visualization is 

viewing large amounts of data at once. Since a large amount of data is in cloud storage, retrieval 
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and visualization can be difficult. Some reasons for this include timeouts when retrieving the data 

and large responses. To address these problems, data is retrieved in set intervals only. This method 

is used so that requests to retrieve data do not timeout and that the response size is not too large. 

Since not all of the data is viewable at once, the doctor is given buttons (backward, forward, play, 

stop) that allow them to scroll through the data. If the doctor scrolls past the end of the dataset they 

have stored in their browser, then a request is made to retrieve more data. Each time a request is 

made, the data is appended to the data the doctor currently has already in their browser. These 

graph features allow the doctor to closely analyze all of a patient’s data without being hindered by 

the size of the data.  

3.3 Results 

3.3.1 Experimental Setup 

We have tested the developed functions on s2Cloud to demonstrate the effectiveness of the 

proposed big data management system. In order to test the different parts of the system, test 

accounts have been created for the doctors and the patients using the respective signup pages. 

Afterwards, different pages with various functions have been tested. 

3.3.2 Web Layout 

The website consists of different pages that enable the doctor to fully manage and monitor 

their patients. The pages are setup such that the design of the page is simple and clear and the 

functionality is easy to use. Doctors navigate the website using the main side navigation bar on the 

left side of the page as shown in Figure 3.9. This navigation bar is available on all pages. Upon 

clicking on a different tab within the navigation bar, the corresponding page is loaded. Each page 

is identified with a unique URL. The components within each page consist mainly of buttons, lists, 

dropdowns, and forms.  
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Figure 3.10 Doctor sign up page. 

3.3.3 Sign Up/In 

For the security testing, doctors were signed up with AWS Cognito. When a doctor 

attempts to sign up, they must fill out the necessary information shown in Figure 3.10. When the 

form is fully filled out, it is sent to AWS Cognito where then the doctor’s credentials are saved. 

After this, an email containing a verification code is then sent to the doctor’s email. The doctor 

must enter in the code to the verification code popup window to verify their email shown in Figure 

3.11. After the doctor’s email is verified, the doctor’s information is then saved to the cloud and 

given a unique identifier.  

Once this is complete, the doctor is redirected to the main dashboard page. When a doctor 

attempts to sign in, they must fill in the email and password fields. After the doctor presses the 
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login button, the credentials are sent to AWS Cognito for verification. If the credentials match an 

existing account, a success is returned. If a success is returned, the doctor’s information is then 

fetched from the cloud. Finally, the doctor is redirected to the main dashboard page. Only 

preexisting doctor accounts could sign in and that their information was fetched from the cloud.  

 

 

Figure 3.11 Verification page for sign up. 

3.3.4 Patient Management 

Figure 3.12 shows the added patients for a doctor. Detailed information like patient ID, age, 

height, weight, and email are demonstrated. The doctor can click the ‘add patient’ button to add 

more patients or click the edit or remove button to change the patient information or delete the 

patient information. With his patient management page, the doctor can easily go through and/or 

update the patient information if needed. 
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3.3.5 Chat 

Messages were exchanged between the test doctor and test patient to demonstrate the 

functionality, as shown in Figure 3.13. Since doctors have multiple patients, they must first select 

the patient they wish to converse with in the list on the left side of the page. The chat will be 

rendered on the right side along with a message box and submit button.  

Doctors and patients communicate with each other by typing messages into a message box and 

sending them. Sent messages are saved to the cloud and are readily available for viewing. Each 

message has sender, date, and content information associated with it. When messages are rendered, 

this information is displayed. To help make conversations more readable, on the website, doctor 

messages are colored blue and patient messages are colored red. The chat feature enables doctors 

and patients to have a direct connection with each other. This is significant because patients are 

allowed to have direct access to their doctors and quickly communicate the information. Patients 

no longer have to feel uncertain about their health and detached from their doctors. Patients can be 

quickly informed about new information regarding their health from their doctor. 

3.3.6 Big Data Storage and Visualization 

Visualizing the big data stored on the cloud is critical for big data management. The doctor 

can either visualize real-time data or historical data. On the Dashboard page, there are two buttons 

that help the doctor to select the exact patient data they want to view. When the patient data is 

retrieved, a graph will show the time-series data from the sensor. For the real-time case, a test 

patient account was setup and was used to send test data. When data is sent from the patient, it is 

saved to the cloud storage in real-time.  

A doctor account was used to visualize the real-time data sent from the patient. Before real-

time data can be viewed, the patient must be actively sending data. The cloud system is used to 

keep track of whether patients are active or not. So, if a patient is not active then the doctor will 

not be able to view real-time data. If the patient is active then a real-time visualization request can 

be sent. The system is setup so that only authenticated users with Cognito can view the data.  Once 

this occurs, the system determines the necessary information to view real-time data. The graph 

visualizes the data within a certain window length. If data exceeds this window, then the graph is 

shifted so that the new data can be viewed.  
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For the historical case, existing patient data in the cloud storage was used to visualize. The 

doctor can view data from a specific patient. To view data, the doctor makes selections using the 

historical visualization form on the Dashboard. Once the information is selected, a request is 

submitted to retrieve the stored patient data. This request kicks off the data retrieval process. The 

request is taken in and the data is then retrieved. The data is down-sampled and returned to the 

user and the website creates graphs to visualize the retrieved data. The data is visualized using a 

time-series graph for the input data.  

The doctor is given a set of buttons that allow them to scroll through the data as shown in 

Figure 3.14. As the doctor scrolls forward through the data, a set interval of data is retrieved each 

time. Each time a request is made, the retrieved data is appended to the data that is already stored 

in the graph. The doctor can also play back the sequence of data that came in from the patient using 

the play and stop buttons. While playing, the graph will index through the saved data and add the 

data to the visualization. If it reaches the end of the data, then it will make a request to get more 

data. Note that the graphs only visualize a certain window of data at a time, so if more data is 

added then the graph adjusts by shifting the data to the left so that the new data is displayed. When 

the doctor is done viewing the data of the patient, they can use the delete button to remove the 

visualization from the Dashboard page. The graphical and data retrieval functions were tested to 

ensure the doctor could receive, view, and examine the data. 

3.4 Conclusion 

In this study, we have proposed and developed an innovative smart and secure big data 

management system and demonstrated its potential on the healthcare big data application. With 

the security in mind, we have developed functions for doctor sign up and log in, as well as data 

transmission protection. Further, we have developed the interactive edge-cloud interface, allowing 

the doctors to conveniently access the big data, and communicate the patients. Besides, both patient 

information and patient-specific record information can be effectively created and managed. The 

system further supports both real-time and historical demonstration of the big data, enabling the 

doctors to effectively leverage the big data. Overall, the proposed s2Cloud system, empowered by 

smart and secure design innovations, is expected to advance not only the healthcare big data 

application, but also many other promising areas.  
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 CONCLUSION 

Healthcare plays a vital role in everyone's life. This thesis, by innovatively designing the smart 

and secure big data system, has made two major contributions to the healthcare big data area. First, 

this thesis has demonstrated the smart and secure mobile edge system. This edge system, by 

leveraging AWS security features, can provide a secure way for patient registration and 

management, as well as data protection. Furthermore, the system is highly interactive and allows 

users (like patients) to examine their data and records, as well as collaborate with cloud users (like 

physicians). Second, the thesis has demonstrated the smart and secure cloud big data system. With 

the security in mind, we have developed functions for doctor sign up and log in, as well as data 

transmission protection. We have developed an interactive edge-cloud interface, allowing doctors 

to conveniently access the big data, and communicate their patients. Further, effective creation and 

management of both doctor and patient information is supported by the system. The system can 

also support both real-time and historical visualization of the big data. Overall, the mobile edge 

system, and the cloud big data system, are expected to greatly advance the healthcare big data area, 

and other relevant big data fields. 
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 FUTURE STUDIES 

In order to boost healthcare systems, researchers must utilize modern technology to create 

systems that support the growing needs of patients. Despite the number of promising efforts and 

results this thesis has demonstrated; future work is necessary to further improve the proposed 

systems. Future studies may include the enhancement of the interactive big data system, by making 

the system more user friendly and support more functions. The visualization function of the mobile 

edge and the website can be further improved, to provide more information and more easy-to-use 

operations. The big data management can be more effective considering the amount of data can be 

huge and ever increasing. There are other types of data that can be captured on the patient, and 

each of these types can be used to better analyze patient health. The communication function 

between the edge and the cloud can also be improved to facilitate more convenient interactions 

between the patients and doctors. A final future study could be to provide more modalities of big 

data. 
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