
A 3-DIMENSIONAL UAS FORENSIC INTELLIGENCE-LED
TAXONOMY (U-FIT)

by

Fahad Esaam Salamh

A Dissertation

Submitted to the Faculty of Purdue University

In Partial Fulfillment of the Requirements for the degree of

Doctor of Philosophy

Polytechnic Institute

West Lafayette, Indiana

August 2021



THE PURDUE UNIVERSITY GRADUATE SCHOOL
STATEMENT OF COMMITTEE APPROVAL

Dr. Marcus Rogers, Co-chair

Department of Computer and Information Technology

Dr. Umit Karabiyik, Co-chair

Department of Computer and Information Technology

Dr. Eric Matson

Department of Computer and Information Technology

Dr. Albert Marcella

Walker School of Business and Technology

Approved by:

Dr. Kathryne Newton

2



To my family

Essam Salamh, Kawther Anbari, Rawan Sultan, Hala Salamh, Tala Salamh

3



ACKNOWLEDGMENTS

First and foremost I am extremely grateful to my supervisors, Dr.Marcus Rogers and

Dr.Umit Karabiyik for their invaluable advice, continuous support, and patience during my

PhD study. Their immense knowledge and plentiful experience have encouraged me in all

the time of my academic research and daily life. I would also like to thank Dr.Eric Matson

and Dr.Al Marcella for their support throughout my research development. Also, I would

like to thank Dr.Kathryn Speller for her guidance throughout the survey design process.

A special thanks to the Saudi Arabian Cultural Mission in the United States and the

Saudi Arabian government for their financial support during my PhD study.

Finally, I would like to express my gratitude to my parents, my wife and children, and

my friends who were also a backbone to this research work. Without their tremendous

understanding and encouragement in the past few years, it would be impossible for me to

complete my study.

4



TABLE OF CONTENTS

LIST OF TABLES . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 8 

LIST OF FIGURES . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 10 

ABBREVIATIONS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 12 

GLOSSARY . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 13 

ABSTRACT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 14 

1 INTRODUCTION . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15 

1.1 Background . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 15 

1.2 Problem Statement and Significance . . . . . . . . . . . . . . . . . . . . . . 16 

1.3 Assumptions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19 

1.4 Limitations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 19 

1.5 Delimitations . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20 

1.6 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 20 

2 LITERATURE REVIEW . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 21 

2.1 Behavioral Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 23 

2.1.1 The Big Five and Antisocial Personality Traits . . . . . . . . . . . . 24 

Openness . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 24 

Conscientiousness . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 26 

Extraversion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 27 

Agreeableness and antagonism . . . . . . . . . . . . . . . . . . . . . 27 

Neuroticism and emotional stability . . . . . . . . . . . . . . . . . . . 28 

Disinhibition . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 28 

2.1.2 What is Deviant Behavior? . . . . . . . . . . . . . . . . . . . . . . . 28 

2.1.3 Personality Traits and Cyberdeviancy . . . . . . . . . . . . . . . . . 30 

2.1.4 Antisocial Behavior . . . . . . . . . . . . . . . . . . . . . . . . . . . . 32 

2.2 Forensic Intelligence (FORINT) . . . . . . . . . . . . . . . . . . . . . . . . . 34 

5



2.3 UAV Forensic Investigation . . . . . . . . . . . . . . . . . . . . . . . . . . . 36 

2.3.1 Published Drone Frameworks: 2018-2019 . . . . . . . . . . . . . . . 42 

2.3.2 Published Drone Frameworks: 2020 . . . . . . . . . . . . . . . . . . . 45 

2.4 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 47 

3 METHODOLOGY . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 48 

3.1 Behavioral Study of UAV Deviants Actions . . . . . . . . . . . . . . . . . . . 50 

3.1.1 Pilot Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 51 

3.1.2 Full-Scale Study . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 52 

Hypotheses . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53 

3.2 FORINT . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54 

3.3 UAV Forensics Investigation . . . . . . . . . . . . . . . . . . . . . . . . . . . 56 

3.4 An Interdisciplinary Approach . . . . . . . . . . . . . . . . . . . . . . . . . . 59 

3.5 Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 60 

4 RESULTS AND ANALYSIS . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63 

4.1 Behavioral Analysis of UAS Deviant and Illegal Actions . . . . . . . . . . . . 63 

4.1.1 Reliability Analysis . . . . . . . . . . . . . . . . . . . . . . . . . . . . 63 

4.1.2 Behavioral Profile of Drone Drug Smugglers . . . . . . . . . . . . . . 65 

4.1.3 Behavioral Analysis of UAS Deviant Actions . . . . . . . . . . . . . . 73 

4.1.4 Hypothesis One Testing . . . . . . . . . . . . . . . . . . . . . . . . . 76 

4.2 Forensic Intelligence (FORINT) . . . . . . . . . . . . . . . . . . . . . . . . . 77 

4.2.1 Reactive Intelligence . . . . . . . . . . . . . . . . . . . . . . . . . . . 78 

4.2.2 Proactive Intelligence . . . . . . . . . . . . . . . . . . . . . . . . . . . 83 

Gap Analysis Based Enhanced UAV Forensic Investigation Model . . 84 

4.2.3 How behavioral characteristics add value to the technical threat intel-

ligence field? . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 89 

4.2.4 Hypothesis Two Testing . . . . . . . . . . . . . . . . . . . . . . . . . 90 

4.3 UAV Forensic Investigation . . . . . . . . . . . . . . . . . . . . . . . . . . . 93 

4.3.1 Forensically Sound UAV Digital Evidence . . . . . . . . . . . . . . . 96 

4.3.2 Technical Investigative Challenges . . . . . . . . . . . . . . . . . . . 97 

6



Hypothesis Three Testing . . . . . . . . . . . . . . . . . . . . . . . . 101 

4.4 Three Dimensional UAS Forensic Intelligence-Led Taxonomy . . . . . . . . . 107 

5 DISCUSSION AND CONCLUSION . . . . . . . . . . . . . . . . . . . . . . . . . . 110 

5.1 Overview Summary . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 110 

5.2 Conclusion . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 111 

5.2.1 Recommendations, Limitations, and Future Work . . . . . . . . . . . 112 

REFERENCES . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 114 

A APPENDICES . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 124 

VITA . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 140 

7



LIST OF TABLES

2.1 US Department of Defense Classification of UAVs . . . . . . . . . . . . . . . . . 21 

3.1 Study Variables . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53 

3.2 Explanation of Each Variable in the Evaluation Process Illustrated in Figure 3.8 . 59 

3.3 Research Methodology & Contribution . . . . . . . . . . . . . . . . . . . . . . . 60 

4.1 Frequency distribution of drone deviants vs nondeviant drone deviants (drug
Smuggling) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 65 

4.2 Descriptive statistics by gender . . . . . . . . . . . . . . . . . . . . . . . . . . . 65 

4.3 Descriptive statistics by ethnicity . . . . . . . . . . . . . . . . . . . . . . . . . . 66 

4.4 Descriptive statistics by degree . . . . . . . . . . . . . . . . . . . . . . . . . . . 66 

4.5 Descriptive statistics by age group . . . . . . . . . . . . . . . . . . . . . . . . . 66 

4.6 Tests of normality of the big five personality traits among drone drug smugglers
and non-drone smugglers. . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 67 

4.7 Summary of simple regression analyses for neuroticism and extraversion predict-
ing drone smugglers) . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 70 

4.8 Comparing personality traits between drone and non-drone smugglers . . . . . . 71 

4.9 Summary of simple regression analyses for disinhibition and antagonism predict-
ing drone smugglers . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 72 

4.10 Frequency distribution of drone deviant actions. . . . . . . . . . . . . . . . . . . 73 

4.11 Summary of simple regression analyses for personality traits predicting drone
users who flew in controlled airspace. . . . . . . . . . . . . . . . . . . . . . . . . 74 

4.12 Summary of simple regression analyses for personality traits predicting drone
users who flew around government building. . . . . . . . . . . . . . . . . . . . . 75 

4.13 Summary of simple regression analyses for personality traits predicting drone
users who flew at high altitude. . . . . . . . . . . . . . . . . . . . . . . . . . . . 76 

4.14 Summary of simple regression analyses for personality traits predicting drone
users who involved in drone Collisions. . . . . . . . . . . . . . . . . . . . . . . . 76 

4.15 Correlations between drone incidents and drone drug smugglers. . . . . . . . . . 83 

4.16 Self-reported unmanned aerial systems with their specifications . . . . . . . . . 86 

4.17 Correlations between Drone Incident and Disinhibition . . . . . . . . . . . . . . 89 

4.18 An evaluation of the flight logs integrity as a digital evidence . . . . . . . . . . . 99 

4.19 Entered values for each scholarly article . . . . . . . . . . . . . . . . . . . . . . 104 

8



4.20 Summary of simple regression analyses for the citation count and the total score
of the evaluation metrics . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 106 

9



LIST OF FIGURES

1.1 Reported Small UAS Incidents Wordwide [3 ] . . . . . . . . . . . . . . . . . . . . 16 

2.1 The Big Five Personality Traits . . . . . . . . . . . . . . . . . . . . . . . . . . . 25 

2.2 UAS Attack Vectors . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 39 

3.1 Venn diagram Showing the relationship between the three dimensions . . . . . . 49 

3.2 Research Methodology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 49 

3.3 Behavioral Analyses Ontology . . . . . . . . . . . . . . . . . . . . . . . . . . . . 53 

3.4 FORINT Ontology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 54 

3.5 FORINT Approach towards the UAS intelligence-led taxonomy . . . . . . . . . 56 

3.6 UAV Forensic Ontology . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 57 

3.7 UAV Digital Evidence Metrics . . . . . . . . . . . . . . . . . . . . . . . . . . . . 61 

3.8 UAV Digital Evidence Evaluation Process . . . . . . . . . . . . . . . . . . . . . 62 

4.1 UAS Forensic Intelligence-led Taxonomy Mind Map . . . . . . . . . . . . . . . . 64 

4.2 A boxplot showing no outliers for drone and non-drone drug smugglers distribution 67 

4.3 Normal Q – Q Plot BFPT for non-drone Smugglers . . . . . . . . . . . . . . . . 68 

4.4 Normal Q – Q plot BFPT for drone drug smugglers . . . . . . . . . . . . . . . . 69 

4.5 Behavioral profile of UAS deviant actions and drone smugglers . . . . . . . . . . 77 

4.6 UAV Prison Contraband . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 79 

4.7 UAV Surveillance . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 80 

4.8 UAV Crash Incident . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 81 

4.9 The process of reactive and proactive intelligence and their relationship to the
other dimensions . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 82 

4.10 Gap analysis based enhanced UAV forensic investigation model . . . . . . . . . 84 

4.11 Self-reported UAV Models (Flight Endurance vs Weight) . . . . . . . . . . . . . 86 

4.12 Categorization of UAV Static and Live Digital Evidence traceability Challenges
[106 ] . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . . 88 

4.13 Tactics, Techniques, and Procedures (TTP) Classification Model . . . . . . . . . 92 

4.14 A statistical graph showing data comparison between two ‘.csv’ flight log files . . 100 

4.15 UAV Technical Forensic Investigation Framework [6 ] . . . . . . . . . . . . . . . 103 

4.16 The normal P-P plot of regression standardized residual . . . . . . . . . . . . . 106 

10



4.17 UAS forensic intelligence-led taxonomy . . . . . . . . . . . . . . . . . . . . . . . 108 

11



ABBREVIATIONS

APD Antisocial Personality Disorder

DaaS Drone as a Service

DoD Department of Defense

DoS Denial of Service

EPA Elemental Psychopathy Assessment

FAA Federal Aviation Administration

FFM Five Factor Model

GPS Global Positioning System

IMU Inertial Measurement Unit

IoD Internet of Drones

IoT Internet of Things

IR Incident Response

RPA Remotely Piloted Aircraft

UAS Unmanned Aerial System

UAV Unmanned Aerial Vehicle

12



GLOSSARY

Anti-detection: tactics that prevent the ability of detection systems.

Anti-forensics: techniques that challenge the digital forensic examination process

Counter UAV: systems that interrupt UAV operation.

Drone: a flying object that can operate autonomously or by remote pilot

Flight Controller: a remote control to operate the drone

Forensic Intelligence: the interaction between investigative and behavioral domains

Non-Traditional Digital Forensics: updated approaches to cope with challenges.

Sensor: preprogrammed devices to measure and direct flight operation

Signal Jamming: an intentional interception to the communication channels

Traditional Digital Forensics: previous digital forensic methods and procedures

UAV Threat Actors: drone operators who involve in deviant and/or illegal actions

Gimbal: it stabilizes the camera movement
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ABSTRACT

Although many counter-drone systems such as drone jammers and anti-drone guns have been

implemented, drone incidents are still increasing. These incidents are categorized as deviant

act, a criminal act, terrorist act, or an unintentional act (aka system failure). Examples of

reported drone incidents are not limited to property damage, but include personal injuries,

airport disruption, drug transportation, and terrorist activities. Researchers have examined

only drone incidents from a technological perspective. The variance in drone architectures

poses many challenges to the current investigation practices, including several operation

approaches such as custom commutation links. Therefore, there is a limited research back-

ground available that aims to study the intercomponent mapping in unmanned aircraft

system (UAS) investigation incorporating three critical investigative domains—behavioral

analysis, forensic intelligence (FORINT), and unmanned aerial vehicle (UAV) forensic inves-

tigation. The UAS forensic intelligence-led taxonomy (U-FIT) aims to classify the technical,

behavioral, and intelligence characteristics of four UAS deviant actions — including indi-

viduals who flew a drone too high, flew a drone close to government buildings, flew a drone

over the airfield, and involved in drone collision. The behavioral and threat profiles will

include one criminal act (i.e., UAV contraband smugglers). The UAV forensic investigation

dimension concentrates on investigative techniques including technical challenges; whereas,

the behavioral dimension investigates the behavioral characteristics, distinguishing among

UAS deviants and illegal behaviors. Moreover, the U-FIT taxonomy in this study builds

on the existing knowledge of current UAS forensic practices to identify patterns that aid

in generalizing a UAS forensic intelligence taxonomy. The results of these dimensions sup-

ported the proposed UAS forensic intelligence-led taxonomy by demystifying the predicted

personality traits to deviant actions and drone smugglers. The score obtained in this study

was effective in distinguishing individuals based on certain personality traits. These novel,

highly distinguishing features in the behavioral personality of drone users may be of partic-

ular importance not only in the field of behavioral psychology but also in law enforcement

and intelligence.

14



1. INTRODUCTION

1.1 Background

There are several important terminologies related to the technology behind unmanned

aerial vehicle (UAV) – sometimes called drones. The evolution and capability of the UAV

have an association with these terminologies, which include old unmanned aerial vehicle

(OUAV), aerial target (AT), unmanned aircraft system (UAS), robotic aerial system (RAS),

remotely piloted aerial system (RPAS), and autonomous aerial system (AAS). Each term

describes the architecture and capability of a specific flying object [1 ]. With the rapid

increase of commercial drones’ use and ease of access by any individual, crimes committed

by drones have increased as well. Some of these commercial off-the-shelf (COTS) UAVs

are equipped with advanced technologies such as obstacle avoidance sensors. The Federal

Aviation Administration (FAA) describes a drone as a small UAS with a size of less than

55 pounds [2 ]. Also, it should be noted that UAS encompasses the complete system that

flies drones (e.g., the UAV operator), while UAV describes the drone body only, without the

remote control and/or the ground station control. The author utilizes the term UAS in this

research because the selected approach incorporates several elements associated with drone

deviant behaviors.

There are several operation capabilities of small UASs that categorize them into classes

based on the operational requirement. For instance, hobbyists might be interested in a small

UAS that flies between thirty to forty-five minuets compared to a criminal who plans to

operate a drone at least two hours. Also, custom-built UAVs provide additional options such

as preprogrammed missions and custom communication links. The technology provides a

great value to the community from leisure to delivery services; however, the capabilities of

small UASs pose many challenges to legalization, forensic investigation, safety, privacy, and

cybersecurity. Dedrone, a company specializes in counter UAV technologies, deploys a web

scraping technology to map publicly reported drone incidents all over the world—incidents

related to multiple UAS threat actors such as drug smuggling and prison contraband, colli-

sions, disruption, surveillance, and weaponization (see Figure 1.1 ).
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Figure 1.1. Reported Small UAS Incidents Wordwide [3 ]

1.2 Problem Statement and Significance

The number of small UAS incidents, including drug smuggling and airport surveillance

are rapidly increasing. Most of the approximately 382 incidents reported between October

and December 2019 in the United States were classified as unauthorized small UAS activities

(i.e., flew a drone too high, close to a government building, or over an airport) [4 ]. Research

in the UAS forensic field has led to a fair improvement in discovering technical methodologies

from acquiring to recovering digital evidence related to drone activity. Tracing information

and following a forensic intelligence approach in responding to the massive number of UAS

incidents is necessary. For instance, the absence of behavior profiling studies on UAS threat

actors might be an opportunity to demystify some investigative complexities, especially in

enhancing the classification taxonomy. On the other hand, drones have enabled criminals

to utilize their technology to make them untraceable, and it is thereby easier to complete

illegal redand/or drone deviant activities. The root cause of these incidents tends to sci-

entifically tie to a certain level of individual’s behavior, which can be further studied with

some demographic background of UAV threat actors and self-reported crimes. In regard

to UAV customization, a high technical background is expected as most operations require

either long range flight, autonomous mode, or sophisticated techniques (e.g., anti-forensics).

Drone crimes share similar techniques, and autonomous flight operation is not always neces-

sary. This study takes several factors into consideration from several perspectives. From the
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psychological perspective, the author examines certain personality patterns associated with

UAS crime intention. The behavioral examination of the five threat actors will be employed

to distinguish between them and enhance the proactive investigative technique.

The psychological aspect of deviant activities related to drones (equipping drones with a

weapon, monitoring a large area for nefarious purposes, transport drugs, etc) is not well stud-

ied. Therefore, the goal of this research is to enhance the current UAS forensic investigation

procedures and identify the behavioral characteristics of UAS threat actors. The behavioral

examination of UAV threat actors will provide an extra layer to the current UAS forensic in-

vestigation process. Additionally, there are many attempts to prevent and control malicious

drone operations. Some countries adopted detection technologies, whereas others updated

their regulations for legal drone use. None of the implemented techniques have reached a

high accuracy rate of success. The psychological element of drone deviants is missing from

the drone ecosystem and incident response plan. As a result, profiling personality traits of

drone deviant behavior might provide a valuable addition to both the UAV ecosystem and

investigative techniques.

Furthermore, this study focuses on forensic intelligence attributes (i.e., information +

evaluation = intelligence) United Nations [5 ]. Intelligence aids in enhancing the crime scene

investigation process and/or forensic intelligence analysis techniques (e.g., active and passive

intelligence). There are several known and unknown expectations when responding to a crime

scene that involves a UAS incident. Also, from drone detection to mitigation, the technical

capabilities are not efficient, and the data flow mechanism during drone operation poses

more challenges to the UAV forensic investigation process (e.g., encrypted communication

and customized software features).

The technical domain suffers from several challenges, and the increased number of drone

incidents creates technical deficiencies in the fields of digital forensics and cybersecurity—for

instance, the anonymity and obfuscation techniques (e.g., custom data link and low remote

control signals) that enable deviant activities related to drones to utilize these flying devices

in their actions. Another example could be the anti-forensic techniques. These techniques

are the practice of tampering or removing digital evidence with a high success rate, which

challenges digital forensics practitioners. Drone incidents are dramatically increasing, and
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antiforensic techniques (e.g., data tampering) are considered as one of the crucial elements

when developing and classifying an intelligence-led taxonomy.

Challenges related to UAV forensic include but are not limited to inference to GPS data,

flight logs, sensor data, ownership data, network logs, and cloud data. Drones operate

on multiple systems, storage devices, and components; thus, data flow is processed and

stored in different places depending on the model of the drone. Furthermore, the encryption

mechanism used to secure data transmission is a security and privacy issue that might leave

the door open for man-in-the-middle attacks. In general, data storage is considered one of the

most challenging aspects of drone forensics [6 ]–[8 ]. Furthermore, custom-built UASs have not

been investigated by researchers yet, and its associated challenges have not been discussed.

Therefore, this study also focuses on forensic challenges with respect to customized UAS. To

this end, we incorporate the current UAV forensic investigation techniques on COTS and

home-built UAVS to point out the technical challenges and enhance the feature selection

process when developing the taxonomy. The behavioral dimension will play an important

role in identifying and understanding UAS threat actors and make a significant contribution

to the UAS forensic investigation process. The current UAV forensic and counter measures

are not sufficient to some UAS incidents [9 ].

The research question consists of three important dimensions— behavioral analysis,

forensic intelligence (FORINT), and UAV forensic investigation to help in building a ro-

bust taxonomy that incorporates .

• Research Question: How can evaluating the behavioral characteristics of UAS de-

viant and illegal activities, self-reported techniques, and forensically sound digital ev-

idence supplement the proposed UAS Forensic Intelligence-Led taxonomy?

There are several aspects that aid in generating a comprehensive taxonomy. The approach

concentrates on some behavioral assumptions, reviews the current UAV forensic investigation

techniques, and proposes a forensic intelligence model that includes reactive and proactive

techniques based on the evaluation of self-reported information by UAS threat actors. The

author considers the following hypotheses to examine the behavioral patterns of the five UAS

threat actors. This could aid in proposing a generic UAS forensic investigation taxonomy that
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adopts forensic data from multiple sources such as behavioral analyses, forensic investigation,

and forensic intelligence. These hypotheses are as follows:

• H1: Behavioral patterns significantly predict the tendency for UAS deviant and illegal

activities at a significant level of 0.05.

• H2: Self-reported techniques significantly improve the proactive and reactive intelli-

gence modeling techniques.

• H3: Forensically-sound UAV digital evidence significantly increases the reliability of

the proposed UAS Forensic Intelligence-Led taxonomy.

1.3 Assumptions

The assumptions for this research include:

• Psychology plays a major role in digital forensics investigations.

• The evaluation of the self-report data will improve the proposed U-FIT taxonomy.

• The current drone incident response procedures and counter measures are not enough

to cope with different types of incidents.

• UAV antiforensic techniques pose challenges.

• An interdisciplinary approach is essential to complex digital crimes.

1.4 Limitations

The limitations for this study include:

• Some participants may decline to respond to identifiable questions, which results in

reducing our sample size.

• Selection and confirmation biases may exist.

• The validity of the responses was based on answering the validation question.
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• The proposed UAV digital evidence metrics do not cover legal and expert witness

perspectives.

• Admissibility of digital evidence can not be measured with the proposed UAV digital

evidence metrics.

• There might be other unknown UAS threat actors who were not part of this study.

1.5 Delimitations

The delimitations for this study include:

• No specific geographic regions covered in the study.

• The study will not interview drone forensic practitioners.

• The proposed U-FIT taxonomy does not include the evaluation of counter- UAS sys-

tems.

1.6 Summary

This chapter gives an overview of UAV technology and a three-dimensional perspective

including UAV forensic investigation, behavioral analysis, and forensic intelligence. Also,

this section presented the background study, problem statement and significance, and the

research questions. The goal is to support the intelligence forensic investigation of UAS

incidents through a 3-D UAS forensic intelligence-led taxonomy. Moreover, this section

introduces the reader to the assumptions, limitations, and delimitation of the study. The

next chapter reviews previous works related to areas such as UAV cyber threats, UAV

forensics investigative frameworks, and personality traits in cybercrimes.
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2. LITERATURE REVIEW

An unmanned aerial vehicle is a flying device that operates via several communication pro-

tocols and controlling devices. It is a device that has certain technology specifications and

capabilities to fly in the air for recreational, martial, and commercial purposes. Recently,

there has been a dramatic increase in the number of COTS drones, and the future market

of drone technology is growing. These flying devices have different types, terminologies, and

categories. Likewise, there appear to be several terms when referring to a flying object.

These terminologies pertain to different aviation agencies. unmanned aerial vehicle (UAV),

remotely piloted aircraft (RPA), and drones are widely used as common terms for flying

devices. Nevertheless, unmanned aerial systems (UAS) refer to all equipment related to

operating a drone (i.e., flight controller, drone body, GPS module, sensors, Gimbal, etc). In

addition, drones are categorized based on their rotors, capability, and purpose of user. UAVs

are classified by their size, flight distance, and endurance. For instance, size classification is

comprised of micro, mini, medium, and large UAVs. The Federal Aviation Administration

(FAA) has classified small UASs as weighing less than 55 pounds with a maximum speed of

100 mph and 400 feet altitude, which requires a part 107 certificate unless the operated drone

weighs less than 0.55 lb (FAA, 2016). Alternatively, the Department of Defense (DoD) has

classified UAVs into several categories according to weights, operating altitude, radius, and

endurance (see Table 2.1 ). Moreover, a classification matrix has been proposed by NASA

that includes three categories with three different air speeds less than or equal to 70 knots

(kt) (model or sUAS), less than or equal to 200 kt (sUAS), and more than 200 kt (UAS)

[10 ].

Table 2.1.
US Department of Defense Classification of UAVs

Weight (kg) Normal Operating Altitude (ft) Radius (km) Typical Endurance (hr)
less than 2 less than 400 5 less than 1
between 2 to 25 less than 3000 25 between 2 to 8
between 25 to 150 less than 5000 50 between 4 to 12
between 150 to 600 less than 10000 200 to 500 between 8 to 14
more than 600 less than 18000 1000 more than 20
more than 600 more than 18000 5000 less than 24
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UAVs have multiple components such as sensors, actuators, software, communication

protocols, power supply, flight control loops, and flight controls. These are important pieces

of hardware and software to operate the flying device.

Remote sensing technologies have been deployed in UAVs to enhance their operation

and performance. Sensors that are mostly found in all drones include gyroscopes, barom-

eters, accelerometers, global positioning systems (GPS), magnetometers, rangefinders, in-

ertial measurement units (IMUs), and obstacle avoidance. Overall, sensors and actuators

are essential components in drone development and operation. An example of this is the

pre-programmed flight path (i.e., roll, yaw, pitch) of the drone. Another example would be

a systematic calculation of air pressure and avoidance of objects.

Regarding communication protocols, UAVs operate on several data links depending on

the purpose and application. The communication architecture is designed between the flight

control or the base station control and the drone. This requires radio or WiFi communication

to send and receive commands. The radio frequency works on 2.4 GHz to 5.8 GHz, while

WiFi communication is based on a wireless local area network (WLAN), and both protocols

are specifically for short range (i.e., less than 5 miles) operation purposes. Operating a

drone at a long-range distance requires efficient communication protocols such as 4G Long-

Term Evolution (LTE). UAV components might be exposed to cyber threats; therefore, it is

important to enhance the security of flying devices.

The increasing number of drone incidents and deviant activities, including drone ter-

rorism, pose a significant threat to digitization. Simultaneously, the structure and design

of flying devices pose challenges to the field of digital forensics. These challenges pertain

to evidence analysis when a drone incident is involved. Recently, there was a fair amount

of work related to technical challenges, whereas little is known about psychological factors

pertaining to drone deviant actions. This chapter reviews previous works related to three

important dimensions of this study; UAV forensics, UAV security, and behavioral analysis,

respectively.

This section discusses previous works pertaining to the three dimensions selected that

enhance the proposed UAS taxonomy. Section 2.1 includes several topics such as the impor-

tance of behavioral analysis in the cybersecurity and forensic domains, a review of psycholog-
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ical psychometrics, and Section 2.2 describes the importance of the forensic intelligence ap-

proach in the forensic science field. Finally, Section 2.3 provides a comprehensive overview of

scientific works, including investigative techniques and challenges to specific types of drones.

2.1 Behavioral Analysis

The author examines the research problem by looking at the complete components of the

Unmanned Aerial System (UAS), which include the behavior of UAS threat actors. There is

an increase in different deviant actions pertaining to the use of UAVs (i.e., drug smuggling,

drone disruptive activities, prison contraband, and drone as a hacking tool). As a result, it

is crucial to study the psychological elements behind the use of drones to commit a crime,

which enables investigators to profile multiple UAS threat actors effectively.Researchers have

shown a scientific correlation between personality traits and other criminal behaviors, and

the big five personality traits are commonly used in profiling cybercriminals [11 ]. With

the advancement of technology, studying the human factor (i.e., personality behavior) is

not an old-fashioned research methodology. Technology has enabled traditional criminals to

practice their tactical deviant behaviors in a semi or even fully autonomous mode. When the

new technology is developed, criminals take advantage of exploitable vulnerabilities of that

technology to initiate their drone deviant actions. For instance, drones can be autonomously

operated, posing challenges to the digital forensic field (e.g., recovery of waypoint traceroutes,

and identification of drone operators). In this research, the concentration will be on the

psychological factors related to drone-flying deviant activities combined with the technical

investigative components. The aim is to examine the personality and behavioral differences

between drone-flying deviant activities, normal drone users, and non-drone users, which

would help in enhancing the drone forensic investigation model. This enhancement will

look at drone forensic investigation models (i.e., technical challenges and frameworks), and

behavior profiling stimuli generated in this study (i.e., individual differences among drone-

flying deviant activities, normal drone users, and non-drone users). The assumed association

between the behavior of drone- flying deviants and personality traits would aid in developing
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a comprehensive framework specifically for drone forensic investigations. Accordingly, this

research examines the association between the Five-Factor model and psychopathic behaviors

among drone-flying deviants who committed a previous felony using flying devices, which

would be achieved by statistically analyzing the mean differences in the sample, and the

correlation of the FFM and Anti-Social Behavior among respondents.

2.1.1 The Big Five and Antisocial Personality Traits

People have different levels of personality characteristics based upon their genetic. Vari-

ous researchers have conducted studies to identify different types of personality traits listed.

It is believed by the majority of psychologists that there are five basic personality traits (see

Figure 2.1 ). These traits include openness, neuroticism as well as agreeableness, extraver-

sion and conscientiousness [12 ]. It is extremely significant to understand that ranges are

represented by these big five personality traits. For example, the range between extreme

extraversion is represented by extraversion while people with low extraversion lies towards

introversion. Based upon the traits, individuals belong to different extremes or exist some-

where in between the extreme ranges. The big five personality traits along with their ranges

are discussed one by one as follows:

Openness

Oshio et al., (2018) defined openness as a trait related to insight and imagination that

explains that how open-minded a person is [13 ]. Moreover, openness is a philosophy or

a concept that is categorized by an emphasis on collaboration and transparency. People

possess different ranges of openness personality traits. If the people are high in openness

traits then it indicates that:

• They have a high-interest range, are curious about the world, and are interested in

exploring new things.

• Such people are considered to be highly adventurous as well as creative that enjoy new

experiences
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Figure 2.1. The Big Five Personality Traits
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• Such people also accept challenges easily and take interest in exploring concepts that

are abstract in nature The people who possess low openness personality traits are:

• Traditional and do not like the change

• The new things and experiences are not liked by such people

• Such people are not creative or imaginative, dislike new ideas as well as take no interest

in abstract concepts

Conscientiousness

The conscientiousness represents the trait of being hardworking or careful and such people

have an urge to take responsibilities seriously [14 ]. Also, people can be highly conscientious or

can lie towards the other extreme side. Some of the main features of these personality traits

include a high level of goal orientation, good control over impulse as well as thoughtfulness.

The people with high conscientiousness are:

• Good at planning and they spend enough time on preparation.

• Completes important tasks and responsibilities on a timely basis.

• Too much concerned about the details.

• Focuses on setting the schedule and standards.

The people having low conscientiousness:

• Do not take interest in schedules, timetables and structures.

• Are not concerned about the messes and are not very much careful.

• Do not pay attention to returning things to their place or putting them back.

• Are not able to complete the assigned tasks to them.

• Delay the important responsibilities and tasks.
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Extraversion

The main characteristics of extraversion include sociability, excitability as well as the huge

amount of emotional expressions, assertiveness and talkativeness [13 ]. Also, it is important

to understand that the people who possess high extraversion traits try to get the energy in

social situations and are quite outgoing in nature. Such people feel very excited and energized

when they are surrounded by people. People who are introverts or low in extraversion have

a reserved nature and their energy in social situations is low. Such people remain silent in

gathering and remain in solitude.

Agreeableness and antagonism

The personality attributes included in the agreeableness include kindness, trust as well

as affection and self-sacrifice [14 ]. The individuals who possess high agreeableness attributes

are very cooperative in nature while those with low attributes are manipulative and even

competitive in nature. More detail is given as under:

People with high agreeableness attributes are:

• Cares and think about others.

• Like to help others and assist them in doing their work.

• Take interest in other people.

• Have likeness towards happiness of others.

The low pole of agreeableness is considered to be the antagonism trait. People with low

agreeableness attributes or antagonistic in nature are highly aggressive as well as antisocial.

Moreover, such people:

• Belittle and insults others

• Do not care about other people’s feelings

• Have no interest in others and good at manipulation to get personal gain
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Neuroticism and emotional stability

It was mentioned by researchers that the trait of neuroticism is characterized by mood-

iness, sadness as well as emotional instability [15 ]. Moreover, people with high traits have

anxiety, mood swings as well as sadness and irritability. Such people experience a high level

of stress and worry about little things. The opposite pole of neuroticism is named emotional

stability which is considered to be the ability of a person to emotionally balance him/herself

under stressful conditions. People that possess low neuroticism traits or are emotionally

stable easily manage the stress and do not worry about things, remain relaxed, emotionally

stable and rarely get feelings of depression and sadness. They rarely become angry, tense,

or nervous.

Disinhibition

Disinhibition is a trait of personality that deals with the individual differences in their

ability to control or self-regulate their behaviors [12 ]. Furthermore, the ranges start from

under controlled to overcontrolled. It is extremely significant to understand that such people

do not possess the ability to suppress unwanted or inappropriate behavior and they make

inappropriate actions or comments. Such types of issues mostly occur due to some kind of

mental health issues, injury, or usage of drugs or some medicines.

2.1.2 What is Deviant Behavior?

Different researchers and scholars have studied deviant behavior in different contexts. It

was stated by [16 ], that deviant behavior is considered to be the behavior or action through

which the formal rules or informal social values and norms are violated. Also, the person

shows deviant behavior when he/she violates the law and is termed as formal deviance [17 ].

However, informal deviance occurs when a person violates that social norms and values.

There are different reasons behind deviant behavior and different theories have proposed

different causes. As per conflict theory, deviant behavior occurs because of political, material,

or social inequalities present among different social groups [18 ]. However, the labeling theory
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states that deviant behavior happens when an identity is forced upon people and they are

compelled to adopt that identity [19 ]. This indicates that different theorists and scholars

have provided different causes of deviant behavior as per their findings and perspectives.

In the view of [20 ], there are five types of deviant behavior and the criteria for this

behavior include conformity, ritualism as well as innovation, rebellion, and retreatism. Fur-

thermore, deviant behavior is mainly caused when one social class is exploited by another

social class. It can also occur when conflicts are present between the production relations

and productive forces. It was found by [21 ], that mainly there are three types of deviant

behaviors that arise due to different reasons. Firstly, it was found that deviant behavior

occurs when a person is intended to adapt to the values and norms of a standard group.

Secondly, deviant behavior can occur due to loss of self-control and is caused impulsively. A

person can show deviant behavior even at a time of extreme excitement. Thirdly, deviant

behavior occurs compulsively because of different types of disorders including insult, alcohol

abuse and drug addiction.

Hirschi’s social control theory reflects on the effects of a person’s bonding with his sur-

rounding people like from family, friends, colleagues and other known acquaintances on his

inclination towards unaccepted actions or behaviors. According to social control theory a

man is more likely to perform criminal offences if he lacks bonding with people. It is stated

by theorists that without such bonding, criminal acts are inevitable outcome [22 ]. Control

theories are more inclined towards finding the cause of people refraining from any deviant

behavior [23 ]. So, as per social control theory everyone can be a part of criminal offence

but the chances of someone who has strong bonds with people around him are unlikely to

be part of any offensive act. Attachment with people (family and friends), commitment

to goals (education and career), involvement in positive activities and belief in social and

ethical values of the society, are main aspects that prevent an individual from committing a

criminal act.
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2.1.3 Personality Traits and Cyberdeviancy

Although no previous work has been conducted on the association between the big five

personality traits and drone deviant activities, several studies have psychologically analyzed

the individual differences among cyber criminals. A study demonstrated the relationship

between computer criminal behavior and personality disorder [24 ], by distinguishing indi-

viduals through measuring personality characteristics, psychopathy level, and different types

of computer misbehavior such as online identity theft. Researchers have examined individ-

ual differences to produce a more coherent interpretation of such a digital crime [24 ]. The

behavioral science studies in the digital forensic field is crucial because of the human involve-

ment in technological use [11 ]. Similarly, researchers discussed the importance of studying

psychological and cultural differences to improve investigative techniques [25 ]. Studies in

[26 ] claimed that an individual who has been engaged in a cybercrime such as cyberstalking,

cyberbullying, online fraud, and online harassment is identified to have high level of extro-

version, low in agreeableness, high in negative emotions, and low in consciousness; whereas,

the researchers argued that openness to experience has no effect and association with cyber-

attack victimization [27 ]. Another piece of work supported the negative association between

neuroticism and tendency to commit while-collar crime; however, researchers indicated that

it is linked to certain circumstances [28 ]. Also, researchers have illustrated a significant cor-

relation among certain personality traits and cyberdeviancy [11 ]. The adoption of the big

five personality traits to examine behavioral differences among cyber criminals has added

more knowledge to the scientific field by empowering the investigative techniques with the

unseen factors (i.e., behavioral characteristics).

Interestingly, researchers have embedded psychopathy into FFM, claiming that psychopa-

thy comprises basic elements such as extremely high interpersonal antagonism, impulsive-

ness, absence of negative affectivity, anger and hostility, and interpersonal assertiveness [29 ].

Using this model, a profiling outcome for prototypic psychopathy was determined based on

the 30 facets of the FFM rating [29 ], which consist of extraversion (E) (versus introver-

sion), agreeableness (A) (versus antagonism), conscientiousness (C) (versus undependabil-

ity), openness (O) (versus closedness) to one’s own experience, and neuroticism (N) (versus
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emotional stability) [30 ]. The prototypic psychopathy profile shows a mean value < 2.0 in

all six items (anxiety, depression, vulnerability, trust, openness, and competence) (A), three

items (C) (dutifulness, self-discipline, and deliberation), one item (N) (self-conscience), and

one item (E) (warmth) and mean > 4.0 was characterized as high in impulsiveness (N) and

excitement–seeking behavior (E) [29 ].

The Elemental Psychopathy Assessment (EPA) tool comprising 18-items under three

domains (i.e., antagonism, disinhibition, and emotional stability) was developed to measure

psychopathy from a personality model perspective by Widiger et al., (nd). The EPA has been

validated and is comparable to other psychopathy measures (e.g., Psychopathy Checklist–

Revised (PCL-R) [31 ]–[33 ] and Self–Report Psychopathy (SRP) [34 ] to measure crime and

criminal tendencies. Under the disinhibition domain that consists of various subscales (i.e.,

anger, opposition, rashness, thrill-seeking, and urgency), the inability for individuals to fol-

low social rules is measured. Factors that influence online disinhibition include anonymity,

invisibility, asynchronous communication, and apathy deficits [35 ]. The emotional stability

domain, which has a strong correlation with the fearless dominance factor of the Psycho-

pathic Personality Inventory (PPI) is inversely related to the social deviance associated with

psychopathy LSRP Factor 2 (F2), and with small correlation with other psychopathy mea-

sures [36 ]. Under the antagonism domain that consists of various subscales (i.e., arrogance,

coldness, callousness, distrust, disobliged, impersistence, manipulative, and self-centered),

hostility, which is conceptualized as an emotional state that is strongly correlated to drug–

dealing behaviors, is measured [37 ]. The short version of the EPA is a model driven by the

FFM and has demonstrated an association with external criteria of psychopathy personality

disorder [36 ].

The psychometric inventories (i.e., FFM and EPA) were selected to measure personality

traits and disordered behavior. First, previous work proved that the five-factors model pro-

vides an effective measurement of personality traits [38 ]. According to the studies conducted

by [39 ], the FFM is well captured by its robustness among other personality inventories.

The FFM has been effective in providing significant distinctions among personality traits

[38 ]. An individual who has been engaged in cybercrimes such as cyberstalking, cyberbul-

lying, online fraud, and online harassment is identified to have a high level of extroversion,
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low in agreeableness, high in negative emotions, and low in consciousness [26 ]; whereas, the

authors claimed that openness to experience has no effect and association with cyber-attack

victimization [27 ]. Researchers supported the negative association between neuroticism and

tendency to commit while-collar crime indicating that it is linked to certain circumstances

[28 ]. Although no previous work has been conducted on the association between the big five

personality traits and drone criminals, a study demonstrated the relationship between com-

puter criminal behavior and personality disorder [24 ], by distinguishing individuals through

measuring personal characteristics, psychopathy level, and different types of computer misbe-

havior such as online identity theft. Researchers in [24 ] have examined individual differences

to produce a more coherent interpretation of such a digital crime. Including behavioral

science studies in the digital forensic field is crucial because of the human involvement in

technological use [11 ]. Similarly, authors in [24 ], discussed the importance of studying psy-

chological and cultural differences [25 ] to improve investigative techniques. The correlation

between personality traits and certain types of computer crime were examined by researchers

indicating that a person with low agreeability predicts self-reported hacking, a high neurotic

and low moral value person predicts online identity theft, and low internal moral values

predicts virus writing [40 ]. Additionally, researchers have illustrated significant correlation

among certain personality traits and cyberdeviancy [11 ]. The adoption of the big five per-

sonality traits to examine behavioral differences among cyber criminals has added more

knowledge to the scientific field by empowering the investigative techniques with the unseen

factor (i.e., behavioral characteristics).

2.1.4 Antisocial Behavior

An individual who engages in antisocial behavior is seldom deemed a psychopath. Dif-

ferences in factors (i.e., predispositions and biological attributes) related to the cause of

behavioral disorders may be attributed to the, not so often, mutually exclusive nature of

being a psychopath or having an Antisocial Personality Disorder (APD). However, these

behavioral personalities intersect, as noted in population statistics that show a third of peo-

ple with APD exhibit psychopathy [41 ], suggesting an association between the two [42 ].
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[43 ] argued that it is possible for psychopaths to be sociable, when the differences between

APD and psychopathy were examined. Moreover, an alternative perspective is that being

narcissistic and histrionic correlates more to psychopathy than to antisocial behavior [44 ].

The authors further stated that APD can be measured by traits such as impulsivity, fal-

sity, irresponsibility, and lack of remorse. However, considerable academic interest exists in

examining psychopathy independently of its association with criminal behavior [43 ], [44 ].

Psychopathic personality is defined by several types of antisocial behavior disorder and the

extent of certain traits may lead to a tendency for psychopathic personality disorder. There-

fore, psychopathy has a strong correlation with APD in relation to crime and violence [34 ],

[45 ].

While there are differences between psychopathy and APD, there is also an asymmetric

relationship between the two [46 ], such that an examination of the boundaries between

psychopathic behavior and APD reveals a minor role for interpersonal and affective behavior

in the diagnosis of APD. Attitudes and motivations for criminal activity relate to antisocial

behavior and APD is a general risk factor, with more usefulness in a civil psychiatric setting

[47 ]. Psychopathy (i.e., lack of guilt, remorse, and empathy) and sociopathy (i.e., lack

of remorse, but guilt and empathy can be present) [48 ] were classified under APD, and are

characterized by failure to conform to social norms, deceitfulness, impassivity, aggressiveness,

and lack of remorse [49 ].

As mentioned previously, the association between psychopathic personality and crim-

inal behavior [50 ]–[52 ] revealed anti-Semitic attitudes are related to APD. Self-reporting

psychopathy has many limitations as respondents may be deceitful leading to inaccurate

responses. Specially validated self-reported instruments (i.e., Widiger’s Five Factor Model

(FFM)) for evaluating psychopathic traits [53 ] revealed an association between low levels of

agreeableness and conscientiousness with psychopathic traits, in the absence of inference to

report criminal offenses [54 ].
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2.2 Forensic Intelligence (FORINT)

The concept of Forensic Intelligent (FORINT) refers to the interaction between inves-

tigative techniques and behavioral attributes. FORINT plays an important role at the

intersection of forensic investigation and detective investigation, aiming to minimize bias

and increase the accuracy of logical reasoning [55 ]. Researchers in the ‘Forensic Intelligence’

book [56 ] claimed that the integration of forensics and intelligence empowers intelligence-led

solutions in countering investigation problems. Also, the authors mentioned that forensic

intelligence successfully deals with the outcomes and results of processed forensic evidence

pertaining to information and intelligence. The concentration of previous works were mainly

on the association of forensic intelligence applied with the forensic science field (e.g., foot-

prints and DNA profiling). Forensic science is considered to be the application of science to

civil and criminal laws [57 ]. Also, the main focus is on the criminal side and forensic science

is applied for the investigation of crimes. Forensic science has its roots in different scientific

branches and its main emphasis is on identification, recognition as well as physical evidence

evaluation [58 ]. According to researchers in [59 ], forensic science provides scientific knowl-

edge related to criminal convictions and cases through which both prosecution and defense

arguments can be served. Furthermore, the main emphasis of law enforcement during the

criminal investigation is put on the DNA as well as fingerprints. Researchers in [57 ] stated

that DNA fingerprinting is a useful technique for creating a connection/link between the

suspect and biological evidence during the investigation of the crime. In addition, DNA is

present in hair, blood drops, skin flakes, as well as saliva through which a person can be

identified. The sample of DNA collected from the crime spot is matched with that of the

suspect to find the criminal. The suspect can be identified through fingerprints that are

collected from the place of the crime [60 ].

The pattern of fingerprints is different for each person and used as a basic tool for

identifying the criminal history of suspects. Researchers in [61 ] stated that digital forensics

is useful in recovering and investigating the evidence that is found on digital devices that

can store the data in a digital form. Also, digital forensics is highly related to cybercrime.

It is a branch of forensic science but mainly emphasizes collecting the evidence from digital
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technologies used in the crime. The evidence in digital form is identified, stored as well as

analyzed, and documented for the sake of record and to present in the court.

FORINT techniques incorporate gathered data into crime analysis to help identify pat-

terns, links, and trends that enhance intelligence decision making, which can be applied to

prevent crimes [62 ]. This research concentrates on addressing the proposed research prob-

lem by applying the FORINT (i.e., reactive and proactive intelligence approaches) to the

UAS investigation taxonomy supported by the outcome of behavioral analysis and UAV

forensics. With the sophistication of cyber crimes, the author emphasizes the importance

of reactive and proactive intelligence techniques. The more studies of behavioral analysis,

the faster we transform digital forensics to a non-traditional approach [63 ]. UAV forensic

investigation is one of the fields facing many challenges related to detection, monitoring,

prevention, and mitigation. No previous works have examined the techniques, tactics, and

procedures (TTP)s used by UAS threat actors. Another challenge brought by researchers in

[64 ] is related to the complexity of UAS system design, software components, and data stor-

age. Therefore, the author selects an interdisciplinary approach to tackle the problem from

two angles (i.e., UAV forensic and behavioral analysis) linked with a FORINT approach.

Anti-forensic techniques are not limited to drones in motion, but also when drones are at

rest. Some studies indicated that there were some techniques used by threat actors to avoid

flight data logging [65 ]. This supports the need of forensic case data to aid UAV investiga-

tors and incident responders in advancing the current techniques. This research discusses

some important intelligence techniques that aid the overall proposed UAS intelligence-led

taxonomy. In addition, researchers in [66 ] claimed that the overall investigation techniques

are not very effective in responding to some types of crime investigation due reasons such

as the sophistication of cybercrimes and the increased number of cybercrimes. Also, the

researchers argued that it is necessary to improve the current digital forensic investigation

techniques by incorporating other resources that enable advancement in the field. To this

end, the combination between behavioral pattern analysis, FORINT, and intelligence would

be the enablers to the UAS forensic investigation and counter measures fields.
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2.3 UAV Forensic Investigation

According to the National Institute of Standards and Technology NIST (2019), crim-

inal drone operations are rapidly increasing, and criminals are constantly developing new

approaches. Digital forensics techniques applied to UAV technology are a necessity due to

the increased number of flying devices and the real-world threats posed by malicious drone

activities. As discussed earlier, drones are controlled via different remote controllers, pre-

senting challenges to the overall drone forensics process, from identification to reporting.

Other challenges come from customized models operated on open-source operating systems.

To account for this, the INTERPOL developed the first drone incident response framework

that could aid in the investigation of such flying devices by addressing the challenges that are

faced by drone forensic examiners [67 ]. It is crucial to classify artifacts (i.e., digital evidence)

recovered from UAVs to enhance the performance of drone incident response. The Computer

Forensic Reference Data Sets (CFReDS) enables active field researchers to conduct forensic

investigation on flying devices to speed up the process of drone incident response. There has

been a fair amount of studies [6 ], [8 ], [68 ] related to improving these security weaknesses,

establishing new detection techniques, initiating policies and regulations, and addressing

digital forensic challenges [6 ], [8 ], [68 ].

Studies have demonstrated several technical approaches in the field of drone forensic

[69 ] considering several approaches that could aid investigators. Furthermore, researchers

have investigated the top five issues impacting the digital forensics field, including educa-

tion and training, technology, encryption, data acquisition, and tools [70 ]. The discussed

top five issues are still valid until today because of the advancement of technology. For

instance, [8 ], challenged the encryption mechanism used to cipher flight logs as they contain

valuable evidence when it comes to drone forensic. However, these studies only deal with

technical challenges such as data recovery, and possible anti-forensic techniques; therefore,

understanding the behavioral aspect of drone criminality is crucial to improve the existing

body of knowledge further.

Some of the early work in the area of drone forensics has illustrated Drone Open Source

Parser’s (DROP) forensic parsing technique as a tool specifically dedicated to the forensic
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analysis of the DJI Phantom III [8 ]. The methodology demonstrated by the authors examined

the decryption of digital evidence that is essential to drone investigation. Another study by

[71 ] discussed the correlation between digital evidence found in drones and mobile devices.

The authors of these studies claim that a high rate of drone incidents are due to the increased

usage of flying devices. In later studies, researchers conducted a comparative analysis of three

devices: the drone, mobile device, and internal memory of the drone. Interestingly enough,

this analysis showed that the drone body held no valuable evidence. On the contrary,

a separate study examined a drone’s chip, internal memory, and controller, and found the

correlation of these three components held a strong significance in drone forensic investigation

[6 ].

Researchers in [68 ] recognized the pivotal artifacts in drone forensic investigation based

on the classification of drones, fingerprints, volatile data, and the utilization of the live acqui-

sition technique. The authors in [7 ] conducted a drone forensic investigation on DJI Phantom

3, and explained the importance of particular automation techniques to parse drone data.

However, parsing and recovering drone data does pose challenges due to software develop-

ment and varied system architectures. In an interesting article [72 ] an experimentation of

incorporating open-source tools in drone forensics was conducted on the Parrot AR, Drone

2.0, and DJI Phantom 3. The experiment led to the discovery of recovered artifacts from

both drones and mobile devices during operation. The authors illustrated a 46% reduction of

drone data tempering during real-life scenario operations. The results indicated that differ-

ent technologies, such as block-chain and self-adaptive forensics, enhance drone data security

through time intervals, distance, and boundary techniques. Contrastingly, the security of

drone live-stream data runs the risk of being tampered with.

Due to the rapidly increasing adoption of drones, researchers discussed potential security

threats including GPS spoofing, maldrone, and un-encrypted data transmission [73 ]. These

flying devices are being utilized for numerous critical operations, such as crime scene map-

ping, policing, and medical transportation. Data tempering is an additional example that

could potentially impact the usage of drones. Flying devices have been spread heavily follow-

ing the COVID-19 pandemic to collect data, identify infections amongst individuals, and to

support lockdown control [74 ]. Publicly available firmware eases the process by distributing
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a modified version of the firmware that is infected by a malware—something that has the

ability to compromise the drone’s entire system, not only its transmitted data. Restrictions

like a no fly zone (NDZ) possessed the ability to be modified by overriding the software

functionality. In [75 ]–[77 ] issues related to information disclosure through the initiation of

an eavesdropping attack; whereas, researchers in [78 ] presented a denial of service (DoS)

attack on an AR drone 2.0 that demonstrates the malfunctioning of live transmitted data.

Regarding UAV cyber threats, there are several attack vectors that could compromise

flying objects. These threats are beyond the traditional cyber threats as UAVs operate

on different communication protocols and transmit more data. Any standard flying device

transmits data at rest, in motion, or in use. All these three types of generated data play

a major role in security measures against UAVs. Therefore, minimizing the risk and pro-

tecting confidentiality, availability, integrity, and authenticity is a necessary, especially to

certain UAV applications (e.g., military, industrial, emergency response, etc). Most UAV

applications are not following a proper secure measure that enhances the safety and security

operation of flying objects. Some researchers discussed solutions related to the active oper-

ational monitoring of UAVs, developing an Intrusion Detection System that actively alerts

abnormal activities (e.g., denial of service (DoS), GPS jamming, and eavesdropping)[79 ]–

[83 ].

In Figure 2.2 , we demonstrate several possible attack vectors pertaining to data tamper-

ing, data exfliration, and take control over the drone.

Flying devices operate and function using different communication protocols through

preprogrammed sensors and manual tasks. From a digital forensics perspective, the drone

vital signs in-flight are invaluable to any investigation due to artifacts being typically stored

in the drone’s chip. Conducting a forensic analysis on a drone’s chip will provide a greater

understanding and assurance of the incident with the help of stored system events and

software-related data. In knowing this, numerous researchers have proposed a technical

forensic investigation process based on such validated and verified approaches. A recent

study drew the importance of `lessons learned' in the drone incident response cycle and

presented a POC relating to the antiforensic challenges in drone forensics [69 ]. Supplementing

the previous research findings, work presented by [6 ] proposed a technical drone forensic
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Figure 2.2. UAS Attack Vectors
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framework to aid drone forensic examination. The researchers discussed the procedures

used to detect customization in drones, and explored the current available customization

techniques that could be used during a drone crime incident.

Researchers have investigated issues related to drone forensics and proposed a drone

forensics framework covering various components. The proposed framework by [68 ] consists

of the following steps:

1. Preparation

2. Identification and Collection

3. Identify Class and Category

4. Measure Weight: if more than 0.55lbs then check FAA regulation and if the drone

weight is less than 0.55lbs move to step 5

5. Check for customization: if customization present then compare specification with orig-

inal, but if not, then move to step 6

6. Check for fingerprints

7. WiFi

8. Bluetooth

9. Geo-location

10. Memory Card

11. Inbuilt Camera: if not, then was Gimbal present?; if not, move to step 12 and if yes,

move back to step 10 for Memory Card

12. Document and Report

The proposed framework by Jain et al., (2017) addressed very important aspects of drone

forensics. For instance, classifying physical evidence (i.e., drone class, possible customiza-

tion, and DNA evidence) at the crime scene, which is considered initial preparation and
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identification of the evidence. Steps 7–11, relate to media storage devices and digital evi-

dence linked to communication protocols (WiFi and Bluetooth). The authors did not specify

the following:

• Analysis and Examination phase: the framework should include steps related to the

technical investigation techniques.

• Customization should include software related techniques.

• WiFi and Bluetooth do not reveal invaluable digital evidence.

However, step 11 discusses an important phase related to commercial drone forensics. Foren-

sic analysis of memory card and media storage has been presented by [6 ], where geo-locations

were extracted from both videos and images captured by a drone.

Since the UAS is structured and designed based on several software components (i.e.,

sensors, actuators, and software applications), a framework was proposed by [84 ] to deal with

log examination. The presented framework included a visualized figure highlighting steps

to logs initiation. Therefore, the following steps provide more details about the proposed

model by the authors:

1. Drone takes off

2. Logs created with values of all parameters

3. Processed flight including timestamps, flight path, power usage, three principals of

aviation, geo-location, speed, IMU, distance traveled, etc.

4. Logs uploaded to a PC to refine and analyze using the proposed framework

5. Visualization using JavaFX and Google Maps API

In general, both drone frameworks presented different investigative aspects that could

aid forensic investigators and law enforcement.
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2.3.1 Published Drone Frameworks: 2018-2019

In 2019, a framework proposed an algorithm designed to extract log data from drones

[85 ]. Steps included:

1. Upload log file— success

2. Read data—success

3. Detect drone—convert from CSV to KML

4. Visualize data on Maps

Another work proposed a forensic process framework for small-scale drones [86 ]. The

framework included the following steps:

1. Is UAV in Mid-Air? if yes, then move to step 2 and if no, move to step 4

2. Hack UAV and Controller

3. Navigate UAV to desired location

4. Confiscate UAV

5. Process UAV

6. Forensic Analysis

7. Document, Report, and Present

The proposed work concentrated on small-scale drones; however, hacking into a flying

device is not a well-known methodology in the digital forensics field. As such, the proposed

framework will not add much value to the drone forensic techniques. Nonetheless, the pro-

posed work might contribute to the potential antiforensic techniques that can be performed

on small-scale drones. For instance, an adversary might take control of an airborne drone to

commit a crime.

The investigative drone framework presented by [87 ] included seven important phases:
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1. Preparation: knowledge of diverse UAS systems is needed to prepare the evidence.

2. Scene Control: to maintain psychical evidence integrity.

3. Customization Detection: hardware customization might be present.

4. Data Acquisition: all data should be acquired (i.e., volatile and non-volatile including

network based data).

5. Evidence Authentication: follow best digital forensics practice to avoid data loss or

alteration.

6. Evidence Examination: analysis and examination of related digital artifacts.

7. Presentation: report presentation.

Moreover, authors in [7 ] proposed a forensic investigation process composed of 20 detailed

steps related to the identification phase of traditional digital forensics; these include:

1. Identify and determine the chain of command

2. Have conventional forensic practices such as DNA analysis already been implemented?

3. Identify the role of the device in conducting the offence

4. Photographs

5. Identify the make and model

6. Open-source investigation to identify device characteristics

7. Identify capabilities (video/audio recording, carrying capacity and technique)

8. Identify potential modifications

9. Identify data storage locations

10. Identify ports

11. Extracts removable data storage mediums
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12. Preserve evidence

The association between the proposed drone investigation framework and the tradi-

tional digital forensics process has been clearly illustrated. However, information related to

network-based data has not been technically discussed. Therefore, acquiring network-based

data is not essential at all when it comes to drone forensics. A ten-step drone technical foren-

sic investigation process has been demonstrated by [6 ]. The proposed framework consists of

the following steps:

1. Preparation

2. Identify Digital and Physical Evidence if all drone components (i.e., remote control,

memory cards, and drone body) are present, then move to step 4 but, if not all drone

components are present, then is the remote controller available? if yes, move to step 3

3. Investigate available Media File Storage.

4. Investigation Media File Storage and Flight Logs.

5. Validate Digital Evidence.

6. Withdraw Fight Activity Log if data is encrypted, move to step 7 but, if data is not

encrypted, move to step 8.

7. Decrypt Data.

8. Visualize GPS data.

9. Interpretation of drone blackbox.

10. Report findings.

While this framework started with similar steps to some of the discussed frameworks, it

focused on technical examination processes such as encrypted digital evidence, and the pres-

ence of all drone components.
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2.3.2 Published Drone Frameworks: 2020

Recently, INTERPOL has developed a drone incident framework for first responders and

digital forensics practitioners INTERPOL (2020). The 130 page document covered details

such as categories of UAVs, components, payloads, associated evidence, possible offences

using drones, process of investigation, etc. The process of drone forensic investigation is

different as every incident is solved in a certain way. Furthermore, identifying the offender

is a challenge which requires further investigation INTERPOL (2020). To this end, the

proposed process of investigation mostly deals with postincident investigation to identify the

suspect and answers the three W questions (Why, where, and When).

Researchers [88 ] discussed eight technical requirements of admissible digital evidence

including—digital forensic models, digital forensic tools, chain of custody, digital forensic

analysts and experts, digital forensic laboratories, technical integrity verification, digital

forensic expert witnesses, and digital forensic reports, respectively. When applying these

technical requirements to the UAV forensic investigation domain, there should not be any

differences because the impact that emerging technologies (e.g., drones) have on the admis-

sibility is related to the technical integrity validation. How reliable is that digital evidence?

[88 ] discussed the requirements of admissible digital evidence in legal proceedings. The le-

gal requirements consists of legal authorization, digital evidence relevance, digital evidence

authenticity, digital evidence integrity, and digital evidence reliability.

In addition, researchers in [88 ] proposed the harmonized model for digital evidence ad-

missibility assessment (HM-DEAA) that encapsulates some necessary technical and legal re-

quirements of admissible digital evidence. This study adopts the HM-DEAA and determine

if technical requirements of UAV forensics impact the legal requirements of admissible digital

evidence. Researchers proposed three phases including— (1) digital evidence assessment, (2)

digital evidence consideration, and (3) digital evidence determination. The classification of

these requirements were based on the tendency and significant impact on the admissibility

of digital evidence. To address the proposed hypothesis for the UAV forensic investigation

dimension, the author selects only the core requirements associated with phase 2 (i.e., digital

evidence consideration) as it has the most influential impact on evidence admissibility.
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There are certain criteria for digital forensic evidence to be forensically sound. Before

jumping to the definition of what is forensic-soundness, it is important to understand the

meaning of forensic computing. Forensic computing was defined by [89 ] as: “The use of

scientifically derived and proven methods toward the preservation, collection, validation,

identification, analysis, interpretation, documentation and presentation of digital evidence

derived from digital sources for the purpose of facilitating or furthering the reconstruction

of events found to be criminal, or helping to anticipate unauthorized actions shown to be

disruptive to planned operations.” On the other side, researchers have a different definition

of the forensic computing concept. Some look at it as processes for digital crime investigation

purposes [90 ], while [91 ] claim that digital forensic is completely different that other types of

digital investigations. Evidentiary requirements and standards are the necessary components

of any type of digital forensics, The computer forensic field has dramatically expanded and

became broader in concept. This is correlated with the number of connected devices and

advancement of technology. Therefore, what is forensically sound evidence? Researchers

in [92 ] defined it as “the application of a transparent digital forensic process that preserves

the original meaning of the data for production in a court of law.”. An evaluation of digital

evidence has been proposed in [92 ], where criterion 1 insures that the evidence has been

altered during the digital forensic processes, criterion 2 potential errors and reliability of the

recovered evidence, criterion 3 deals with reproducibility of the examination and analysis,

and criterion 4 knowledge and experience of the digital forensic analyst. In this study, the

author relies on few standards to propose a UAV digital evidence evaluation metric that aids

in examining the soundness of digital evidence recovered from UAVs.

In summary, this Section 2.3 demonstrates the current challenges of UAV forensic inves-

tigation and provides an insight into the available UAV investigation frameworks. Some of

these frameworks mainly concentrate on crime scene processing; while others concentrate on

the technical investigation process. To add to these frameworks, the author aims to incor-

porate several disciplines (e.g., behavioral analysis and forensic intelligence) to supplement

the proposed UAS intelligence-led taxonomy.
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2.4 Summary

This chapter discusses an overview of UAS technology and a three-dimensional perspective—

including behavioral analysis, FORINT, and UAV forensic investigation. In addition, this

chapter presents the importance of incorporating several disciplines as a source of intelli-

gence. The next section will demonstrate the research approach for each domain, behavioral

analysis, FORINT, and UAV forensic investigation, respectively.
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3. METHODOLOGY

The selected research methodology in this study aims to provide a holistic approach for UAS

forensic investigations by incorporating intelligence techniques. This includes practical UAV

forensics, personality patterns of UAS deviants, and forensic intelligence. The UAV foren-

sic domain concentrates on technical elements and challenges. The technical investigation

domain deals with the source and type of digital evidence, the UAV forensic models, and

the forensic soundness of digital evidence based on the Daubert standards categorized by

(1) the International Organization for Standardization in the field of information technol-

ogy (ISO/IEC 27037), (2): the Scientific Working Group on Digital Evidence (SWGDE)

documents, and (3) the four principles of digital evidence (i.e., authenticity, completeness,

reliability, and believability). To this end, a three-dimensional approach is necessary to de-

velop an extensive study that results in a novel UAS Forensic Intelligence-Led Taxonomy.

Combining only two disciplines (i.e., UAV forensic investigation and behavioral pattern anal-

ysis) assists in developing an ontology that describes the relationship between their entities;

however, the objective of this study is to develop a taxonomy that incorporates all three

domains to empirically classify these entities; see Figure 3.1 .

An Ontology is philosophically defined as a conceptual classification of individuals, classes,

attributes, relations, and events [93 ], [94 ]; conversely, a taxonomy is an empirical classifica-

tion technique that is based on similarities by maximizing the between-group variance and

minimizing the within-group variance [95 ]. This research combines three disciplines together

to generate a holistic taxonomy to build an intelligence-led taxonomy specific for UAV foren-

sics. This chapter discusses three aspects of UAV forensics. The first aspect is the current

UAV forensics components. The second aspect demonstrates the design of the conducted

behavioral study on UAS deviants. The last aspect incorporates the forensic intelligence

processes into the proposed taxonomy to link and deliver intelligence to the UAV forensics

field.
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Figure 3.1. Venn diagram Showing the relationship between the three dimensions

Figure 3.2. Research Methodology
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The research methodology illustrated in Figure 3.2 investigates three important dimen-

sions tied to the proposed research question. Each dimension addresses one hypothesis that

follows a specific research approach aiming to enhance the proposed U-FIT. This study is

divided into four stages, as follows:

• Stage one: This stage of the research applies behavioral analyses to examine the per-

sonality patterns of UAS deviance and distinguish them. The proposed hypothesis for

this dimension is that H1: behavioral patterns significantly predict the tendencies for

the UAS deviance at a significant level of 0.05. To test this hypothesis, the author

conducted a survey that measures the behavior of UAS deviance in a self-reported

format (see Section 3.1 ).

• Stage two: The second stage is to evaluate the collected data from stage 1 to propose

a threat model based on the self-reported anti-detection techniques to enhance the

proactive intelligence technique of UAS investigation. The hypothesis here is H2:

self-reported anti-detection techniques used by UAS deviants significantly improve the

proactive intelligence modeling techniques.

• Stage three: For stage three, the approach is different because the hypothesis requires

the author to conduct an examination that measures the forensic soundness of UAV

digital evidence. The selected approach is based on the proposed UAV digital evidence

metric (see Section 3.3 ).

• Stage four: The final stage is to incorporate all outcomes from stages 1,2, and 3

and enhance the proposed taxonomy. This stage should address and discuss how

evaluating the behavioral characteristics of UAS deviants, self-reported techniques,

and forensic soundness of UAV digital evidence can supplement the proposed UAS

forensic intelligence-led taxonomy.

3.1 Behavioral Study of UAV Deviants Actions

The selected methodology for this domain was based on a self-reported anonymous sur-

vey that includes a reliable psychometric to measure the behavioral characteristics of partic-
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ipants. The author piloted a study to prepare and improve the final data collection process

aiming to minimize some of the delimitations.The pilot study included a survey questionnaire

and anonymously collected responses from 643 individuals in a self-reported format via Ama-

zon MTurk (i.e., a crowd-sourcing service). This study was approved by the Institutional

Review Board (IRB) of Purdue University, and informed consent was obtained from the par-

ticipants to maintain the anonymity and authenticity of the collected data and the purpose

of the study. Participants received $0.50 for their efforts via an anonymous payment system

set up through Mechanical Turk. To validate responses, a validation question was randomly

placed to ensure respondents’ attention and avoid spambots. Of the 643 participants, 119

were excluded from completing the survey as they failed to pass the validation question, 18

were removed as they randomly failed to answer certain questions, and 15 participants who

declined to self-report whether they were drone or non-drone users were excluded from the

study. Finally, n=506 respondents were included in the dataset for annotation. The study

contained 18 items of the short EPA version and the FFM with 30 items related to Big Five

Personality Traits (BFPT).

3.1.1 Pilot Study

The pilot study investigated the observed variables to examine the feasibility of the col-

lected data and the validity of selected approach. The questionnaire contained 48 questions

and data were collected from 506 respondents after data manipulation. According to [96 ],

the recommended sample size of a pilot study is (N = 100) when studying fewer than five

constructs. On the other side, researchers in [97 ] suggested a sample size of (N = 150) when

considering 40 item statements. In addition, the authors in [98 ] claimed that the sample

size of a pilot test should be at least five times the number of indicators. In this pilot study,

the questions were divided into 11 constructs. As a result, this pilot study examines only

5 constructs with a total of 30 items. The big five personality instrument has five scales.

The total sample is size (N = 506) after data cleaning and by following the recommended

methodology [99 ]; thus, there are 30 indicators (30 × 5 = 150), which means that 150 is

the minimum required sample size for this pilot study. The design of the survey included
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demographic items such as age, gender, ethnicity, level of education, and employment status.

Furthermore, the survey contained some self-report questions related to illicit use of drones

(i.e., operating an aircraft non-compliant with safety laws) and an item related to drone

weaponization (e.g., have you ever equipped a drone with weapons?). These were forced

response items as participants have the option to decline to respond to these questions.

Individuals who self-reported drone incidents or illegal use will move to another item that

further identifies the type of drone felony.

Past studies have shown that agreeableness and conscientiousness are important scales

of the FFM because of their strong relationship to various antisocial behaviors (e.g., reactive

and proactive aggression [100 ]; and relation regression [101 ]) [102 ]. In general, studies have

shown that 75% of individuals who committed at least one crime exhibit antisocial person-

ality traits [103 ], and it is evident that antisocial behavior increases the risk for violence

[104 ].

The design of the pilot study variables is illustrated in Table 3.1 , which include demo-

graphic items such as age, gender, ethnicity, qualification, and employment status. There

are two psychological instruments, and several independent variables.

Conducting a pilot test could aid in enhancing the feasibility of the proposed study. The

evaluation of the collected data indicates that there is no need to modify any of the study

protocols because of the value that the data provides in categorizing UAS deviants actions.

The pretest measured drone-flying deviants, normal drone users, and non-drone users.

The direction of the pilot study was to distinguish between drone-flying criminals and

non-drone criminals. After a few considerations, the full-scale study will focus on deviant

behaviros of drone users rather than criminals because of the criminal federal law related to

drone use is not ready to be studied among some countries.

3.1.2 Full-Scale Study

The ontology illustrated in Figure 3.3 consists of three entities within the behavioral

domain. For instance, UAS deviants actions included in the study, psychological instruments,
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Figure 3.3. Behavioral Analyses Ontology

Table 3.1.
Study Variables

Category Variables
Demographic Gender - Age - Ethnicity - Degree - Drone vs Non-drone operators
UAV Background and Skills FAA certificate - Type of use - Purpose of use - No-Fly-Zone
Self-reported UAV crimes Drone drug smugglers - Drone deviant activities
Psychological Instruments FFM - EPA

and additional entities pertaining to the examination of the behavioral characteristics of self-

reported UAS deviants actions.

The outcome variables in the full-scale study are shown in Table 3.1 .

This classifies UAS deviant actions. For participants who self-identify themselves as

drone or non-drone users, they will be redirected to an item that identifies if they have been

involved in any drone deviant actions. This will prevent misclassification when conducting

the behavioral analysis that aims to distinguish between these individuals.

Hypotheses

The hypotheses for this study are the following:

• H1: Behavioral patterns significantly predict the tendency for UAS deviance actions

at a significant level of 0.05.
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• H2: Self-reported anti-detection techniques used by UAS deviance significantly im-

prove the proactive intelligence modeling techniques.

• H3: Forensically-sound UAV digital evidence significantly increases the reliability of

the proposed UAS Forensic Intelligence-Led Taxonomy.

3.2 FORINT

Figure 3.4. FORINT Ontology

FORINT is the second domain that links the other dimensions by providing forensic data

intelligence that aids in supporting the UAV forensic investigative techniques (see Figure

3.4 ). This domain concentrates on UAS threat intelligence analysis. There are two types of

intelligence that perfectly support the UAS investigation problem. The reactive intelligence

approach deals with collecting data relevant to the counter-UAV measures and crime scene

investigation. This means that data collected during the detection and monitoring stage

should improve the active threat assessment to identify tactics, techniques, and procedures

(TTPs). Alternatively, data pertaining to the UAV and remote control type can be collected

at the crime scene investigation. Anti-forensic techniques related to UAVs are not very well

studied; however, the author emphasizes the importance of identifying these techniques in

both environments (i.e., the crime scene and UAV detection). There are several possible
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techniques: flying a UAV on a custom data link or low remote control signal could avoid

the radio frequency detection system. Another example relevant to the identification of

anti-forensic techniques in a crime scene environment could be wrapping the GPS antenna

with foil to bypass flight logging and other system features (e.g., no fly zone). A collection

of forensic case data would contribute not only to the UAV forensic process, but also to

threat assessment and predictive models. Proactive and reactive intelligence approaches

will enhance several UAV investigation techniques. The author expects that intelligence

analysis with regard to UAV forensic investigation and counter measures would add more

value to the overall investigation framework. Figure 3.5 illustrates a hierarchical model of

both approaches. Reactive approach begins from UAV detection and tracking going through

multiple stages (e.g., UAV capability, antiforensic detection) to the crime scene investigation

stage, where the identification of UAV and remote control is more accurate. The proactive

approach consists of several important stages that should be taken into account in UAV

forensic investigation—for instance, collecting data related to possible threats, UAS deviant

actions, risk factors, and antiforensics identified at rest and not in-motion compared to

reactive approach. Proactive intelligence includes open-source intelligence where most of the

crime activities take place. For instance, the dark web is one of the interesting spots for UAS

deviants to exchanges services and illegal transactions pertaining to UAVs. In general, the

outcome of these approaches is to generate a reliable and accurate forensic case data that has

the capability to predict and enhance the decision-making process. The UAS intelligence-led

taxonomy incorporates these processes to aid in the process of UAV incident response.

The hypothesis for this section is to identify self-reported antidetection techniques used by

UAS deviants to significantly enhance the reactive and proactive intelligence modeling. Col-

lecting and evaluating self-reported information will enable the author to better understand

some of the antiforensic and antidetection techniques. The evaluation of this information

will also help in enhancing the the FORINT approach, illustrated in Figure 3.5 . The overall

outcome of this dimension is to feed the forensic case data with reactive and proactive infor-

mation to evaluate the data targeting several aspects such as UAV threat hunting, counter

measures, UAV incident response, adversarial risk analysis, UAV forensics—and to enhance

investigative frameworks.
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Figure 3.5. FORINT Approach towards the UAS intelligence-led taxonomy

3.3 UAV Forensics Investigation

The UAV forensic ontology illustrated in Figure 3.6 simplifies the elements involved with

the technical investigation of UAVs. These elements include processes that have association

with each other. The author examines multiple sources of evidence such as memory cards,

cloud, chip-offs, remote control, mobile apps, and smartphones. It is important to note that

each source of evidence has several categories depending on the UAV type. Moreover, there

are two forensic layers in UAV investigation; the physical and digital layers. The physical

layer deals with evidence found on objects at the crime scene such as DNA; whereas the digital

layer deals with a broader scope of evidence acquired from multiple hardware. The third

element of UAV forensic investigation is the type of evidence that needs to be preserved for

further analysis. These types include media files, flight logs, Personal Identifiable Information

(PII), sensor logs, software logs, and DNA. The analysis phase is performed based on the

source and type of evidence. In the cyber forensics field, there are several tools that have

a specific performance and capability. The UAV forensic ontology shows a fifth element

that includes the currently available UAV forensic models. Frameworks proposed in [7 ],
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Figure 3.6. UAV Forensic Ontology

[68 ] demonstrate processes related to an identification and preservation of digital evidence,

while the technical investigative framework proposed in [6 ] covers the analysis phase of UAV

forensics. A good elaboration on the reporting and documenting phase has been discussed

in the framework for responding to a drone incident [67 ]. None of the UAV frameworks

has discussed the admissibility and integrity of evidence, or procedures to interpret acquired

evidence in an acceptable form in courts. The UAV forensic ontology ends with an important

process which determines whether the analysis is forensically sound or not. Also, there is a

paucity of research work pertaining to the examination of UAS deviants. These actors have

different approaches and it is necessary to study their behavioral characteristics, which the

author proposes will enhance forensic data intelligence.
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Finally, the author revisits digital evidence guidelines and standards to apply them on

UAV digital evidence and measures weather the integrity and validity of technical prodecures

might impact the legal requirements of admissible digital evidence in court. The hypothesis

for this dimension is that forensically sound UAV digital evidence significantly enhances the

reliability of the proposed UAS Forensic Intelligence-Led Taxonomy. The author conducted

a comprehensive evaluation of UAV digital evidence. The methodology follows the Daubert

standards. The author proposes novel evaluation criteria for digital evidence assessment

illustrated in Figure 3.7 .

The UAV metric consists of five Daubert standards and matches a technical criterion

for each standards. For instance, the first standard suggests that theory or technique has

been tested. The author classifies these standards under the technical integrity verification,

which includes the type of digital evidence and UAV model. The second Daubert standard

is that the theory or technique has been subjected to peer review and publication, therefore

the author collects and evaluates current literature and open-source UAV forensic models

and/or tools. For the third standard, maintenance of standards controlling its operation, the

author selects the ISO/IEC 27037 standard pertaining to the evaluation of digital evidence.

In addition, SWDGE and the four principles of digital evidence were selected to measure

potential error rate. Finally, the last Daubert standard is that these peer-review articles are

widespread and acceptance within a relevant scientific community. The author selects the

number of citations per article as a measure.

To speculate on that, the proposed critical metrics for digital evidence extracted from

UAVs was based on the following standards (see Figure 3.7 ): (1) the International Organi-

zation for Standardization in the field of Information Technology (ISO/IEC 27037), (2): the

Scientific Working Group on Digital Evidence (SWGDE) documents, (3): the five principles

of digital evidence,(4): the Daubert standards which include testing and peer review factors.

These factors are applied to scientific produces in the field. The Daubert standards address

if the scientific procedure has been tested, published, and subjected to peer review [105 ].

The proposed UAV metrics to evaluate digital evidence aids in the evaluation process

and the technique demonstrated in Figure 3.8 . The evaluation process begins with several

variable such as X, Y, and Z. A description of each variable is given in Table 3.2 .
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Table 3.2.
Explanation of Each Variable in the Evaluation Process Illustrated in Figure 3.8 .

Variable Explanation Criteria
X variable refers to the evaluation of the

ISO/IEC 27037
auditable, repeatable, reproducible, and jus-
tifiable

Y variable refers to the evaluation of the
SWDGE cretirias

evidence preservation, extraction methods,
network isolation, and synchronization).

Z variable refers to the evaluation of the four
principles of digital evidence

believability, authenticity, completeness, and
reliability

Total array that calculates the total score of
(X+Y+Z) for each article.

D array for the final decision of each article.
sum sum is the operation of calculating total di-

vided by the number of articles.
i counter
Average average is to get the mean of all calculated

creteria of all entered articles.

The evaluation process illustrated in Figure 3.8 shows the calculation process for each

metric and all criteria. Once the total of twelve criteria is calculated for all research articles,

the average of the total score will be calculated to check evaluations above or below than the

mean. In addition, a regression analysis will be conducted to measure the number of citations

of research articles to predict the total score of these evaluations. Each criteria has either a

value of zero or one for evaluation. For instance, if an article presents auditable techniques,

then it will have a positive score. From the twelve criteria, there is only one reversed item

(network isolation). This means that if an article demonstrated network isolation technique,

it will be assigned with 0 and if the article did not follow network isolation procedures, it

will be given 1.

3.4 An Interdisciplinary Approach

The main objective of this research is to explore techniques and procedures that blend

three disciplines (UAV forensic investigation, behavioral analysis, and forensic intelligence)

together. Each discipline has its own characteristics in supporting UAS intelligence-led

taxonomy. The research methodology is illustrated in Table 3.3 , where technical analysis

will be performed for the UAV forensic and FORINT disciplines and a self-reported survey

will be conducted to identify behavioral patterns related to UAS deviants. Finally, the
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taxonomy will combine the findings of all three disciplines to answer the proposed research

question.

Table 3.3.
Research Methodology & Contribution

Discipline Research Method(s) Contribution
UAV Forensic Investigation Technical Analysis Integrity and Reliability of UAS digital evidence
Behavioral Analysis Survey Behavioral profiling UAS deviant actions
Forensic Intelligence (FORINT) Technical Analysis and Survey UAS threat hunting and investigation techniques

3.5 Summary

This chapter provided extensive information about the research methodology. The study

incorporates three domains in an interdisciplinary approach to enhance the forensic case

data collection and analysis aiding the UAV forensic investigation techniques. This chapter

demonstrate the importance of additional components to UAV forensics, such as behavioral

analysis and FORINT. The main goal of the study is to integrate three important elements:

technology, people, and process.
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Figure 3.7. UAV Digital Evidence Metrics
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Figure 3.8. UAV Digital Evidence Evaluation Process
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4. RESULTS AND ANALYSIS

In this chapter, the author discusses and addresses the proposed hypotheses of each dimension

(i.e., behavioral analysis, FORINT, and UAV forensic). Each dimension is responsible for

a specific contribution as shown in the UAS forensic intelligence-led taxonomy mind map

(Figure 4.1 ). The author proposes a taxonomy that consists of three important aspects

including—technical, behavioral, and procedural. The technical aspect deals with technical

challenges associated with UAV forensics such as integrity, reliability, and reproducibility

of digital evidence recovered from UAVs. The behavioral aspects classify the UAS deviance

behaviors based on the level of tendency. Finally, the procedural aspect links the two previous

dimensions by collecting all data and transforming it into an intelligence based information

that adds novel techniques in responding to UAV attacks.

4.1 Behavioral Analysis of UAS Deviant and Illegal Actions

There exists a paucity of research in the evaluation of characteristics of reasoning related

to the use of Unmanned Aerial Vehicles (i.e., drone) among hobbyists and drone-flying de-

viant actions. The aim of this behavioral analysis was to reveal differences in the Big Five

Personality Traits (BFPTs) related to drone-flying deviants compared to individuals who

never used drones for deviant actions. Self-reported data were obtained anonymously from

respondents on questions related to the attitudes and behavior of drone users. Personality

traits of the respondents were measured using Widiger’s Five Factor Model (FFM), which

included variables such as extraversion (versus introversion), agreeableness (versus antago-

nism), conscientiousness (versus undependability), openness (versus closedness) to one’s own

experience, and neuroticism (versus emotional stability).

4.1.1 Reliability Analysis

The reliability analysis indicated no reliability score reported a score below 0.6. The

reported reliability score were extraversion (versus introversion) Cronbach α = 0.655 , agree-

ableness (versus antagonism) Cronbach α = 0.773, conscientiousness (versus undependabil-
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ity) Cronbach α =0.748, openness (versus closedness) to one’s own experience Cronbach α =

0.729, neuroticism (versus emotional stability) Cronbach α =0.890, disinhibition Cronbach

α = 0.815, and antagonism Cronbach α = 0.767.

4.1.2 Behavioral Profile of Drone Drug Smugglers

The analysis was performed on 266 respondents comprising 60.7% (n = 162) non-drone

smugglers, and 39.0% (n = 104) who smuggle drugs using drones (see Table 4.1 ). The

descriptive statistics illustrated in Table 4.2 indicate that the 266 respondents comprise

about 184 males and 82 females. The majority of respondents were Asians followed by

white race as shown in Table 4.3 . The sample included variety of degree holders and most

participants hold bachelor’s or master’s degrees; whereas, age group 18 to 35 represents 210

out of the 266 respondents (see Tables 4.4 and 4.5 ).

The BFPTs were able to distinguish drone drug smugglers from non-drone smugglers.

The empirical results showed that drone drug smugglers reported a significant difference

in the magnitudes of neuroticism and extraversion traits. Neuroticism trait significantly

predicts the behavioral tendency among drone drug smugglers.

Table 4.1.
Frequency distribution of drone deviants vs nondeviant drone deviants (drug Smuggling)

Variables Frequency Percent
Drone Smugglers 104 39.0
Non-drone Smugglers 162 60.7

Table 4.2.
Descriptive statistics by gender

Variables Frequency Percent
Male 184 69.2
Female 82 30.8
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Table 4.3.
Descriptive statistics by ethnicity

Variables Frequency Percent
White 74 27.8
Hispanic or Latino 11 4.1
African American 19 7.1
Asian 153 57.5
Native American 7 2.6
Other 2 .8

Table 4.4.
Descriptive statistics by degree

Variables Frequency Percent
High school diploma or GED 13 4.9
Associate degree 24 9
Bachelor’s degree 159 59.8
Master’s degree 69 25.9
Doctorate degree 1 .4
Other 2 .8

Table 4.5.
Descriptive statistics by age group

Variables Frequency Percent
(Ages 18 - 25) 60 22.6
(Ages 26 - 35) 160 60.2
(Ages 36 - 45) 31 11.7
(Ages 46 - 55) 11 4.1
(Ages 56 - 65) 4 1.5

Figure 4.2 shows no outliers for drone drug smugglers and non-drone smugglers distri-

bution. The Kolmogorov-Smirnov and Shapiro-Wilk tests for normality, illustrated in Table

4.6 , yielded p-values > 0.05 for all groups, thereby accepting the null hypothesis of normality.

The normal Q-Q Plots shown in (Figures 4.3 and 4.4 ) confirmed the proximity of observed

and expected quantiles of the distributions indicating that data were normally distributed.
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Figure 4.2. A boxplot showing no outliers for drone and non-drone drug
smugglers distribution

Table 4.6.
Tests of normality of the big five personality traits among drone drug smugglers
and non-drone smugglers.

Big Five Personality (total score) Kolmogorov-Smirnova Shapiro-Wilk
Statistic Df Sig Statistic Df Sig

Drone Smugglers 0.108 104 0.005 0.960 104 0.003
Non-drone Smugglers 0.036 162 0.200* 0.995 162 0.848
*. This is a lower bound of the true significance.
a. Lilliedors Significance Correction.

Independent t-tests examining the distribution of neuroticism (versus emotional stability)

among drone drug smugglers (n = 104) showed mean value (M) of 21.5 (SD = 4.6) compared

to non-drone smugglers (n = 162) (M = 15.45; SD = 5.5) (see Table 4.8 ).

The between-group differences in values of SD were found to be significant (Levene’s test;

p= .001). Therefore, the equality of variances was rejected and the p-value of the t-test not

assuming equal variances was reported: t (264.47) = -9.66, p= .00. Since p < 0.05, the null
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Figure 4.3. Normal Q – Q Plot BFPT for non-drone Smugglers

hypothesis was rejected, showing that neuroticism (versus emotional stability) was signifi-

cantly different between drone drug smugglers and non-drone smugglers. The distribution

of openness (versus closedness) to one’s own experience among drone deviants (n = 104)

showed (M = 21.46; SD = 4.2) compared to nondeviant drone users (n = 162) (M = 19.72;

SD = 4.2). The between-group differences in values of SD were found to be not significant

(Levene’s test; p= .963). Therefore, the variances were assumed to be equal and the p-value

of the t-test for the equal variances was reported: t(264) = -3.27, p= .01. Since p < 0.05, the

null hypothesis was rejected, showing that openness (versus closedness) to one’s own experi-

ence was significantly different between drone drug smugglers and non-drone smugglers. The

distribution of agreeableness (versus antagonism) among drone deviants (n = 104) showed

(M = 21.62; SD = 3.9) compared to nondeviant drone users (n = 162) with (M = 20.91;

SD = 4.3). The between-group differences in values of SD were found to be not significant

(Levene’s test; p= .149). Therefore, the variances were assumed to be equal and the reported

p-value of the t-test for the equal variances was reported: t(264) = -1.34, p= .181. Since p

> 0.05, the null hypothesis was accepted, showing that agreeableness (versus antagonism)
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Figure 4.4. Normal Q – Q plot BFPT for drone drug smugglers

was not significantly different between drone drug smugglers and non-drone smugglers. The

distribution of conscientiousness (versus undependability) among drone deviants (n = 104)

showed (M = 22.41; SD = 3.5) compared to nondeviant drone users (n = 162) with M

= 22.24 (SD = 3.8). The between-group differences in values of SD were found to be not

significant (Levene’s test; p= .307). Therefore, the variances were assumed to be equal and

the reported p-value of the t-test for the equal variances was reported: t(264) = -0.37, p=

.708. Since p > 0.05, the null hypothesis was not rejected, showing that conscientiousness

(versus undependability) was not significantly different between drone drug smugglers and

non-drone smugglers. Finally, the distribution of extraversion (versus introversion) among

drone deviants (n = 104) showed (M = 11.51; SD = 3.6) compared to nondeviant drone

users (n = 162) with M = 12.77 (SD = 3.3). The between-group differences in values of

SD were found to be not significant (Levene’s test; p= .914). Therefore, the variances were

assumed to be equal and the reported p-value of the t-test for the equal variances was re-

ported: t(264) = 2.90, p= .004. Since p < .05, the null hypothesis was rejected, showing

that extraversion (versus introversion) was significantly different between drone drug smug-
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glers and non-drone smugglers. The empirical results for the first deviant action (i.e., drone

drug smugglers) indicates that there is a significant difference in the BFPT between between

drone drug smugglers and non-drone smugglers; hence, the author concludes that there were

individual differences between drone drug smugglers and non-drone smugglers.

A Simple Linear Regression (SLR) was carried out to test if neuroticism and extraversion

personality traits significantly predict the tendency for drone deviant actions. The models

linked the binary indicator of involving in a drug smuggling activity using drones or not (1

– yes, 0 - no) with the corresponding scores, which resulted in the estimation of two linear

probability models.

The analysis showed a significant regression (F (1, 264) = 86.29, p= .000), with an R2̂

of 0.243; hence, 24.3% of the variance in the probability of involving in a drug smuggling

activity using drones may be explained by neuroticism (see Table 4.7 ).

Table 4.7.
Summary of simple regression analyses for neuroticism and extraversion pre-
dicting drone smugglers)

Predictors B SE B β
Neuroticism 0.04 0.00** 0.5
Extraversion -0.03 0.00** -0.18

R2 0.243
0.028

F 86.29**
8.63*

*p < 0.05. **p < 0.01.

The regression of individuals who involved in drug smuggling activity using drones status

on extraversion score was also significant (F (1, 264) = 8.63, p= .004), thus involving in a

drug smuggling activity using drones may be explained by extraversion. This indicates that

neuroticism and extraversion personality traits are significant predictors for individuals who

involved in drug smuggling activity using drones.

An increased level of neuroticism implies an increase in traits such as anger, embar-

rassment, temptation, and helplessness. The empirical result supported the research goal.

Extraversion was another personality trait that can distinguish between drone and non-drone
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Table 4.8.
Comparing personality traits between drone and non-drone smugglers .

Groups
Variable Drone Smugglers

(n = 104)
Non-drone Smugglers
(n = 162)

t-value p

neuroticism (versus emotional stability) M 21.51 15.45 -9.29 0.000
SD (4.6) (5.5)

openness (versus closedness) to one’s own expe-
rience

M 21.46 19.72 -3.27 0.001

SD (4.2) (4.2)
agreeableness (versus antagonism) M 21.62 20.91 -1.37 0.171

SD (39) (4.3)
conscientiousness (versus undependability) M 22.41 22.24 -0.37 0.708

SD (3.5) (3.8)
extraversion (versus introversion) M 11.51 12.77 2.90 0.004

SD (3.6) (3.3)

smuggler. The results showed a significant difference between the two groups indicating that

drone smugglers had a lower level of extraversion, suggesting an introverted personality trait.

To better understand antisocial personality traits that predict the behavior of drone

drug smugglers, regression analyzses were conducted on the three instruments of Antisocial

Personality Disorders (APD) including, disinhibition, antagonism, and emotional stability.

These analyzes will determine if any of the APD behaviors significantly predict the tendency

for drone drug smugglers.

A Simple Linear Regression (SLR) was carried out to test if disinhibition and antagonism

behavior significantly predict the tendency for drone smugglers. The models linked the bi-

nary indicator of being a drone-flying smuggler (1 - yes, 0 - no) with the corresponding

scores, which resulted in the estimation of two linear probability models.

The analysis showed a significant regression (F (1, 264) = 73.47, p = .000), with an R2̂ of

0.218; hence, being a drone smuggler may be explained by disinhibition personality disorder.

The regression of drone drug smugglers on antagonism was also significant (F (1, 262) =

53.82, p = .000), indicating that being a drone smuggler may be explained by antagonism

personality disorder. As a result, this indicates that disinhibition and antagonism may be

significant predictors of APD among drone smugglers (see Table 4.9 ).
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Table 4.9.
Summary of simple regression analyses for disinhibition and antagonism pre-
dicting drone smugglers

Predictors B SE B β

Disinhibition 4.11 0.00** 0.47
Antagonism 4.43 0.00** 0.41

R2 0.218
0.171

F 73.47**
53.82**

*p < 0.05. **p < 0.01.

The APD and BFPT scores obtained were effective in distinguishing individuals based

on certain personality traits such as APDs (i.e., disinhibition and antagonism). These novel

and highly distinguishing features in the behavioral personality of the drone users included

in this study may be of particular importance not only in the field of behavioral psychology,

but also law enforcement.

For the first time, to the best of the author’s knowledge, the personality traits of normal

drone users and individuals who anonymously self-professed to being involved in deviant

actions usign drones were tested in this study using the Five Factor Model (FFM) and the

Elemental Psychopathy Assessment (EPA) to measure their level of personality. The FFM

included all the BFPTs and the EPA comprise traits related to APDs (i.e., disinhibition,

antagonism, and emotional stability). We excluded emotional stability scale as a variable in

our analysis because the preliminary work of this research indicated that neuroticism was

a significant predictor of drone drug smugglers, and further there were no significant indi-

vidual differences in agreeableness (versus antagonism) between drone drug smugglers and

normal drone users. The Statistical analyses showed no significance difference in the levels

of agreeableness and conscientiousness between drone drug smugglers versus normal drone

users. This may be attributed to the inclusion of participants who committed other types

of crimes in the sample of normal drone users (n = 162). Thus, the results indicated that

disinhibition and antagonism were significant predictors of APD in drone drug smugglers.
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The findings supported the overall research question in regards to the evaluation of the

behavioral characters to supplement the proposed UAS forensic Intelligence-led taxonomy.

4.1.3 Behavioral Analysis of UAS Deviant Actions

This research categories drone deviant actions into four groups:

• Drone users who flew a drone over an airfield.

• Drone users who flew a drone too high (i.e, above the legal altitude).

• Drone users who flew a drone up close to government buildings.

• Drone users who involved in a drone collision (e.g., personal injuries, plan crashes, or

property damage).

The study sample included 5.1% (n = 26) drone users who flew in controller airspace,

5.1% (n = 26) drone users who flew around government building, 7.5% (n = 38) drone users

who Flew at high altitude, and 5.7% (n = 29) drone users who involved in a drone Collision

(see Table 4.10 ).

Table 4.10.
Frequency distribution of drone deviant actions.

Variables Frequency Percent
Flew in controller airspace 26 5.1
Flew around government building 26 5.1
Flew at high altitude 38 7.5
Drone Collisions 29 5.7

A Simple Linear Regression (SLR) was carried out to test personality traits that signifi-

cantly predict the tendency for each deviant action. The models linked the binary indicator

of involving to any of the four deviant actions (1 - yes, 0 - no) with the corresponding

scores.

The analysis showed a significant regression (F (1, 500) = 8.251, p= .006); hence, drone

users who flew in controlled airspace may be explained by neuroticism. The regression of
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drone users who flew in controlled airspace status on antagonism score was also significant (F

(1, 500) = 13.282, p= .000), thus drone users who flew in controlled airspace may be explained

by antagonism. In comparison, the regression of this deviant group on disinhibition was

significant (F (1, 500) = 17.331, p= .000); thus, drone users who flew in controlled airspace

may be explained by disinhibition (see Table 4.11 ).

Table 4.11.
Summary of simple regression analyses for personality traits predicting drone
users who flew in controlled airspace.

Predictors B SE B β

Neuroticism 0.005 0.002* 0.127
Antagonism 0.006 0.043** 0.161
Disinhibition 0.008 0.002** 0.183

R2
0.016
0.26
0.033

F
8.251*
13.282**
17.331**

*p < 0.05. **p < 0.01.

The second UAS deviant action is flying around government buildings. The regres-

sion model indicates that neuroticism, emotional tability, antagonism, and disinhibtion were

significant predictors of drone users who flew around government buildings. The analysis

showed (1) a significant regression (F (1, 500) = 13.084, p= .000); hence, drone users who

flew around government buildings may be explained by neuroticism, (2) a significant regres-

sion (F (1, 500) = 4.389, p= .037); hence, drone users who flew around government buildings

may be explained by emotional stability, (3) a significant regression (F (1, 500) = 28.692,

p= .000); hence, drone users who flew around government buildings may be explained by

antagonism, and (4) a significant regression (F (1, 500) = 27.212, p= .000); hence, drone

users who flew around government buildings may be explained by disinhibition (see Table

4.12 ).

The third UAS deviant action is flying at a high altitude (e.g., above 400 feet). The

regression analysis indicates that this particular group has four predictors—including, neu-

74



Table 4.12.
Summary of simple regression analyses for personality traits predicting drone
users who flew around government building.

Predictors B SE B β

Neuroticism 0.006 0.002** 0.159
Emotional Stability 0.006 0.003* 0.093
Antagonism 0.009 0.002** 0.233
Disinhibition 0.010 0.002** 0.227

R2

0.025
0.009
0.054
0.051

F

13.084**
4.389*
28.692**
27.212**

*p < 0.05.**p < 0.01.

roticism, extraversion, antagonism, and disinhibition. The analysis showed (1) a significant

regression (F (1, 500) = 13.994, p= .000); hence, drone users who flew too high may be

explained by neuroticism, (2) a significant regression (F (1, 500) = 4.862, p= .028); hence,

drone users who flew too high may be explained by extraversion, (3) a significant regression

(F (1, 500) = 47.385, p= .000); hence, drone users who flew too high may be explained by

antagonism, and (4) a significant regression (F (1, 500) = 27.812, p= .000); hence, drone

users who flew too high may be explained by disinhibition (see Table 4.13 ).

The last UAS deviant action group is people who involved in drone collisions such as

personal injuries and property damage. The statstical analysis indicates three predictors

for this group—including neuroticism, antagonism, and disinhibition. The regression result

showed (1) a significant regression (F (1, 500) = 7.173, p= 0.008); hence, drone users who

involved in drone collisions may be explained by neuroticism, (2) a significant regression (F

(1, 500) = 30.611 , p= 0.000); hence, drone users who involved in drone collisions may be

explained by antagonism, and (3) a significant regression (F (1, 500) = 15.700 , p= .000);

hence, drone users who involved in drone collisions may be explained by disinhibition (see

Table 4.14 ).
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Table 4.13.
Summary of simple regression analyses for personality traits predicting drone
users who flew at high altitude.

Predictors B SE B β

Neuroticism 0.007 0.002** 0.164
Extraversion -0.008 0.004* -0.98
Antagonism 0.013 0.002** 0.294
Disinhibition 0.012 0.002** 0.229

R2

0.027
0.010
0.087
0.052

F
13.994**
4.862*
47.385**
27.812**

*p < 0.05. **p < 0.01.

Table 4.14.
Summary of simple regression analyses for personality traits predicting drone
users who involved in drone Collisions.

Predictors B SE B β

Neuroticism 0.005 0.002* 0.118
Antagonism 0.009 0.002** 0.240
Disinhibition 0.088 0.002** 0.174

R2
0.014
0.058
0.030

F
7.173*
30.611**
15.700**

*p < 0.05. **p < 0.01.

4.1.4 Hypothesis One Testing

The hypothesis for this dimension is that H1: behavioral patterns significantly predict

the tendency for UAS deviant and illegal acts at a significant level of 0.05. After conducting

several statistical analyses, the results indicate that the null hypothesis is rejected as there
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Figure 4.5. Behavioral profile of UAS deviant actions and drone smugglers

were some behavioral patterns that significantly predict the tendency for drone smugglers

and drone deviant actions. The outcome of these tests will aid in building a robust taxonomy

that classifies the studied groups.

4.2 Forensic Intelligence (FORINT)

The FORINT gathers and evaluates information collected from other aspects (e.g., UAV

forensic and self-reported data). The evaluation of these data will be classified into two

categories under the FORINT domain (e.g., proactive and reactive). Therefore, this section

examines hypothesis two (i.e., self-reported techniques used by UAS deviants significantly

enhance proactive and reactive intelligence modeling).
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4.2.1 Reactive Intelligence

Reactive intelligence requires the collection and evaluation of information at the crime

scene and/or from the counter UAS system. Information that can be collected at the crime

scene for reactive intelligence includes but is not limited to the type of UAV, type of remote

control, UAV capability, the anti-forensics technique used, etc. Alternatively, information

that can be identified and evaluated via the counter UAS system includes the anti-detection

technique used and custom data links. However, the author emphasizes the importance

of using information examined throughout the digital forensic examination process as a

source feed to the reactive intelligence evaluation process. For demonstration purposes, the

author presents two case scenarios to support the argument that UAV forensic analysis is an

important source feed to the reactive intelligence process.

Case scenario one illustrated in Figure 4.6 shows a UAV transporting drugs to a prison.

Suppose that a counter UAV is deployed on the site with good coverage (e.g., 10 kilome-

ters radius). The UAV mission was not successful as the UAV was seized while dropping

contraband, and charges were made against the drone pilot. Reactive intelligence begins

after seizing the UAV where UAV forensic examiners identify, collect, and analyze data

stored in the UAV. The argument here is that UAV forensic analysis adds value to many

decision-making processes.

These decision-making processes include:

• Identification of anti-forensic techniques.

• Identification of UAV behavior during a mission.

• Cross-validate information captured by counter UAV systems.

• Revisit the system requirements of deployed counter UAV systems.

• Increase the visibility of environmental challenges.

On the other hand, the case scenario presented in Figure 4.7 shows some of the chal-

lenges that could impact the visibility of counter UAV systems. The UAV was flying for

surveillance purposes near critical infrastructure to test the capability of currently deployed

78



Figure 4.6. UAV Prison Contraband

systems. Supposingly, this UAV mission was not detected by all counter UAV systems and

has successfully returned to the launch location. However, the same UAV crashed while

operating near an airport (see Figure 4.8 ). Conducting a forensic analysis considering the

chance that the UAV might have been involved in other malicious activities is important.

For instance, examining media files and auto-generated flight logs. Also, investigating the

slack space is important to determine if that particular UAV had any previous missions.

From these analyses, an investigator will be able to report all findings and proceed to the

legal context. When evaluating this information, decision makers will be able to enhance

their capabilities in responding to such attacks. The constant change in the flight behavior of

UAVs is not accurately captured from counter UAV systems and UAV forensic analysis could

identify unknown features that pose challenges to these systems (e.g., software modification

and anti-forensic techniques).
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Figure 4.7. UAV Surveillance
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Figure 4.8. UAV Crash Incident
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Figure 4.9. The process of reactive and proactive intelligence and their rela-
tionship to the other dimensions
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4.2.2 Proactive Intelligence

As illustrated in Figure 4.9 proactive data collection feeds data into the main database

collection moving to the next phase. The next phase is to gather proactive intelligence

data to support the overall model. Information evaluation in this stage could involve open-

source intelligence (e.g., dark web investigation) and self-reported data. Although, it is

evident that the dark web has malicious activities related to UAS crimes, discussing open-

source intelligence techniques is out of the scope of this research. Therefore, the proactive

intelligence analysis in this research concentrates on evaluating self-reported data to draw a

foundational base model. The hypothesis here is to test if self-reported techniques used by

UAS deviants significantly enhance proactive and reactive intelligence modeling.

A Pearson correlation analysis was performed to further analyze the association between

drone incidents (i.e., drone users who self-reported a history of drone incidents) and drone

smugglers (see Table 4.15 ). A significant moderately positive relationship r (266) = 0.583, p

< 0.01 was found; therefore indicating a significant association between drone users involved

in drone-related incidents and drug smuggling using drones. This may also indicate that

drone users are prone to drone incidents because they operate their drones in a manner that

might result in an incident, including drone crashes due to lost signals or entering a restricted

zone such as an airfield.

Table 4.15.
Correlations between drone incidents and drone drug smugglers.

Variable Drone Smugglers

Drone Smugglers -
Non-drone Smugglers 0.583**
Drone Incident = operating an aircraft non-compliant with safety laws
**p < 0.01

Self-reported information about the UAV model used by drone smugglers and normal

drone users was gathered for evaluation purposes. The evaluation started with collecting

the data and identifying the UAV model used by each participant from each group. This
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data can be very beneficial in determining the current technical gaps that could face UAV

forensic investigators. A gap analysis-based, enhanced, UAV forensic investigation model

was proposed as an approach to study these gaps and come up with an action plan that

could enhance the overall UAS intelligence-led taxonomy. The model is illustrated in Figure

4.10 and it shows five important steps taken to highlight the gaps.

Gap Analysis Based Enhanced UAV Forensic Investigation Model

1. Identify technical challenges: The first step is to identify technical challenges. This

includes challenges of custom-made UAV and digital forensics tools. The identification

of challenges related to digital forensics tools has been discussed in Figure 3.3 .

Figure 4.10. Gap analysis based enhanced UAV forensic investigation model

2. Identify reported UAV models: The second step is to gather information that was

self-reported by participants on the UAV model that they use. Information gathering

required some classification and data cleaning as the text entry question on the survey
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was ‘What is the make/model of the drone you fly?’ Also, participants who declined to

identify if they were involved in drone smuggling and/or deviant behaviors have been

removed from the collected data (n=643). The next step is to evaluate the gathered

information to enhance the proposed UAS intelligence-led taxonomy. To achieve that

goal, the author classifies all reported UAV models based on several important factors

such as flight endurance, weight, battery management, platform, remote control, and

communication protocol. Table 4.16 illustrates the weight, flight time, and whether or

not each reported UAV model has been discussed in scholarly articles.

The evaluation of this self-reported information provides intelligence related to drone

smugglers and their system requirements. Mostly, they tend to target medium-sized

and mid-range priced UAVs. Interestingly, the toyshine car drone reported has two

functionalities. A car motor that drives to that targeted location and then it flies for

about seven minutes. Most of the reported UAV models rely on wireless antenna as

a communication protocol between the drone and the remote control. In addition,

some smugglers reported the use of homemade and 3D printed models. Custom-made

UAVs pose challenges to the UAV forensics field for several reasons. 1) The ability to

customize hardware, software, and communication protocol; 2) the ability to deploy

specific encryption algorithms to the stored data; 3) the ability to have more control

on the UAV for data alteration purposes. All these will be discussed and included in

the proposed UAS intelligence-led taxonomy.

3. Identify covered UAV models in literature: After evaluating each UAV model, the

author found that most of the DJI UAV models have been recognized by researchers

in the field and heavily discussed. There are still some technical challenges remaining,

such as the decryption of flight logs to some specific models. However, the other

reported UAV models were not presented by researchers. This does not mean that UAV

forensic investigators are not aware of these models’ challenges. This includes the recent

drone incident response framework developed by the INTERPOL [67 ]. Therefore, the

evaluation of this self-reported information suggests several important elements that

will be discussed in the final chapter of this research.
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Table 4.16.
Self-reported unmanned aerial systems with their specifications

UAV Model Weight Endurance Researched
All DJI 500g - 1500g 20 - 45min Yes
Parrot Anafi 320g 25min Yes
3D printed 15% less than original

weight
Over 20min No

Toyshine Car 370 - 700 g 7min No
Parrot Disco-Pro 940 g 2km No
Vision 1360 g N/A No
X8 Mini 250 g 30min No
Syma X8 pro 1560 g 12min No
Snaptain Sp600 175 g 30min No
Sky Viper Journey Pro 700 g 10min No
Wingsland S6 230 g 25min No
senseFly eBee Classic 700 g 45min No

Figure 4.11. Self-reported UAV Models (Flight Endurance vs Weight)

4. Highlight important UAV models for forensic investigation: This process involves re-

viewing the currently available frameworks and determining unseen challenges that

supplement the field. This adds to the knowledge of determining the current gaps.

The current challenges include:

• Limitation of current digital forensics tools.

• Lack of accurate visualization of digital evidence.
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• Issues related to the forensic soundness of digital evidence.

• Data encryption.

• User identification.

• File structure and operating systems of different UAV models.

• Interpretation of UAV digital evidence.

• Communication protocol vulnerability.

• Anti-forensic techniques.

• Unsecure data streaming.

• Unsecure pairing.

• Data tampering.

5. Highlight the impact level of practical challenges: Finally, this process incorporates

all highlighted technical challenges and categorizes each one with its impact level on

traceability. A comparative analysis model is presented in Figure 4.12 to highlight

live and static technical challenges considering the level of impact. In addition, the

identification of all custom-made UAV challenges is highlighted on the presented model.

The model considers important factors such as monitoring, detection, prevention, and

mitigation by linking each stage to the level of impact.

Figure 4.12 shows the highlighted challenges and their impact level on the traceability of

digital evidence. For instance, the lack of tool support to cover the investigation of most

UAV models. As discussed earlier, the evaluation of self-reported information indicate that

there are a large number of UAV models that have not been discussed in previous works.

Therefore, the technical challenges of those highlighted models are not clear at the time of

writing this research. In addition, section 3.3 discusses further implications of the technical

challenges pertaining to admissible digital evidence and some limitations such as visualiza-

tion and interpretation of digital evidence. Alternatively, the impact of lacking analysis and

acquisition support on some UAV models has a very high impact on digital evidence trace-

ability. These types of challenges increase the complexity in the field and require a solid

standardization document to cope with these challenges.
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Figure 4.12. Categorization of UAV Static and Live Digital Evidence trace-
ability Challenges [106 ]

Due to the importance of tactics, techniques, and procedures (TTP) followed by UAV

threat actors, the author evaluates self-reported information to understand the capability

and need based on their goals. The conducted study in this research used two groups: drone

users who are involved in deviant behaviors, and drone smugglers who transport drugs and/or

prison contraband. The TTP classification model illustrated in Figure 4.13 considers the

drone smugglers group only as deviant behaviors, and should not follow a specific approach.

Therefore, the TTP classification model indicates that the tactics that were self-reported

include—creating a home-made drone, focus on mid-weight and range models (note: this

was reported in Table 4.16 ), and good quality camera. During the evaluation process of the

collected information, the author noticed that the majority of drone smugglers declared the

use of a ‘4k camera’. This indicates that this is one of their system requirements to achieve

their goals. Second, the reported techniques include— flying in a vertical motion, hovering

in place, square pattern, quadcopter should not face the pilot, and multirotor flying.
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The second arrow is pointing back to the tactics because all of these system requirements

or techniques require some functions that should be available in the UAV model, for instance,

multirotor flying. The evaluation of tactics such as projectile motion, hovering in place, and

square pattern link targeted goals between these techniques. Therefore, hovering in place

is a technique that is used by beginner drone users to learn how to control the drone and

a drone smuggler might train themselves on this technique to be able to transport prison

contraband or drugs. Also, projectile motion flying could be a technique used to reduce

implications tied to the battery life and/or detection.

4.2.3 How behavioral characteristics add value to the technical threat intelli-
gence field?

Table 4.17.
Correlations between Drone Incident and Disinhibition

Variable Drone Incident
Drone Incident -
DIS3 0.381**
DIS4 0.319**
DIS5 0.344**
ANT1 0.380**
ANT3 0.349**
ANT6 0.397**
ANT7 0.394**
AN8 0.340**
Drone Incident = operating an aircraft non-compliant with safety laws.
DIS3 = ”Act first, think later”, describes me well.
DIS4 = I am doing things that are risky or dangerous.
DIS5 = When I’m upset, I will do things I later regret.
ANT1 = I deserve special treatment.
ANT3: Feeling sorry for others is a sign of weakness.
ANT6: I quit things pretty easily.
ANT7: I could make a living as a con artist.
ANT8: I have more important things to worry about than other people’s feeling.

A significant positive relationship r (266) = 0.381, p < 0.01 was found between drone

incidents and individuals who described themselves as Act first, think later. A significant
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moderately positive relationship r (266) = 0.319, p < 0.01 was found between drone-related

incidents and individuals who self-reported as doing things that are risky or danger-

ous. As well, a significant moderately positive relationship r (266) = 0.344, p < 0.01 was

found between drone-related incidents and individuals who do things that they regret

later when they are upset. Therefore, the null hypothesis is rejected and concluded a

significant association between drone users involved in drone-related incidents and types of

antisocial behaviors. On the other hand, antagonism subscales (i.e., ANT1 = I deserve spe-

cial treatment, ANT3: Feeling sorry for others is a sign of weakness, ANT6: I quit things

pretty easily, ANT7: I could make a living as a con artist, and ANT8: I have more important

things to worry about than other people’s feelings) show a significant moderate correlation

with drone incidents r (266) = 0.380, p < 0.01, r (266) = 0.349, p < 0.01 , r (266) = 0.397,

p < 0.01 , r (266) = 0.394, p < 0.01, r (266) = 0.340, p < 0.01 , respectively.

Ten out of thirteen (five disinhibition and eight antagonism subscales) reported a mod-

erately positive correlation with drone incidents, and the other subscales showed a weak

positive correlation. The correlations between users who self-reported drone incidents and

the disinhibition subscale (rashness): Act first, think later, describes me well showed

that these drone users exhibited a poor risk assessment. The significant moderate correla-

tion between drone-related incidents and disinhibition subscales (thrill-seeking and urgency)

indicated that drone-flying criminals were involved in risky or dangerous activities. On the

other hand, antagonism subscales (i.e., ANT1 = I deserve special treatment, ANT3: Feeling

sorry for others is a sign of weakness, ANT6: I quit things pretty easily, ANT7: I could

make a living as a con artist, and ANT8: I have more important things to worry about than

other people’s feelings) showed significant moderate correlation with individuals who were

involved in at least one drone-related incident. This may indicate drone-flying criminals were

prone to drone-related incidents because they have poor risk assessment.

4.2.4 Hypothesis Two Testing

The hypothesis for this dimension is that H3: self-reported techniques significantly im-

prove the proactive and reactive intelligence modeling techniques. To test this hypothesis,
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the author conducted several analysis techniques that included collecting and evaluating

the self-reported data and examining the reported TTPs. The analyses indicates that the

null hypothesis is rejected as the self-reported information added value to the reactive and

proactive intelligence. In addition, this will contribute to the overall proposed taxonomy by

classifying the study groups (i.e., drone smugglers and drone deviant actions).

91



Figure 4.13. Tactics, Techniques, and Procedures (TTP) Classification Model
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4.3 UAV Forensic Investigation

The number of drone-related incidents and crimes is rapidly increasing, and the het-

erogeneity of drone types leaves more challenges to investigative techniques. The digital

forensics process begins with the identification phase and ends with the documentation and

presentation phases. In this section, the author concentrates on the missing piece of the

current literature (e.g., forensic soundness of digital evidence). Additionally, there will be

some elaboration on the utilization of the selected UAV forensic models [6 ], [7 ], [67 ], [68 ]

into these phases.

The UAV forensic investigation dimension is the primary element of the U-FIT taxon-

omy as it classifies digital evidence recovered from UAVs and aids investigators in making

decisions when reporting findings in court. There are several important factors of the UAV

forensic investigation dimension that need to be discussed. In this section, the researcher

elaborates on factors that comprehend the sufficiency of the investigation process. These fac-

tors include— forensic layers, source of evidence, type of evidence, integrity and admissibility

of evidence, forensic tools, forensic models, and technical challenges. All mentioned factors

are linked to the admissibility standards of digital evidence. Therefore, the hypothesis for

this dimension is that H3: forensically sound UAV digital evidence significantly enhances

the reliability of the proposed UAS Forensic Intelligence-Led taxonomy. The proposed hy-

pothesis (H3) investigates the UAV digital evidence technical integrity and the requirements

to evaluate the forensic soundness of digital evidence extracted from UAVs.

The identification of the appropriate source of evidence is a crucial step that assists in-

vestigators in performing the next processes in a valid and reliable approach. Regarding

UAV investigation, there are multiple sources with potential interest for investigators. The

drone has several built-in and custom components that could lead to the recovery of digital

evidence. Therefore, the author assumes that any UAV incident should have at least one or

two identified components to deal with during the investigation. In certain circumstances,

the analysis does not provide supportive digital evidence that could be linked to a specific

suspect. In this research, the author incorporates three important disciplines aiming to min-

imize the issues related to the misidentification of suspects behind the controller. Sources of
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evidence could be cloud accounts, mobile apps, chip-off data, storage device cards, or remote

controls (i.e., built-in, custom, and mobile devices). Some of these sources are attached to

the drone body, others are web-based, or separate components. Also, in some cases, phys-

ical evidence may reveal the identity of the drone pilot (suspect) and be considered as an

important source of evidence.

UAVs transmit a huge volume of data in addition to the commands initiated by the user.

Software logs are an example of data stored in several storage devices (e.g., remote control

and drone body). The analysis of software logs reveals information related to the connected

components during operation, such as the firmware version and serial numbers. Flight logs

are an important piece of evidence to aid in conceptually visualizing the flight trajectory on a

map; however, the recovered GPS coordinates might not be accurate and might be remotely

altered. Therefore, deployed sensors transmit data that aid in validating the accuracy of the

recovered flight logs. Flight logs are stored in different storage devices (cloud, mobile app,

chip-off, remote control, etc). Also, flight logs are stored in different file formats depending

on the UAV type. The analysis of multiple UAV types indicates that in some instances,

these flight logs are encrypted, which poses technical challenges to investigators decrypting

them.

Futher digital evidence that could aid in validating the examination is the analysis of

media files. Media files hold evidence associated with GPS coordinates and could be used as

a validation step; however, it is possible for these geotags to get altered and tampered with.

In this way, the analysis of the file header and atoms is necessary to make sure that these are

valid and reliable data. The analysis of media file content provides information related to the

camera model, firmware version, and serial number and identifies if there were any customized

components used to capture data. For instance, recovering and analyzing an ‘MP4’ file from

a drone would start with the identification of atoms and file structure. The ‘MP4’ file consists

of boxes beginning with the ‘ftype’ box that identifies the file type followed by the ‘mdat’

box, which holds metadata relevant to the video stream. The ‘udat’ atom contains two boxes

(i.e., ‘CAME’ and ‘FIRM’) that could aid in identifying any customization or anti-forensic

techniques deployed on the UAV. Regarding the recovery of timestamps, the movie header

‘moov’ holds some recurrent timestamps.
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The remote control of the drone holds the most valuable digital evidence that aids forensic

examiners. The issue is that UAVs have a variety of remote controls running different

operating systems and storing data in different formats. Some UAVs apply encryption to

transmitted data (e.g., flight and sensor logs), which requires an investigator to use software

decryption tools to convert these files to a human-readable format.

Let’s suppose that an investigator has encountered encrypted flight and sensor logs and

used open-source tools such as the DROP [8 ] to decrypt flight logs from ‘.DAT’ to ‘.CSV’.

After accomplishing this task, the ‘.CSV’ file needs to be visualized on a map to interpret

flight patterns and determine other blackbox metadata such as waypoints, yaw, pitch, roll,

speed, battery level, etc. From a technical point of view, some questions remain to the

integrity of these processes. Converting an encrypted file to a readable format might alter

and/or destroy some data. The author; examines this process and points out any issues

associated with the integrity of digital evidence.

More important is the identification of the offender behind the remote control. As dis-

cussed earlier, that UAVs are operated with multiple components, and some may be aban-

doned at a crime scene. It is very challenging to obtain personal identifiable information

from UAVs because in most cases flying devices do not operate on Internet networks, but

satellite signals instead. However, sometimes the setup and firmware updates require an

internet connection to push those updates and set up the cloud account for the flying device.

In this case, network logs and personal identifiable information are valuable for investigators.

Identification of the UAV owner poses challenges to the forensic examination, especially

when some UAV components have no presence at the crime scene. Since COTS UAVs

usually require some setup and registration to update firmware, there should be some network

records that are relevant to the identification of the owner. Therefore, the author conducted a

further investigation and determines that network records (e.g., the basic service set identifier

‘BSSID’ and/or the service set identifier ‘SSID’) help investigators in identifying the suspect’s

physical location. However, this section deals with the forensic soundness of digital evidence

recovered from UAVs, and discussing the proposed technical model is out of the scope of this

subsection. In addition, the analysis of preserved network records incorporates open-source

intelligence techniques; therefore, sub-section 4.2 will discuss the model in detail.
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The UAV forensic investigation involves several components that need to be acquired

in a certain way. For instance, the acquisition of internal storage of the drone requires

some disassembling techniques to acquire an image of the internal memory. Furthermore,

some cases involve cloud and/or mobile forensics. The current well-known digital forensic

software tools are capable of acquiring data from UAVs. However, there are some challenges

regarding the analysis, visualization, and documentation of data. As discussed earlier, UAVs

share a large volume of data that is stored in a standard format, which poses challenges to

the tools’ development. From the current literature, there are good contributions from both

commercial and open-source tool development to at least cover well-known types of UAVs

such as the DJI type. Visualizing flight logs is recently supported by a few tools like Autopsy,

Magenet Axiom, etc. In addition, some tools have integrated open-source parsing algorithms

that can decode flight logs, which should keep the integrity of flight logs by avoiding errors

during the file conversion processes.

4.3.1 Forensically Sound UAV Digital Evidence

The current literature pertaining to UAV forensic investigations covers the identification

and analysis phases of digital forensics only. Most of the peer-reviewed works provide techni-

cal steps to investigators for counter challenges related to the identification, acquisition, and

analysis phases. Therefore, the only missing component is the reporting phase that deals

with UAV forensic investigation and specifically the interpretation of reliable and forensically

sound digital evidence. Usually, the admissibility of digital evidence is the judge’s role. To

the best of the researcher’s knowledge, previous works have not addressed the admissibility

of recovered and analyzed digital evidence from UAVs.

Table 4.18 illustrates the five principles of digital evidence and a comparison of impor-

tant forensic artifacts of interest to UAV forensic examiners. It is necessary to mention that

there is no common metric or standard for the admissibility of all types of digital evidence;

therefore, the author creates a metric for digital evidence extracted from several UAV mod-

els that were examined in scholarly articles (see Table 4.18 ). The proposed metric is based

on several factors: extraction technique, nature of data, digital evidence standards, docu-
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mentation process, data interpretation, and forensic tools. Researchers in [107 ] mentioned

five principles of digital evidence that include— admissibility, authenticity, completeness,

reliability, and believability. Since the admissibility of digital evidence is solely based on a

judge’s decision, a clear definition of these five principles will be given.

• Admissibility: any valid, relevant, and safe evidence that assists the jury to decide in

the case [107 ].

• Authenticity: digital evidence has not been altered [107 ].

• Completeness: making sure that the digital evidence has not lost its evident value

throughout the digital forensic processes, and does not show one perspective of the

incident [92 ].

• Reliability: digital forensic processes should be undertaken in a reliable manner that

does not impact the authenticity of digital evidence [92 ]

• Believability: digital evidence that consists of credible and true information [108 ].

To test hypothesis three, an investigation on the technical challenges associated with

digital evidence extracted from UAVs and the integrity of tool analysis was carried out.

In addition, the author conducted regression analysis on the selected variables (i.e., the

evaluation score of each article) and if the citation count for each research article significantly

predicts the total score of the evaluation (see table 4.20 ).

4.3.2 Technical Investigative Challenges

The author analyzes several .DAT files (i.e., encrypted flight logs) which contain im-

portant data for UAV forensic investigation. The analysis indicates that there were several

issues pertaining to the integrity of recovered flight logs. Most well-known digital forensic

tools (e.g., Autopsy, Magnet Axiom, and Cellebrite) process and decrypt ‘DAT’ flight logs

using DatCon https://datfile.net/DatCon/intro.html . The decryption process follows the

file structure to decode its content and allow investigators to move to the reporting and/or

visualization phase. To perform this analysis, DAT’ files were extracted from two DJI UAVs
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that were openly available for researchers by the VTO lab as part of the drone forensics

program sponsored by the United Sates department of homeland security science and tech-

nology division. Any issues were cross-validated by reproducing the same analysis on two

workstations, two different UAV models, and at least two forensic software tools.

Some forensic tools were not able to decrypt the ‘DAT’ files recovered from the two UAV

models (DJI Matrice 210 and DJI Phantom 4). In addition, the analysis indicate that there

were some integrity issues pertaining to digital evidence integrity and reliability. Flight logs

are the most important piece of digital evidence to be analyzed when dealing with UAV

incidents. The deployed encryption by the UAV manufacturers is necessary to prevent data

tampering. However, digital forensics investigators need to be able to decrypt and process

the flight logs to determine the way-points, longitude, latitude, altitude, battery life, yaw,

pitch, roll, etc. These flight logs contain a wide range of pre-programmed data related to

sensors, actuators, and user commands. A tool like DatCon (version 4.0.5) which can decrypt

the flight logs of several UAV models does not decrypt the flight logs in a forensically sound

manner. The analysis shows that the DatCon software application does not produce the

same cryptographic hash values for the same ‘DAT’ file. This means that if an investigator

uses the DatCon tool, or any forensic software tool that uses the DatCon algorithm, they

will encounter issues related to the reliability of the generated data.

The author provides a comparison table that includes the analysis of five ‘DAT’ flight

logs decrypted by DatCon using two forensic workstations.

Two flight logs did not identically match when they were decrypted using two different

work stations (see Table 4.18 ). All other flight logs matched and no reported issues were

found. The two flagged flight logs indicate that the DatCon tool has some issues related to

the decryption process. The author noticed that the difference is not great, but it is crucial

for forensic investigators to keep the integrity of digital evidence. In addition, the difference

between these files was because of additional random numbers assigned to one of the cells.

Although there should be no major issues when visualizing the decrypted flight logs to view

the flight route, the mismatch between the files is questionable and might lead to further

implications to the investigation process.
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Table 4.18.
An evaluation of the flight logs integrity as a digital evidence

File Name MD5 Hash Value Forensic Workstation Modified
Content

Data Type

FLY000.CSV 3342E694EF9D180123DA7FF9BBA82B55 1 Yes IMU_ATTI(0) : gyroComposite :
C

FLY000.CSV ee36a352c4052c080796096dc470406e 2
FLY001.CSV adb07609fe496ccd7a229b3fee0e27e0 1 No NA
FLY001.CSV adb07609fe496ccd7a229b3fee0e27e0 2
FLY002.CSV b19d668b07c53a3e909bd49019315eea 1 No NA
FLY002.CSV b19d668b07c53a3e909bd49019315eea 2
FLY003.CSV 6b53a66e3ada5a9cd9ca491be48676ea 1 No NA
FLY003.CSV 6b53a66e3ada5a9cd9ca491be48676ea 2
FLY004.CSV 9adcf78d2887d33bfc3227c16f3d95a8 1 No NA
FLY004.CSV 9adcf78d2887d33bfc3227c16f3d95a8 2
FLY005.CSV 49dd94e6c3bf5c2e353255817c4641b0 1 Yes IMU_ATTI(0) : distanceHP : C
FLY005.CSV a5763d45fbbbc264db0e4e7e315fb44e 2

The DatCon documentation webpage provides details about the fields included in the de-

crypted flight logs. The following webpage https://datfile.net/DatCon/fields.html describes

the fields of CSV files for two UAV models (Phantom 3 and Insprie). Most COTS models

use the same terminology to define programmed events. For instance, the DatCon web page

defines fields related to the internal bus clock, geo-coordinates, GPS, health, number of satel-

lites, aviation principles, and gimbal information, etc. A digital forensic investigator would

be very interested in interpreting and visualizing these data to be able to report findings.

However, the current issue is when using unreliable open source tools to investigate UAVs.

Therefore, the analysis conducted in this research indicates that the approach used by most

of the well-known forensic tools musts meet best practices and standards to avoid issues

related to data integrity and forensic soundness.

An evaluation of UAV forensic tools is out of the scope of this research; however, it is

important to note that there are obvious issues concerning the forensic soundness of digital

evidence acquired from UAVs. For example, the massive amount of data contained in the

flight logs and the complexity of their structure. Also, it should be noted that flight logs

differ from model to model. For instance, when ‘FLY010.CSV’ is decrypted using ‘DatCon’

on forensic workstation one the file size is 58,381 kilobytes, and when ‘FLY010.CSV’ file is

decrypted on forensic workstation two the file size is 50,470 kilobytes. This means about
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8000 kilobytes are missing from the second attempt at decryption. A visual comparison

between the two flight logs is illustrated in Figure 4.14 

Figure 4.14. A statistical graph showing data comparison between two ‘.csv’
flight log files

Some UAV models do not deploy a cryptographic algorithm on transmitted data, includ-

ing flight logs, media files, or live-streaming video. Unencrypted data pose challenges to

the UAV forensics field as the transmitted data might be tampered with. It is crucial for

digital forensic investigators to make sure that the collected digital evidence has not been

altered and/or compromised. This solely depends on the encryption algorithm used to secure

data transmission. The UAV technical forensic investigation process model [6 ] illustrated

in Figure 4.15 developed a technical UAV forensic investigation model that considers very

important procurers such as validation techniques, data encryption, and source of evidence.

The presented model includes ten processes that aid forensic investigators in drone-related
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incidents. The model begins with the ‘preparation’ phase to prepare and collect the evidence,

then the investigator needs to identify physical and digital evidence.

The UAV forensic investigation framework presented in [68 ] covers more details about

the identification of physical evidence. For instance, the identification of fingerprints on the

UAV body and customization (e.g., GPS signal prevention). The UAV technical forensic

investigation framework also highlights the importance of investigating metadata recovered

from media files along with the recovered flight logs. Media files contain metadata such as

flight duration, GPS coordinates, and timestamps. These can be beneficial when validating

the digital evidence recovered from flight logs. Particularly, Atoms inside media files provide

information related to the camera model, firmware version, and serial numbers; therefore,

the analysis of media files aids in identifying possible customizations.

Anti-forensic techniques are the next challenge for responding to UAV incidents. These

techniques are not limited to covering the GPS antenna with a foil but also include software-

related techniques. For instance, unlocking the restricted no-fly zone, deletion of flight

records, fake GPS data, etc. The author presents a proof of concept technique that could

impact the integrity of the recovered unencrypted flight logs simply by using the ExifTool

command-line exiftool -xmp:gpslatitude=(value) -xmp:gpslongitude=(value), which results in

modifying the metadata inside media files. This also applies to unencrypted flight logs such

as the ‘.CSV’ format. Therefore, it is very important to validate any recovered data from

UAVs. Challenges were not limited to the analysis phase only, but also include the acquisi-

tion and reporting phases. For the acquisition phase, some scholarly research demonstrates

the technical forensic analysis of UAVs via network communication protocols. However, per-

forming these analyses when the UAV is on can result in loss of data integrity due to various

possible mishaps. Therefore, the best practice is to conduct the acquisition while the UAV

is off.

Hypothesis Three Testing

The hypothesis for this dimension is that H3: forensically sound UAV digital evidence

significantly enhances the reliability of the proposed UAS Forensic Intelligence-Led taxon-

101



omy. To test this hypothesis, the author conducted several analysis techniques that include

evaluating issues pertaining to the forensic soundness of digital evidence extracted from

UAVs, 2) the evaluation of current technical UAV forensic analysis in a scholarly research

article. For the first technique, the author presents technical challenges that could lead to

inadmissible digital evidence. For instance, the author discusses the most important piece of

digital evidence regarding UAV forensics (i.e., flight logs). In addition, the author considers

possible anti-forensic and alteration techniques related to digital evidence extracted from

UAVs. Some UAV models do not implement the minimum security standards such as data

encryption, which impacts the data reliability and makes data vulnerable to tampering. In

addition, the analysis of several flight logs was performed on two forensic workstations with

a decryption software tool that is specifically for UAV data decryption and highlighted some

issues that might lead to inadmissible digital evidence. Two out of the five flight logs had

issues measured with the cryptographic hash algorithm (MD5) to figure out if the encrypted

file is identical when decrypted twice using the same tool. Overall, for the first analysis

technique, the author emphasizes on the importance of data integrity when decrypting flight

logs. These results will aid in highlighting areas that might cause technical and legal issues.

Also, the visualization of extracted data from UAVs might not represent the real geographical

interface. For instance, most of the current software tools do not consider the representation

of altitude linked to a flight trajectory.

The second phase follows a statistical approach to measure and evaluate technical chal-

lenges pertaining to the forensic soundness of UAV digital evidence. Therefore, the author

used the developed UAV digital evidence metrics (see Figure 3.7 ) that adopts Daubert stan-

dards supported by some standards framework such as the ISO/IEC 27037, SWDGE, and

the four rules of digital evidence. The author proposes a novel technique that helps in evalu-

ating digital evidence, not only UAV digital evidence. One reason is the fact that supporting

the five standards of Daubert has not been presented before.
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Figure 4.15. UAV Technical Forensic Investigation Framework [6 ]
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Table 4.19 shows the populated data entered manually for each criterion. The evaluation

for each article indicates if that particular article has any issues related to the soundness

of the recovered digital evidence. To support the evaluation metrics and to minimize bias,

the author conducted a regression analysis to determine if the count of citations predicts

the total score of each article. The results indicate that there were eight articles out of the

fourteen that are not forensically sound. The determined reasons will aid in the proposed

taxonomy of this research, which improves future technical analysis presented in court. The

reasons were very obvious and here the author is not criticizing the scholarly published

articles because there are no technical requirements on scholarly articles. This means that

the eight peer-reviewed articles hold valid contributions in the field; however, when following

the techniques and approaches presented in these articles, the author highlights an issue that

might lead to the inadmissibility of the recovered digital evidence. Most of the peer-reviewed

articles that are not forensically sound share a common technical issue: the utilization of an

open source tool to conduct the whole experiment. Two scholarly articles acquired data from

the drone while it was on. For research purposes that could be understandable; however, it

is not recommended to do live acquisition when dealing with real UAV forensic cases as this

can lead to alterations to data.

The P-P plot illustrated in Figure 4.16 indicates that the data is normally distributed.

This confirms the proximity of observed and expected quantities of the distributions indi-

cating that the data were normally distributed.

A simple linear regression (SLR) was carried out to test hypothesis three. The analysis

shows a significant regression (F (1, 13) = 4.847, p= .048), with an R2̂ of 0.288; hence, 28.8%

of the variance in the probability of the citation count may be explained by the total score of

the evaluation metrics (see Table 4.20 ). As a result, the null hypothesis was rejected for H3,

indicating that the number of citations for each article is a significant predictor for the total

score of the conducted evaluation that measures forensically sound UAV digital evidence.

This implies that the outcome of this result will aid the proposed taxonomy.
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Figure 4.16. The normal P-P plot of regression standardized residual

Table 4.20.
Summary of simple regression analyses for the citation count and the total
score of the evaluation metrics

Predictor B SE B β
Citation Count 0.202 0.092 0.54
R2 0.288*
F 4.85*
*p < 0.05. **p < 0.01.
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4.4 Three Dimensional UAS Forensic Intelligence-Led Taxonomy

This research examined the importance of three important dimensions that could enhance

complex forensic investigation such as UAV forensics. Since the proposed hypotheses in

this research were significant by rejecting the null hypotheses, the author incorporates all

findings coming from the three hypotheses to address the main research question (How

can evaluating the behavioral characteristics of UAS threat actors, self-reported

techniques, and forensically sound digital evidence supplement the proposed

UAS Forensic Intelligence-Led taxonomy?). This section introduces the reader to the

proposed taxonomy and elaborates on all stages of this taxonomy.

The UAS forensic intelligence-led taxonomy illustrated in Figure 4.17 shows the classifi-

cation of the three selected dimensions in this research. Behavioral analyses were conducted

on the self-reported survey leading to a conclusion that categorizes each group with certain

levels of personality. For instance, the tendency for UAV smugglers was predicted by an-

tagonism and disinhibition. Also, there were significant individual differences among drone

smugglers and normal drone users in neuroticism and extraversion. The results showed a

significant difference between the two groups indicating that drone smugglers had a lower

level of extraversion, suggesting an introverted personality trait. Looking at drone users

who performed deviant activities the results indicated that users who flew around govern-

mental buildings were predicted by antagonism, disinhibition, neuroticism, and emotional

stability. Finally, the tendency for individuals who were involved in drone collision and flew

in controlled airspace were predicted with the same personality traits with some differences

in the level. Both groups were associated with antagonism, disinhibition, and neuroticism;

whereas, the tendency for individuals who flew at high altitudes was predicted by the same

traits as the two groups with an extroverted personality trait.

The second dimension (i.e., forensic investigation) deals with the technical investigative

components. The important entities in this dimension were 1) the forensic layers, 2) source

of evidence, 3) type of evidence, 4) forensic tools, 5) forensic models, 6) technical challenges,

and 7) integrity and admissibility of evidence. This classification highlights the important

components of a complete investigative approach. Also, with consideration to the current
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Figure 4.17. UAS forensic intelligence-led taxonomy
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research in this area, the author discusses very crucial elements that are missing from a

forensically sound UAV forensic investigation. For instance, technical challenges that impact

the integrity of collected UAV forensic evidence were presented in this research. In addition,

revisiting the currently available investigative framework was essential to highlight all of

these gaps.

The final dimension deals with the intelligence component which links between the be-

havioral, self-reported information, and technical challenges. There are two categories of

this dimension (i.e., reactive and proactive intelligence). The reactive approach involves in-

formation collected before the incident and/or during the incident, at the crime scene (see

Figure 4.9 ). The proactive approach involves the examination of TTPs and operational be-

havior. The taxonomy classifies custom-made UAV models, anti-forensic techniques, and

anti-detection techniques as the main pillars of the proactive approach (see Figures 4.13 and

4.16 )
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5. DISCUSSION AND CONCLUSION

This chapter discusses the overall results of the three hypotheses and how the conducted

analyses helped to answer the main research question. The collected self-reported data

helped achieve the goal of this study. The pilot study enhanced the feasibility of the full-

scale study by tuning the collected information and cleaning the dataset.

The null hypotheses that were included in this study were rejected. Results from hypoth-

esis one support the research question as to the examination of whether personality patterns

of UAV smugglers and users who were involved in deviant behaviors highlight specific traits

for each group that explain the variance of that particular group. Hypothesis two also sup-

ports this study by highlighting the technical challenges in the UAV forensic investigation

process, which enhances the forensic soundness approach. The highlighted technical issues

that were reported in this study indicate that the field has no well-defined structure because

UAVs have easy accessibility, operate on different architecture and operating systems, and

deploy different technologies. This is a result of the lack of tool support by the digital foren-

sic vendors posing challenges to investigators. Finally, there is no standard reporting and

visualizing of extracted evidence from UAVs. All these highlighted technical issues should

help practitioners and researchers in the field. For instance, this research indicates that using

the DatCon tool to decrypt flight logs extracted from a DJI model may lead to inadmis-

sibility issues. The last hypothesis dealt with the forensic intelligence dimension. Forensic

intelligence is a good enabler for complicated issues in the cyber forensic field and not only

UAV forensics. Results from hypothesis three led to evaluating the self-reported information

for intelligence purposes. This included a complete TTP related to UAV threat actors.

5.1 Overview Summary

This research incorporates three important dimensions by examining each dimension to

supplement the proposed UAS forensic intelligence-led taxonomy. Studying the behavioral

characteristics of cyber deviants is crucial to strengthen countermeasures and investigative

techniques. The UAV forensics field poses many challenges to traditional digital forensics

procedures. For instance, the identification of a drone pilot, the examination of the extracted
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black-box, the visualization, reporting, and admissibility of recovered and analyzed digital

evidence. Not only challenges related to the digital forensics field, but also cyber attack vec-

tors, which pose another challenge to the integrity of data being analyzed. To this end, this

study focuses on incorporating the three mentioned dimensions aiming to reduce complex-

ity and empower both forensic investigation and counter UAV techniques. The anonymous

self-reported study helped in learning more about different groups of actors making sure to

validate their responses through a validation question. The collected data and the proposed

hypothesis for the behavioral and the intelligence dimensions supported the main research

question in a way that could aid the cyber threat intelligence field. The level of personality

traits indicates certain emotions such as anger, embarrassment, temptation, and helpless-

ness leading to the motivation for a crime and/or deviant action. Additionally, investigating

goals, tactics, techniques, and procedures is another essential element of building a robust

intelligence-led approach. Finally, highlighting technical issues pertaining to the inadmissi-

bility of digital evidence plays a major role in advancing the field. This study successfully

incorporated all three dimensions to supplement the UAV forensics field from all angles:

monitoring, detection, and mitigation.

5.2 Conclusion

There exists a paucity of research in the examination of reasoning related to the use of

Unmanned Aerial Vehicles among drone smugglers and deviant actions. This study incorpo-

rated three dimensions (behavioral characteristics, UAV forensics investigation, and forensic

intelligence). The three selected dimensions successfully support complex cyber forensics

crimes and/or deviant actions. In addition, the results of these dimensions supported the

proposed UAS forensic intelligence-led taxonomy by demystifying the predicted personality

traits to deviant actions and drone smugglers. The score obtained in this study was effec-

tive in distinguishing individuals based on certain personality traits. Further, a significant

association between personality patterns and UAV deviant actions was found. These novel,

highly distinguishing features in the behavioral personality of drone users may be of partic-

ular importance not only in the field of behavioral psychology but also in law enforcement
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and intelligence. Highlighting current technical issues to the UAV forensics field contributes

to the standards and procedures. Also, discussing potential TTPs related to UAV deviant

actions is valuable to the field.

5.2.1 Recommendations, Limitations, and Future Work

The presented results for the behavioral dimension aid investigators, law enforcement

agencies, and researchers to feed their systems with such information and make better de-

cisions regarding threat assessment, countermeasures, and investigative plans. Taking the

highlighted personality patterns into consideration of intelligence analysts is highly recom-

mended to help in identifying unknown suspects. The results show that drone smugglers

have an increased level of antagonism compared to drone deviant actions. This implies

that drone smugglers could be real drug dealers who are just using a drone. By doing so,

a shortlisting strategy could be followed to reduce the number of potential suspects in a

given region. UAVs are remotely controlled meaning that one could pilot a drone from miles

away. Also, self-reported TTPs should help counter UAV system engineers and researchers to

enhance the current monitoring, detection, and mitigation algorithms and communication

protocols by considering these TTPs. Deploying machine learning techniques considering

the features highlighted in this research should increase the response accuracy of the counter

UAV systems.

This study is not without limitations. First, participants who declined to respond to

questions related to the hypotheses were excluded, reducing the sample size. Second, several

biases, including selection bias and confirmation bias, may exist in this study that are not

addressed. However, the sample obtained should be seen as representative of the intended

population. Third, the validity of the responses was based on answering the validation ques-

tion. However, the veracity and truthfulness of the responses will have to be acknowledged.

Fourth, the proposed UAV digital evidence metrics do not cover legal and expert witness

perspectives and can not measure the admissibility of digital evidence. Fifth, there might

be other unknown UAS deviant actions that were not part of this study.
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Future works could include advancing artificial intelligence counter UAV systems by de-

ploying the highlighted challenges, TTPs, and personality patterns. The author aims to

expand the targeted population by conducting the same study on normal UAV pilots to

identify their level of personality traits compared to this study. Another future research

study enhances the visualization, reporting, and interpretation of collected digital evidence

from UAVs. In addition, the author considers building an investigative model that standard-

izes software tools that do not pose inadmissibility issues during an investigation. Lastly,

the author would like to expand the proposed research methodology and apply it to other

challenging and complex digital crimes.
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