
COUNTER UNMANNED AERIAL SYSTEM DEFENSE FOR HIGH VALUE 
UNITS AFLOAT PIERSIDE

by

Chris Hood

A Dissertation

Submitted to the Faculty of Purdue University

In Partial Fulfillment of the Requirements for the degree of

Doctor of Philosophy

Department of Computer and Information Technology 

West Lafayette, Indiana

August 2021



THE PURDUE UNIVERSITY GRADUATE SCHOOL
STATEMENT OF COMMITTEE APPROVAL

Dr. Eric T. Matson, Chair

Computer and Information Technology

Dr. John Gallagher

Electrical Engineering and Computer Science

University of Cincinnati

Dr. J. Eric Dietz

Computer and Information Technology

Dr. John Springer

Computer and Information Technology

Approved by:

Dr. Kathryne Newton

2



Dedicated to Adler.

Never forget our three secrets:

I love you so much. I am so proud of you. I am so glad to be your Dad.
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ABSTRACT

Counter Unmanned Aerial System (C-UAS) development and fielding has greatly accel-

erated over the last several years to protect against all classes of Unmanned Aerial System

(UAS) threats. Integration of the detection and tracking systems, the engagement systems,

and other portions of the kill chain including command and control (C2) is ongoing. A sig-

nificant concern is that the majority of these developments are designed for defending ships

at sea. Most of these technological advances cannot be used within restricted waters or in

port, foreign or domestic, due to the potential of high collateral damages and the fact that

they are not currently readily available for dissemination to the Fleet.

The problem addressed by this project is to determine how to defend high value units

from the threat of weaponized UAVs while moored pier-side with currently in-place weapons

systems. This study will take a parameter-driven approach based on existing technologies to

determine if an enhanced fire-control system integrated with standard issue weaponry can

increase watchstander accuracy required to safely defend a high value unit pierside.
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1. PURPOSE AND PROBLEM

”The drone threat has been around for years, but the Navy has yet to prioritize defending

against these easily acquired weapons. Amid preparations for a high-end fight, the Navy still

is vulnerable to an adversary trading thousand-dollar drones for billion-dollar warships” [1 ].

1.1 Introduction

Man navigates towards water. People flock to the coasts, rivers, lakes, and oceans for

the natural resources that it provides. Whether it be as a source for irrigation for farming,

as a source of food from fishing, or as a source of recreation for fun or relaxation, the water

has always been an attraction. Unfortunately, nefarious players also navigate to the water.

Legislation and regulations have been in place to keep these precious waterways safe from

enemies, foreign and domestic. However, everything changed when the terrorists rammed

suicide boats into American steel onboard USS Cole on 12 October 2000 in Yemen’s Aden

Harbor [2 ], [3 ], [4 ], [5 ]. The threat to our freedom has taken away a portion of our enjoyment

of our maritime expeditions. Ever since the attack, civilian and military agencies have

searched to counter maritime threats to maritime infrastructure and maritime assets [3 ].

Maritime security consists of securing and protecting military and domestic ports, piers,

docks, and anchorages from threats [6 ]. Harbors and home ports are an integral part of any

country’s economic and military stability. These waterways are critical to the recreational

and commercial activities that make up our maritime heritage. Additionally, the oceans,

rivers, lakes and seas are a critical part of maritime infrastructure and require a certain level

of thinking when regarding maritime security. These areas must be protected and secured

at all times from enemies, foreign and domestic [7 ].

The events of September 11, 2001 had a profound impact on our society. Again, ev-

erything changed. The Department of Homeland Security (DHS) was created and made

significant changes. First thoughts involved airline and airport security, but the changes did

not stop there. DHS also implemented changes to secure another vital infrastructure, our

maritime security via harbor defense [8 ]. Emphasis shifted to protecting our ships, crafts

and harbors from attacks. Ships, military or civilian vessels, are essentially an extension of
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a state’s territory. The fact that they carry flags of their country are an additional reason

as to why maritime security is so important. The flags are potential terrorist targets [2 ].

1.2 The Problem

Counter Unmanned Aerial System (C-UAS) systems development and fielding has greatly

accelerated over the last several years to protect against all classes of Unmanned Aerial

System (UAS) threats. Integration of the detection and tracking systems, the engagement

systems, and other portions of the kill chain including command and control (C2) is ongoing.

A significant concern is that the majority of these developments are designed for defending

ships at sea. Most of these technological advances cannot be used within restricted waters

or in port, foreign or domestic, due to the potential of high collateral damages.

The problem addressed by this project is the lack of effective C-UAS defense for high value

units from the threat of weaponized unmanned aerial vehicles (UAV) while moored pierside

with minimal detection and countermeasures available. There is an emerging area of need

for a system-of-systems (SoS) architecture that can incorporate shore and shipboard C-UAS

capabilities as well as an effective last line of defense strategy. Until that SoS architecture

is in place, something else must be implemented to enhance the C-UAS capabilities of the

security forces or the typical Navy watch stander.

1.3 Significance

The harbor or port security mission is a significant application in the spectrum of mar-

itime security. Warships, military craft, cruise ships, and maritime infrastructure are key

assets that not only represent our maritime heritage, but our economic way of life.

Local anti-aircraft defenses are essentially non-existent these days. The air raid threat no

longer exists based on the assumption of the guarantee of air superiority. This is no longer the

case, due to the increased interest and advancements in unmanned technologies. Numerous

technological advances have been made to attempt to counter the threat of UAVs, however

these countermeasures consist of, but are not limited to steady state lasers, electronic at-

tack/warfare (jamming or spoofing), and kinetic methods, all of which have a significantly
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high probability of collateral damages to the immediate environment. While this is not nec-

essarily a problem when at sea on the open oceans, it is a serious concern within foreign and

domestic ports of call or military bases. Essentially, countermeasures have been developed

that simply cannot be used in port.

1.4 The Purpose

The purpose of this project is to address the lack of effectiveness of currently available C-

UAS defenses, to identify the gaps in the current defense in depth protocols, and to determine

the feasibility of an enhanced last line of defense countermeasure to protect vulnerable HVUs

pier-side.

When afloat and at sea, high value units such as destroyers, cruisers and other surface

combatants have their full arsenal at which to wage war against enemies. Ships at sea are

equipped with the latest technology, optimized manning, and are ready for action. Their

radars and sensors are operational and their weapons are uploaded. Ships in port are the

exact opposite. When afloat pierside, ships may only have onboard one third of the ships

compliment, with all radars and sensors offline and all weapons systems downloaded. The

import duty section and topside watchstanders are responsible for the safety and security of

the ship.

This research will attempt to give the ship and crew a fighting chance against threat

UAVs by enhancing the watchstanders’ accuracy and performance immediately. Waiting

until a new, advanced technology, such as lasers, dazzlers, and the like, will take years to

develop, implement and install on bases. The watchstanders need help now.

1.5 Research Questions

The research questions for this study include the following:

• Given a hypothetical system-of-systems (SoS) detection and alert architecture, can

an advanced fire-control technology, installed on currently in-place, standard-issue

weapons, enhance shipboard C-UAS defense capabilities and watch stander perfor-

mance, accuracy, and effectiveness?
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Specific research objectives include:

• Establish the framework and determine the metrics required to provide the response

necessary to successfully defend a high value unit (HVU) positioned on a naval in-

stallation from an autonomous, weaponized small unmanned aerial vehicle (sUAV)

attack?

• Effectively develop a simulation model with applicable metric(s) to determine how an

enhanced, fire control system integrated onto existing weaponry could improve existing

watch stander performance.

• Efficiently interpret the data to support or oppose the system’s capability for successful

C-UAS defense in future applications and strategies.

1.6 Assumptions

The assumptions for this study include the following:

• The data gathered from the UAV industry, from the Department of Defense (DoD),

and from research teams will be accurate when discussing current characteristics and

capabilities of the UAV/C-UAS technology in place.

• The use of an agent-based modeling simulation will accurately depict the expected

conditions and environment of domestic or foreign port of call.

• The environmental norms will be based on an area or a location to be defined later,

and will be an accurate average based on a given time frame.

• The use of data from prisons, cruise ship terminals, and airports will be a basis for the

model’s physical location and description during this research based on their similari-

ties.

1.7 Delimitations

The delimitations for this study include the following:
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• Threat aircrafts modeled will consists of quad-copter type sUAS, not fixed wing.

• Threat aircrafts modeled will consist of suicide attack aircraft, not missiles-carrying or

grenade-launcher attachments.

• This study will only model one geographic map or harbor for testing mitigations.

• This study will only model a ship pierside, and therefore will not test the effectiveness

of standard at-sea weaponry.

1.8 Limitations

The limitations for this study include the following:

• Due to the classification levels of information concerning Department of Defense,

United States Naval Ships, and United States Naval Shore Installation capabilities,

the researcher is unable to run the model in a classified environment using classified

numbers for inputs.

• Probability of detection for sensor systems and probability of kill for weapons will be

assumptions.
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2. REVIEW OF LITERATURE

The general set of concepts to relative to this research are grouped into three main sections:

the taxonomy of maritime threats, the current state of C-UAS technology, and lastly the

current state of DoD C-UAS defense capability and strategy. The taxonomy of maritime

threats includes the threat types, threat scenarios, and threat locations. The second section

discusses the current state of C-UAS detection systems and mitigation methods. Lastly, the

DoD C-UAS defense technology section pertains to the strategies, platforms available, and

an overview of the sensor modalities and mitigation techniques currently used on or under

development for vessels and at naval installations.

Many surveys have been conducted in the past three years that have significantly de-

scribed the key technologies of UAV and subsequent C-UAV systems. H. Kang et al. [9 ]

consolidated 343 references into a comprehensive paper that sufficiently details this topic.

Arthur Holland Michel [10 ], [11 ] has additionally provided two in-depth reports on counter-

drone systems that consist of the open-source research of reports, testimonies, manufacturer’s

information and much more. These documents provide a wealth of information that will be

cited throughout this review of literature.

2.1 Taxonomy of Maritime Threats

Threats to maritime security come in various shapes, sizes, and colors. Radu et al [2 ] de-

scribed categories pertaining to actual actions, to include terrorist attacks, bomb or hostage

scenarios, piracy, trafficking of people or forbidden substances, and even threats to the envi-

ronment. The vastness of the physical layouts of harbors or ports, the population’s access to

these areas, and the inability to monitor everything yields many openings and opportunities

for terrorist plots, actions, and threats. Lastly, some of the most probable threat capabilities

come from either divers, fast ships or small boats, mines, or other unforeseen attackers [2 ].

Muller and Brooks [12 ] took the discussion a step further and described detailed scenarios

where these attacks may take place. Scenarios to be discussed include targets such as military

ships, cargo ships, oil tankers, but are not limited to ships. Maritime infrastructures such

as piers, warehouses, pilings and even the channels themselves are subject to dangerous

18



and illegal activities. Locations of these scenarios include above and below the waterline

by coordinated attacks, divers, swimmers, small boats, or even unmanned delivery vehicles

capable of carrying significant payloads. Additionally, Muller and Brooks [12 ] did not rule

out attacks from airborne adversaries and other types of conventional weaponry. It is this

the threat of airborne adversarial attacks that will be discussed in this research.

2.1.1 Threat UAS

The small unmanned aircraft systems (sUAS) field continues its rapid development of

new technology, thereby creating new, exciting, and readily accessible applications for hob-

byists, commercial industry, and military users [9 ], [13 ], [14 ], [15 ]. The advancement in

computing power and the miniaturization of components has improved the functionality for

legitimate applications across the globe [14 ]. These legitimate applications include uses such

as agricultural applications, disaster management, photography and movie films, and simple

recreational fun [9 ], [13 ], [14 ], [16 ].

The improvement on legitimate sUAS applications simultaneously creates new risks and

the potential for state, non-state, and nefarious actors to utilize drones for operations that

could be hazardous to not only Department of Defense (DoD) personnel and facilities, but

also to airports, prisons, nuclear facilities and other components of critical infrastructure

[13 ], [14 ], [17 ], [18 ].

Examples of nefarious or negligent sUAS applications include, but are not limited to the

following:

1. harassment and protest of German Chancellor Merkel in 2013 [9 ] ;

2. accidental crash-landing of DJI quadcopter on White House lawn in 2015 [9 ], [14 ];

3. radioactive sand carrying drone from Fukushima nuclear power plant in 2017 [9 ];

4. assassination attempt of Venezuelan President Maduro in 2018 [9 ], [14 ];

5. rogue drones interrupting airport operations [9 ];

6. contraband delivery drones in prisons [9 ], [14 ];
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7. explosive-carrying drones in the Middle East [19 ].

There are multiple factors that go into how threatening a sUAS can or will be. These

factors include the skill and competency of the user, the type and purpose of sUAS being

utilized, and the method at which the sUAS is being guided or controlled. The continued

review will address these factors.

The threat from which to model for this research is assumed to be a threat that is

impervious to most current C-UAS methods. The price will be within reason, however it is

assumed that the user has access to advanced technology with a high level of knowledge in

all things regarding autonomous flight behavior, software understanding, and weaponry.

UAV Threat Operator Skill Level

The drone operator’s skills and overall level of knowledge have been categorized multiple

times. Humphreys [20 ] breaks operators down into two main categories: Sophisticated and

Unsophisticated operators. These unsophisticated operators have the minimal operational

experience or knowledge and may inadvertently violate air space restrictions and no-fly

zones, resulting in accidental trespassing. Additionally, unsophisticated operators could

slightly modify drones to intentionally violate rules and regulations and even trespass. The

sophisticated operators, on the other hand, have the capability to piece make UAVs and

manipulate the internal components of the drone, rendering it possible to make sophisticated

and intentional intrusions [20 ]. It is the sophisticated operator that will be addressed and

analyzed in this study, with their ability to potentially weaponize a drone.

Another categorization of threat operator skill level has four categories. Mike Hopmeier

of Unconventional Concepts, Inc. described these four levels in Washington, DC in 2016 as

follow [21 ]:

1. Level I (“Christmas morning”)

These operators consist of individuals that simply purchase a drone off the internet,

insert a battery, and start flying. These are the most common types of operators and

the price point is relatively low, entry cost being a few hundred dollars or less. These
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operators could be placed into the negligent or reckless operator category and still

create potential risk [13 ], [21 ].

2. Level II (“13 year old son”)

These operators consist of individuals that have slightly more advanced capabilities and

could be considered hobbyists. The operators purchase parts from the internet and

integrate their own knowledge into manufacturing drones, similar to model building.

There is no real understanding of the science or the engineering, and the price point

ranges from hundreds to thousands of dollars. Not necessarily considered threats,

however they could still fall into the negligent or reckless operator category when near

air, land, and maritime domains [13 ], [21 ].

3. Level III (“Dr. Evil”)

These operators actually design, build and test new capabilities and have an in-depth

knowledge of multiple technical fields. These operators a technically-sophisticated and

not necessarily limited to commercial available components and parts. If persuaded,

these operators have the potential to be nefarious [20 ], [21 ].

4. Level IV (“Axis of Evil”)

The last level consists of operators from state or non-state actors and possibly terror-

ists. These operators are easily considered major strategic and national security threats

based on their potential to weaponize drones for kamikaze-style attacks against sensi-

tive targets. This is a significant problem and consists of the operator that this study

intends to focus on [20 ], [21 ].

The sophisticated, Level IV (Axis of Evil) operator utilizing a sophisticated drone is the

significant problem that this study intends to address.

UAV Threat Types

Yaacoub et al. [22 ] provided a security analysis of drone systems in 2020 that classified

drones into three main types. These types of drones are categorized based on their flying
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mechanisms, whether it be multi-rotor drones, fixed-wing drones, or hybrid-wing drones.

These classifications are described below:

1. Multi-Rotor Drones, or rotary-wing drones, perform vertical take-off and landings sim-

ilar to helicopters. These drones have both advantages and disadvantages. While they

have the ability to hover and maintain a constant cellular coverage over a fixed location,

they lack advanced mobility and do not have extended stay times [22 ], [23 ].

2. Fixed-Wing Drones are either runway/catapult launched or hand-tossed and are sig-

nificantly more energy efficient than other types of drones. Instead of hovering, these

drones flying mechanism is that similar to airplanes and have the ability to glide.

Advantages include high speeds, while disadvantages include landing and take-off ca-

pabilities and pricey internal computer configurations [22 ], [23 ].

3. Hybrid-Wing Drones are essentially combinations of the previous classification types.

These drones have the ability to both glide and hover, thereby combing the two ad-

vantages of the previous types: ability to travel fast and ability to maintain hover [22 ],

[23 ].

UAV Threat Control

Yaacoub et al. [22 ] provided a security analysis of drone systems in 2020 that classified

UAV controlling methods. UAV can be controlled remotely, autonomously, or a combination

of the two, and fall into three main categories. These categories are described below:

1. Remote Pilot Control is as simple as it sounds. The operator uses some sort of con-

troller, which can consist of anything from a store bought remote, to a cell phone, to

a laptop or tablet. The operator, or pilot, uses the controller and is responsible for

every maneuver the remote piloted aircraft (RPA) makes [22 ].

2. Remote Supervised Control is a hybrid version of the Remote Pilot Control. The

operator, or pilot, has the ability to intervene when necessary. However, the drone

utilizes adaptive automation, meaning that UAV can perform missions independently
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of human control or interaction. Way-point or GPS/GNSS guidance enables the UAV

to follow pre-programmed routes [22 ].

3. Full Autonomous Control is the final category and consists of mission operations with-

out any human intervention. This is known as system static automation and allows the

device to make decisions independent of human control or interaction [22 ]. This par-

ticular controlling method is largest concern for the researcher and will be addressed

further throughout this study.

Demirhan et al [24 ] developed a camera-based positioning system that automates the

landing process for quad-copters. While harmless research and definitely the future of parcel

delivery, this type of functionality creates risks and opportunities for nefarious actors to ma-

nipulate and weapons drones that could now operate independently, while being impervious

to standard mitigation methods to be discussed in later sections [24 ].

2.1.2 Maritime Threat Scenarios

The threat scenarios, detailing how and where an actual attack may take place, were

described by Muller [12 ] in 2010. These possible threat scenarios are summarized in the list

below.

• Surface attack via suicide boat or truck;

• Surface attack via coordinated small boat swarm attack;

• Surface attack via rocket propelled grenade from a unmarked vessel;

• Subsurface attack via diver with improvised explosives;

• Subsurface attack via swimmer delivery vehicle;

• Subsurface attack via unmanned vehicle;

• Subsurface attack via mines;

• Kamikaze attack via small manned aircraft;
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• Kamikaze attack via unmanned small aircraft.

• Coordinated air attack by small unmanned aircraft launched from berthed or anchored

ship;

These threat scenarios are not limited to ships inside the harbor, but could also be used

on pilings and quays in port, or potentially on the hulls of ships at anchor outside the harbor

[25 ]. These categories and attack scenarios must be broken down further by describing the

actual threat types that are potentially carrying out these actions.

UAS Threat Scenarios

Enemy unmanned vehicles pose a significant threat to many aspects of maritime security

and safety. Not only can they potentially deliver payloads to inflict damage themselves, but

they can be used to study, research, and gather data in efforts to properly plan for such an

attack. Multiple penetrations by unmanned surveillance crafts ensure that enough data is

gathered and analyzed to pull off a successful attack by knowing the assets routines [26 ].

Unmanned vehicles, from any medium, are just as effective to terrorist groups or orga-

nized crime networks as they are to security industries as they do have potentially significant

advantages. Unmanned vehicles provide criminals or terrorist groups with these advantages

as described by Patterson [26 ] in 2010:

• stand-off distance for potential targets;

• significantly outnumbering via swarm attacks;

• the ability to deploy unmanned vehicles at varying times to distract and overwhelm

authorities;

• small size and relatively cheap to produce;

• flexibility to change the plan during the attack.

Unmanned vehicles could easily carry enough explosives to inflict enough damage or fear.

Weaponizing smaller unmanned surface crafts or UAVs could cause serious damage to the
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actual assets or simply cause an economic chain reaction based on fear of what could be

next. The assets do not have to be warships or cruise ships or cargo ships, they could be

critical infrastructure or anything that throws off the normal, everyday routine of the harbor.

Additionally, the size of explosive payload depends on the size of the vessel being used. Using

a remote controlled small boat could render huge damages based on the amount of C-4 or

radioactive material it can carry, as to where a weaponized UAV would carry a significantly

smaller payload [26 ], [27 ].

2.1.3 Maritime Threat Locations

Harbors and ports, both military and civilian, require constant supervision and security

due to the nature of their high value units. Military ships and structures are normally

protected somewhat separately from the rest of the harbor and civilian traffic. Non-military

bases, harbors or ports also have high value units, to include cargo ships and cruise ships,

both of which require open water protection [28 ].

Figure 2.1. Typical layout of port authorities control center [29 ]

The physical layout of a harbor or port differs from place to place. These ports are

monitored by port authorities as seen Figure 2.1 in a control station [29 ]. Generally speaking,
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they consist of a large area of water with a multitude of maritime infrastructure platforms,

to include piers, dock, warehouses, boat launches, etc. These structures represent multiple

businesses, properties, and boundaries. The harbor surface has been physically characterized

by Radu [2 ] as follows:

• Perimeter boundary fences;

• Access control points;

• Infrastructure (transport, communications, public utilities, maritime flow command

and control installations, etc.);

• Harbor basin;

• Berths (operative and technical) providing the ship-port interface (with a maximum

admitted tonnage at berths, maximum depth at berth determines a certain operation

capacity, which in turn determines which ship types are admitted);

• Banks protecting the berths against sea waves;

• Port operators providing various services (pilotage, towing, berthing and releasing

ships, supply, operation);

• Merchandise storage.

The common maritime infrastructure as we know it is vulnerable to a wide array of

threats. The vastness of the physical layout, the population’s access to the area, and the

inability to monitor everything leaves many openings and opportunities for terrorist plots,

threats, and actions [2 ]. For these reasons, maritime security must continuously be analyzed

and plans must be further developed to ensure security.

This paper has primarily addressed only the harbor makeup during times of least vul-

nerability. Maritime security does exist, and it exists with a layered defense. Warships in

particular, are well protected. Normally within a harbor there will be a navy base that has

its own protective services. Restricted waters, sectioned off from the civilian population, are
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Figure 2.2. An example of harbor or channel traffic[29 ]

usually protected by multiple security boats patrolling inside a fixed or movable barrier and

marked as such on paper and electronic charts.

However, there are times when even warships and crafts are vulnerable. These times of

heightened vulnerability were addressed by Muller [12 ] in 2010 and are listed below:

• Berthed in harbor;

• At anchor;

• During an in-harbor evolution;

• Leaving or entering the harbor;

• In confined passages like a channel.
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Additionally, the majority of this document has discussed the maritime attacks from

threats taking placing within the confines of harbors, ports, and inland waterways. However,

maritime threat locations are not limited to these areas. Unmanned surface vessels could

also be used to thwart maritime threats in other areas of vulnerability outside the harbor

and coastal waterways. Rivers, straits, vital choke points, and near shore littorals also pose

as potential targets for maritime security threats.

Straits and Choke Points

Three particular straits or choke points come to mind when considering vulnerability

to maritime security and potential attacks: The Strait of Hormuz, the Strait of Malacca,

and the Bab-el-Mandeb Strait. These three straits are critical ”pinch points” that shipping

uses to transit extreme quantities of oil and natural gas everyday from the Middle East [30 ].

These straits are extremely vulnerable to terrorist attacks.

The Strait of Hormuz is the jumping off point for oil transportation from the Middle

East. Roughly 17 million barrels of oil transit this strait daily [30 ]. From there, the shipping

diverges to either the Bab-el-Mandeb Strait and the Strait of Malacca.

The Bab-el-Mandeb Strait, from Stevenson [31 ] in 2018, links the Gulf of Aden to the

Red Sea. From the Red Sea, shipping transits the Suez Canal to enter the Mediterranean Sea

and beyond. The Strait of Malacca is the major path through which the Far East relies on

for oil transport. Shipping transits the Indian Ocean and proceeds to the Strait of Malacca

and onward to support economic powerhouses such as China [32 ], [30 ].

Littorals

The littoral waters, or those waters just off a state’s coast or shore line, also require

maritime security measures. Littorals, as well as straits and choke points, are vulnerable

to many types of threats, some only mentioned briefly in this paper. Littoral waters just

off coastlines are challenged to defend against piracy, smuggling, drug trafficking and mine

warfare in the maritime security spectrum [6 ].
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Many countries continue to attempt to counter terrorist activities in their littoral waters

[32 ]. These littoral threats could be another opportunity for unmanned surface vessels to

prove their worth. By successfully employing unmanned surface vessels, these unique threats

could easily be neutralized while minimizing the threat to humans [28 ].

2.2 C-UAS Technology

The rapid expansion of the UAV market has unfortunately resulted in the need to rapidly

expand the C-UAS market. The nefarious actors have the capability to cheaply perform ma-

licious acts based on the commonality of inexpensive UAV components and the increasingly

accessibility to potential explosive materials [9 ]. The C-UAS technology is rapidly develop-

ing to counter the weaponized threat, but unfortunately there is no ”silver bullet” to thwart

the offenders.

C-UAS technology can be loosely broken down into three categories, consisting of detec-

tion or sensing systems, mitigation or interdiction systems, and integration or command and

control (C2) systems [9 ], [11 ].

2.2.1 Detection and Sensors

Detection systems consist of both active and passive sensors used to gather changes in

the environment from sound, radio, and light waves. Acoustic, radio-frequency (RF), radar,

electro-optic/infrared (EO/IR), and light detection and ranging (LiDaR). Additionally, S.

Park et al. [33 ] and S. Siewert et al. [34 ] proposed system that combine sensors utilizing

radar, EO/IR and acoustic data respectively. Figure 2.3 from Kang et al [9 ] shows applicable

detection characteristics.

Acoustic

Acoustic sensing systems passively uses microphone or microphone arrays to detect the

presence of drones and estimate the direction of arrival [35 ]. These systems convert sound

waves to electrical signals that can be used to not only detect the presence of drones, but quite

possibly identify the type of drone based on the acoustic signature. Often the motors produce
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Figure 2.3. Sensor and Detector Characteristics [9 ]

sounds that can be recognized and many systems attempt to gather the signatures of drones

and place them into a database or library [11 ]. The libraries can be used to not only detect

the drone, but attempt to classify them for potential threat analysis and mitigation efforts.

While simplicity of microphones and pressure transducers can be beneficial, the limitations

include their dependence on weather, ambient noise, and detection range. Additionally ,

the drone libraries and databases do not have the ability to distinguish all types of drones.

These libraries could have difficulties classifying drones in their libraries if they have been

altered or are carrying a payload, altering the acoustic signature [9 ], [11 ], [14 ].

Electro-optical and Infrared

Electro-optical and infrared (EO/IR) devices passively detect light waves via EO sensors

or heat signatures via thermal cameras that can be utilized in either daylight or at low-light

conditions. These sensors have the ability to give either visual images or thermal images of
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drones in flight and can be assisted by computer-vision technologies [11 ]. The limitations

of this type of detection consist of degraded performance during poor weather conditions or

based on background temperatures. Also, the images provided are two-dimensional (2D),

limited by line of sight (LoS) and the horizon, and require multiple cameras and sensors

to improve the quality and multi-directional detection [9 ]. F. Christnacher et al. [36 ] have

developed a combination acoustic and optical detection system can better enhance the overall

picture better than simply one detection source alone.

Radio Frequency

Due to their low computational complexity and relatively easy implementation, radio-

frequency (RF) sensors are quite common in all drone detection and mitigation systems. RF

sensors passively gather the electro-magnetic (EM) signals and scan for frequencies passed

between the drone and the remote controllers [11 ]. The operators use the EM from the drones

for data transfer and maneuvering capabilities. While simple to implement, RF sensors are

limited based on their inability to determine range, their poor target detection reliability,

high false alarm rates, and the environment’s EM interference [9 ].

Radar

Traditionally designed to detect large manned aircraft at high speeds, radar systems are

now being used to attempt to identify drones and their small radar cross-sections (RCS) and

slower speeds [9 ]. Radar is an active process that consists of sending pulses of radio frequency

(RF) out towards and object and measuring the reflected signal returns [11 ]. Radar has the

ability to utilize Doppler signatures to detect the presence of drones via false alarms such

as birds. The system has a longer range than LiDaR, however clutter is a problem. Other

limitations include degraded performance for low altitudes and low speeds [9 ].

LiDaR

LiDaR sensors provide high-resolution and 3D detection in complex backgrounds. It

mirrors radar in application except that it utilizes laser light vice radio frequency. This
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Figure 2.4. Mitigation and Interdiction Characteristics [9 ]

method of detection is limited in range, is expensive, and is severely limited during almost

any negative weather situation. Additionally, line of sight (LoS) is required [9 ].

2.2.2 Mitigation and Interdiction

Mitigation, some cases referred to as interdiction, consists of intervening in the flight path

or mission of threatening sUAS [14 ]. Mitigation methods consist of either physical or non-

physical systems that utilize the EM/RF spectrum, a physical approach, or a combination

of the two [9 ], [11 ] in an attempt to deny the drone access to vital locations. Kang et al [9 ]

described mitigation and interdiction characteristics and are shown in Figure 2.4 .

Non-physical interdiction requires no physical contact. These methods consist of, but are

not limited to RF jamming, global positioning system or global navigation satellite system

(GPS/GNSS) jamming, spoofing, and directing energy [9 ], [11 ]. While these interdiction

methods are considered non-physical, they are not entirely low regret. Removing the radio
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frequency links or other communication capacities can cause the drone to operate in a manner

that the mitigator or the drone operator was not expecting. These operations could result

in hovering until battery drain, return to home (RTH) over potentially secure facilities, or

simply landing/crashing in an undesirable location. These non-physical methods will be

discussed throughout this study, weighing both pros and cons.

RF Jamming

RF jamming breaks the communication chain between the sUAS and its operator. This

can be completed by multiple methods consists of spot jamming, sweep jamming, or barrage

jamming. These methods vary the way that the disruption or disabling occurs. Once the

link between the operator and the drone is removed, the drone will complete one of a hand-

ful of preset responses, which can include hovering until frequency regained, perform RTH

response, or landing in place [9 ].

RF jamming is an effective way to mitigate standard, commercial-off-the-shelf (COTS)

drones being used by inexperienced or negligent operators. However, RF jamming should

be considered ineffective against semi-autonomous and fully-autonomous drones that follow

waypoint guided routes via GPS/GNSS.[9 ].

GPS/GNSS Jamming

Similar to RF jamming, GPS jamming disrupts the communication link between the

drone and its controlling station. This time, however, the controlling station is via a satellite

link that the drone uses for navigation. Sever the link, the drone should again perform

certain responses, to include landing, hovering, or performing a RTH functions [10 ].

While effective against the jamming satellite signals, GPS jammers are vulnerable to

drones that possess additional customizations. These customizations can include inertial

measurement unit (IMU) sensors and could navigate based on encrypted signals [9 ]. Many

mitigation and interdiction systems utilize a combination of RF/GPS jamming capabilities.
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Spoofing

Spoofing enables a mitigation or interdiction system to gain access to and take control

of the sUAS. Also known as protocol manipulation, spoof is performed for the purpose of

removing the drone from a secure or protected area [11 ], possibly with or without the operator

knowing that it has happened. Spoofing is completed via hijacking either the RF or GPS

link, and either manually operating the drone with fake RF signals, or entering spoofed GPS

coordinates that the drone and operator unknowingly follow [9 ].

Spoofing is a great way to exploit the vulnerabilities of various sUAS systems, however

the technology required to perform this function must be solid. Much analysis and knowledge

of the operating systems is required to not only hack into the drone’s systems, but then be

able to safely control, guide, or remove the threat from a potentially threatening situation

or protected area [9 ].

Directed Energy

Directed energy toes the line between non-physical and physical mitigation. While tech-

nically under the non-physical category, directed energy can physically alter, burn, and

destroy a drone. The directed energy category consists of lasers and high power microwaves

or electro-magnetic pulses [9 ].

Lasers consist of both high-power and low-power varieties. Low-power varieties, often call

dazzlers, have the ability to disrupt the EO/IR sensors, cameras, and components, rendering

that capability useless. High-power lasers, utilizing extremely large amounts of energy, have

the capability of burning holes through sensitive components of a drone and causing crash

landings [10 ]. Lasers, however, perform poorly in adverse weather conditions, require both

accuracy and time on target, are a significant investment in time and research [9 ].

High-power microwaves (HPM) and electro-magnetic pulses (EMP) have the ability to

impair the electronic components of a drone, disabling them. HPMs fall into two categories,

narrow-band and wide-band EM waves. Narrow-band waves are extremely powerful and

result in internal failure of the drone and ultimate crash landings. Wide-band waves consist
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of short pulses of energy that may not produce as high of a lethality rate as the narrow-band

waves. These methods require accuracy and appropriate equipment to perform correctly [9 ].

Kinetic

Kinetic, or physical mitigators, are the exact opposite of non-physical mitigators. These

kinetic mitigators require effective, accurate, and lethal physical interactions with the drone

to neutralize or destroy the threat. There are multiple methods in use, many more in

development, and consist of projectiles, nets, collision-UAVs, and even birds of prey [9 ], [11 ].

C-UAV UAVs are an effective way to mitigate threat sUAVs. These mitigators have

the ability to dogfight with threatening drones, can perform collision-type mitigations, can

launch or drag nets and entangle the rotors of the threat UAV [10 ], [37 ], and can even launch

projectiles to destroy the drone.

Projectiles, such as machine guns, munitions, mortars, or guided missiles can be employed

to destroy drones, however these techniques require accuracy and precision and have a high

cost rate, and a high risk of collateral damage if used incorrectly [9 ], [10 ].

Eagles or other birds of prey can be used as kinetic means to disable drones. These eagles

must be highly-trained and are susceptible to injuries. Additionally, they move slower that

other kinetic mitigators [9 ].

2.3 Department of Defense C-UAS Strategy

In November 2019, based in response to the challenges created by the emergence of

sUAS and the associated risks, the Secretary of Defense (SECDEF) placed the Secretary

of the Army (SECARMY) as Executive Agent for C-UAS across all activities within the

DoD. This appointment enabled SECARMY to establish the Joint C-sUAS Office (JCO) to

specifically address all challenges and direct C-sUAS activities. In this role, the JCO will

develop a holistic strategy for countering sUAS threats and hazards, streamlining the efforts

already in progress by the service branches [13 ]. The Department of Defense’s Counter-Small

Unmanned Aircraft Systems Strategy [13 ] provides Figure 2.5 below.
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Figure 2.5. C-sUAS Unity of Effort Matrix [13 ]

2.3.1 Afloat Strategy for Ships

Navy surface combatants are more than capable of defending themselves against enemy

threats. These warships are battle-tested and continue to adapt to the ever-changing tech-

nological revolutions going on in advanced warfare and weaponry. That being said, there

are concerns about the survive-ability of surface ships during a conflict with a near-peer

adversaries with advanced weaponry, to include a surplus missile inventory, drone or swarm

strategy, and the opportunity [38 ].

There are concerns regarding the size of naval ships, the distribution of naval ships in the

fleets, and the danger of operating in waters where adversaries have the ability to overwhelm

air defense platforms with missiles and sUAS. Additionally, the defense of surface ships is

limited by the depth of magazines and by extremely unfavorable cost exchange ratios [38 ].

The enemy must simply have one more drone that the defender has missiles, birds, lasers,
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etc. Similar to challenges presented to the commercial C-UAV market, sUAVs are relatively

cheap and C-UAV systems are expensive and always one step behind the threat. Trading

million-dollar missiles for thousand-dollar drones will bankrupt a country.

These concerns have caused the Navy to find a way to extend the depth of magazines

and lessen the tab per shot required to counter missiles and sUAVs. The significant efforts

to employ high-energy steady-state lasers (SSL) onboard Navy ships is coming to fruition.

The Navy is attempting to combat threat UAVs by multiple methods to include, but not

limited to dazzling intelligence, surveillance, and reconnaissance (ISR) sensors, to physically

destroying sUAVs or small boats, and potentially even using lasers for countering enemy

missiles [38 ].

Shipboard Systems in Development

Many current systems onboard United States Navy’s surface ships are more than capa-

ble of combating a threat from sUAVs, but there is a significant gap in the capabilities and

questions regarding whether or not they should be used for that purpose [39 ]. The Navy

currently has three lasers in production and with attempts and trials onboard Navy ships

happening at this time. These three more-capable lasers include the Solid State Laser Tech-

nology Maturation (SSL-TM) effort; the Optical Dazzling Interdictor, Navy (ODIN); the

Surface Navy Laser Weapon System (SNLWS) Increment 1, also known as the high-energy

laser with integrated optical dazzler and surveillance (HELIOS). These three efforts above

are included in what the Navy calls the Navy Laser Family of Systems (NLFoS) effort and

will be discussed in greater detail below. [38 ].

SSL-TM

The Navy’s Steady State Laser- Technology Maturation (SSL-TM) Program has provided

the fleet with a new capability that can combat UAV at sea without utilizing the traditional

weapons used to defend the ship. The use of traditional ship self-defense weapons such as

the Close-in Weapons System (CIWS) and Standard Missiles (SM) are not recommend for

use against drones due to the unfavorable cost exchange and due to the depth of magazines
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Figure 2.6. Steady State Laser- Technology Maturation Components [38 ]

onboard the ships. SSM-TM has the potential to be the go-to weapon against asymmetric

threats, such as sUAS, small boats, and other ISR threats [38 ]

The 150-kilowatt weapon was installed onboard USS PORTLAND (LPD 27) in 2019 and

has successfully disabled a UAV during an at-sea test in 2020. The platform and program will

inform future acquisition strategies, system designs, integration architectures, and fielding

plans for laser weapon systems [38 ]. Figure 2.6 is a graphic describing SSL-TM components

from O’Rourke [38 ].
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Figure 2.7. ODIN onboard USS DEWEY (DDG 105) [38 ]

ODIN

Unlike SSL-TM, Optical Dazzling Interdictor, Navy (ODIN), is a laser dazzler that de-

grades the ISR capabilities of UAVs. This is not a weapon that disables or destroys a drone.

This system degrades or scrambles the optical sensors of a sUAV, thereby rendering it useless

for its intended use. Without the ability to gather intelligence, navigate, or target, the threat

UAV will loses its way and ultimately crash [38 ].

ODIN was installed aboard an active destroyer, USS DEWEY, DDG 105, in 2019 as

seen in Figure 2.7 by O’Rourke [38 ]. This system is the first operation deployment of a

laser dazzle as a stand-alone system. This program will also inform the leaders for future

acquisitions and C-UAS strategies [38 ].
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HELIOS

The Surface Navy Laser Weapon System (SNLWS) Increment 1, also known as the high-

energy laser with integrated optical dazzler and surveillance (HELIOS), is somewhat of a

combination of both SSL-TM and ODIN. HELIOS is currently focused on fielding a high-

energy laser and dazzler integrated system. The ability to both dazzle and destroy sUAV,

small boats, and ISR sensors solves issues with the capability gaps of current onboard systems

[38 ].

One significant difference with this program and weapons system is that it is integrated

into current shipboard combat systems. The fact that it is not a stand alone system ensures

that the combat identification and battle damage assessments can give commanding officers

a better picture of the current battle situation and enable them to make educated decisions.

The expected delivery of the HELIOS system to the fleet will be late 2021 onboard an

operational DDG-51 Class Destroyer as shown in Figure 2.8 by O’Rourke [38 ].

2.3.2 Ashore Strategy for Ships

The majority of this study will be conducted determining the ashore strategy for ships

in port. At the present time, there are not many options for watchstanders onboard naval

vessels while pierside. Small arms, such as M4 rifles, 12 gauge shotguns, and 9mm Beretta

handguns make up the standard arsenal available for import duty watchstanders.

M4

The standard M4 service rifle is the long-range weapon of choice for top-side watch-

standers onboard US Navy vessels. The effective range of this rifle is 500 - 600 meters.

Standard shooters can expect to successfully engage targets from 25 - 300 meters, while

military personnel with adequate marksmanship training should be capable of reaching out

and touching something at closer to 600 meters, given the right environmentals [40 ]

This rifle has multiple modes of operational fire, to include semi-automatic mode, three

round burst mode, and automatic mode. The M4 is fairly lightweight, especially when
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Figure 2.8. HELIOS System on DDG-51 Destroyer [38 ]

compared to its predecessor, the M16. Multiple configurations and attachments can be

installed, to include optics, illuminators, and the fire-control systems, to be discussed in the

next section [40 ].

Smart Shooter - SMASH

An Israeli-based company named Smart Shooter has successfully created SMASH, a

state-of-the-art fire-control system that can mount on to standard weapons to significantly

improve the successful engagement of hard to kill drone threats. The system is designed to

improve watch stander accuracy and minimize collateral damages to friendlies and civilians

alike [41 ].

Functionally, the system operates by gaining a fire control solution and firing when ready

to ensure a ”one shot, one kill” solution. The watch stander will gain the threat in the

41



Figure 2.9. SMASH [41 ]

detection system and pull the trigger. A piston holds the trigger in place until a correct

solution can be processed. Upon confirmation of a believed-successful mitigation, also known

as ”locking on,” the piston clears, enabling the trigger to be pulled, thereby firing the rifle

[41 ].

In 2020, the US Army and Secretary of Defense conducted supervised live fire testing of

the Smart Shooter technology [42 ] and later announced that they had selected the system

as an interim C-UAS moving forward based on previous assessment results. Smart Shooter

technology was one of three dismounted or handheld systems selected in an attempt to

further develop the a systematic defense against threat UAVs [43 ].

A goal of this study is to determine the effectiveness of low-regret, low collateral damage

weapons to arm watchstanders with in order to protect the ship with little to no time to

react. The Israeli company Smart Shooter has a fire-control system that enables small arms

to become more effective via their proprietary target acquisition and tracking algorithms.
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Figure 2.10. SMASH Data [41 ]

These solutions potentially give watchstanders the ability to maximize effectiveness during

time-critical situations and can easily be implemented onto existing Navy weapons.

Other options for import ship self-defense include potentially novel ideas, to include but

not limited to shoulder/hand-held RF devices, confetti cannons, water jets, camouflage,

Mylar netting with weather balloon or projectile assistance.
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Installation/Base Systems

Navy bases and installations currently do not have the capability to defend against sUAS

effectively. Commercially available sUAS are a significant threat to military bases in the

United States and abroad. Military bases are not prepared to combat these threats simply

because they bases were not designed or prepared for such an asymmetric threat. Long gone

are the days of anti-aircraft weapons due to the fact that our bases maintain air superiority.

That may not be the case anymore with the emergence of sUAS [44 ].

The fact that there is no ”silver bullet” to combat sUAS threats requires a layered defense,

or defense in depth [44 ]. Geo-fencing is a preventive measure currently used at naval bases,

airports, and prisons, but it is easily defeated an should not be considered as effective. It

is a deterrent to negligent and accidental access at best. Improved detection, organized

command and control systems (C2), and cost-effective mitigation or interdiction techniques

must be utilized to extend the perimeter of any base or facility [45 ].

Naval bases and installations typically have either security towers or air traffic controlling

towers with which the base can have an understanding of what is going on in the air space.

This is either used to control, protect, and safely operate aircraft. These systems are not

prepared or capable of defending or protecting the operations, facilities, and personnel from

sUAS threats without a rapid adoption and capability improvements of C-UAS systems.

The technological advances and capabilities of sUAS requires immediate attention [44 ].

2.4 AnyLogic Simulation Modeling Software

AnyLogic is a simulation modeling software that enables real world problems to be ad-

dressed quickly and efficiently. Instead of performing actual experiments that can be too

expensive, too dangerous, or too time consuming, AnyLogic allows the users to create ab-

stract models that accurately represent the original systems.

There are two types of models used currently, analytical and simulation models. Analyt-

ical models can be sometimes be referred to as spread-sheet based modeling, using software

such as Microsoft Excel. This system can work for many experiments, but lacks the dynamic

aspects of simulation modeling. Simulation modeling, such as what is used in AnyLogic, pro-
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vides executable models or experiments that utilize multiple functions to produce the user’s

desired outputs.

Inside the simulation aspects of AnyLogic, the software utilizes three ”methods” or frame-

works for model development. These methods are system dynamics, discrete event modeling,

and agent-based modeling. Grigoryev [46 ] illustrated these methods in Figure 2.11 and shows

the varying amount of abstraction as chosen by the user. It is the simulation method referred

to as agent-based modeling that will be addressed further [46 ].

Figure 2.11. Methods of simulation modeling [46 ]

2.4.1 Agent-based Modeling

Agent-based modeling is a fairly new type of event modeling and has become relevant

due to the improvements in computer sciences, mainly the advances in computer processors

and memory. Agent-based modeling using agents, state charts, flowcharts, and other various

functions to make experiments based on defined sets of rules created by the users [46 ].
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Agent-based modeling can serve as an appropriate venue to test maritime security policies

and techniques. Technical data can be inserted into a model to represent sensors, threat

capabilities, unmanned aerial vehicles, and different harbors, ports, and facilities. Modeling

would serve to validate which type of system mix may be most beneficial based on threats.

Additionally, the models provide data to further revise current maritime security policy

involving maritime threat characteristics and locations. Once a model is built, it can be

used to validate the security procedures of a port, harbor, or base, while different scenarios

can be used to test and refine security policy and C-UAS defenses.

2.4.2 Previous C-UAS Research using AnyLogic

There have been instances of AnyLogic simulation modeling being used in the past to

research C-UAS defense. The work was performed by Cline and Dietz [14 ] from Purdue

University in an attempt to assess the capabilities of a C-UAS system’s ability to deter

threatening drones in and about prison yards. The threat drones were being utilized to drop

drugs, cell phones, and paraphernalia over the fences of the prisons for the prisoners to pickup

without the authorities detection. Figure 2.12 shows the physical prison representation from

that model.

The authors were able to utilize several assumptions from hypothetical detection and

mitigation systems as inputs into the model. Once the model was developed, randomized

flight paths and flight speed dependent variables were inserted to test their hypothesis.

The authors were able to analyze the outputs and determine the probability of interdiction

resulting from increasing the speed of a C-UAV UAV against the static speed of the threat

UAV [14 ].
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Figure 2.12. Example of previous work using AnyLogic for C-UAS [14 ]
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3. METHODOLOGY

3.1 Research Framework

This research utilizes a parametric-driven approach based on a hypothetical detection

system and enhanced watch stander capability to successfully defend a high value unit (HVU)

positioned on a naval installation from attack from an autonomous sUAV.

This research paper will utilize agent-based modeling software for adjusting and deter-

mining parameters that could lead to successful maritime security or port security defenses.

This research will assume naval installation detection platforms and mitigation techniques

based on proposed sensor data and developmental and in-place interdiction systems. The

inability to field test a comprehensive detection, tracking, and interdiction system for threats

is the reason AnyLogic modeling software will be used. Expense, risk and time are essentially

unrealistic when attempting to perform these tests live [47 ]. This software can affordably,

effectively, and quickly assist in the development of real-time solutions to real-time problems.

The model will be based on the hypothetical harbor monitoring sensor performance data

and an assumed autonomous, weaponized sUAV threat. Variables within these simulations

will consist of altering the speed and approach trajectories of a weaponized sUAV threat.

Additionally, variable watchstander response times will potentially influence the success rate.

The mitigation method utilized by watchstanders will be of the kinetic variety and will consist

of standard-issue M4 rifles and standard-issue M4 rifles with Smart Shooter’s SMASH system

integration. This high likelihood of success with low likelihood of collateral damage makes

the M4 SMASH system a viable option for C-UAS defense.

Since the autonomous, weaponized sUAV will be in fact weaponized, the goal of the

simulation is to detect and safely mitigate the drone prior to reaching the high value unit

(HVU). The simulation will provide data to include time to detection, mitigation success,

time to mitigation, time of watch stander response, and distance to ship before mitigation,

if applicable. The AnyLogic model project, from which all modeling and configuring was

performed, can be seen in Figure 3.1 
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Figure 3.1. AnyLogic simulation model project [48 ]

3.2 Simulation Attributes

The model characteristics are determined via extensive literature review, subject matter

expert (SME) consulting, and real-life, real-time field data gathered. Additionally, some

assumptions will be made based on the lack of white paper material, classification levels,

and accessibility. The model will use performance metrics that are have been utilized in the

past to measure system effectiveness. The probabilities, times, and locations of detection,

tracking, assessment, and mitigation will be utilized to evaluate the performance of the model

[49 ].
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3.2.1 Harbor Simulation Attributes

Figure 3.2. Naval Station Mayport [48 ]

The physical location in which the harbor model will be based on will be Naval Station

Mayport, located 15 miles east of Jacksonville, Florida. A satellite image of Naval Station

Mayport can be seen in Figure 3.2 . Naval Station Mayport performs as both a naval seaport,

as well as an air facility. The base is home to several operational and logistical support

commands, as well as approximately 15 home-ported ships from the United States Navy,

United States Coast Guard, and the Military Sealift Command [50 ].

There are several possible sites just outside of base for nefarious actors to take launch

from, to include nearby beaches, restaurants, and the St. Johns River. The St. Johns River

shares the open ocean access point with the ships basin. This close proximity to cargo,

shipping, and leisure vessels provides additional threats. The AnyLogic Model representation

of Naval Station Mayport can be seen in Figure 3.3 .
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Figure 3.3. Naval Station Mayport Main Agent Replication

3.2.2 Drone Simulation Attributes

The threat quadcopter was chosen as a representation of how a non-COTS, cheap, easy

to construct, autonomous-capable platform would perform under given variables. To build

and operate an equivalent platform would require at minimum a 500 dollars material cost

and a high school level of education. The fact that this drone can be effective while being

created mostly via parts made from a 3D printer should be a cause for concern. COTS

drones have the ability to be traced via receipts, credit card transactions, FAA-required

drone registration, and even commercial surveillance cameras.

The threat specifications include a maximum autonomous speed of 40 mph, 915 mHz

control link proven to 30+ miles of range, approximately two pound payload capacity, and

flight time of anywhere between 5-15 minutes, dependent on the environmentals and mission

variables. These threat characteristics are comparable to drones utilized in similar studies.
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Figure 3.4. Weaponized threat UAV in flight

Physical dimensions, speed, and payload capacity are consist with what subject matter

experts believe would be a viable threat.

The aircraft is capable of waypoint navigation, and could be simply modified to run

off computer vision-based navigation. The aircraft is capable of autonomously launches.

With no operator input, the threat could strike a target greater than three miles away with

relatively high accuracy. The threat quadcopter can be see in Figure 3.4 .
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Figure 3.5. M112 block demolition charge

Drone Haul

Composition C4 (C4) has been the explosive of choice for terrorists for many years.

Examples include the 2018 assassination attempt of Venezuelan President Maduro [9 ], [14 ]

and multiple Mexican cartel attacks along the United States’ southern border. The method

of attack for the assassination attempt was a DJI M600 drone carrying C4 explosives. The

Mexican cartel uses C4 with ball bearings to provide the effect of an enormous shotgun blast

[51 ].

C4 is a fairly common and accessible composite explosive that when used appropriately,

is extremely effective for general demolition purposes. The standard M112 block demolition

charge, as seen in Figure 3.5 and characterized in Figure 3.6 , is malleable, more intense than

TNT, and can be cut and shaped for uses such as blowing bridges and cutting steel [52 ]. This

steel cutting capability and the fact that the M112 charge is readily available are reasons

why they are being utilized in attacks, and this study.

In this simulation, either one or two M112 block demolition charges, allowing variables

for different attack speeds, will be attached to the bottom of the drone and will make up the

threat payload for the suicide drone.
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Figure 3.6. Characteristics of block demolition charges [52 ]

Drone Maneuverability Trial

Drone stability and maneuverability trials were conducted to determine the speed, dis-

tance of travel, and length of time airborne based on battery discharge with variably-weighted

payloads. As seen in Figure 3.7 , an open-field was used to test the flight plan. An area of

approximately 500 meters was used to deduce the overall effectiveness and characteristics of

the weaponized threat.

Top speed received without any payload was noted at 19.6 m/s, or 44 mph. Upon

addition of one 1.25 lb M112 block demolition charge, the stability and speed was slightly

reduced to 18.1 m/s, or 40.5 mph. The addition of a second M112 charge rendered the

drone less evasive and maneuverable.
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The overall flight was still successful with top speed reaching 15.5 m/s, or 35 mph;

however, the significant drain on the battery seemed to make operational flight time not

nearly as long. Battery discharge and life was extended when speed was reduced to 13.5

m/s, or 30 mph. This extended battery life would preclude possible launch points from

farther sites. These three speeds, 40mph, 35 mph, and 30 mph, make up the foundation for

the simulation speeds to be researched and analyzed.

Figure 3.7. Drone maneuverability trial path [48 ]
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Drone Simulation Construction

The weaponized drone threat will launch from just north of the St. John’s River, approx-

imately 1 km from the target vessel, as previously seen in Figure 3.3 . The drone will travel at

speeds of 30, 35, and 40 mph based on data gathered from field testing. 1000 simulations will

be performed for each speed against each mitigation system, SMASH M4 and iron-sighted

M4. Upon initiation, the drone will follow randomized flight paths, following appropriately

placed attractors in the AnyLogic system. As the drone travels southbound, it will navigate

through Flight Rows 1-4, as seen in Figure 3.8 and funnel towards the target for collision.

The drone will hone in on an integral fire-control system on the port side of the ship. This

collision would render the ship unable to carry out primary missions.

Figure 3.8. Drone Agent Statechart
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3.2.3 Detection Simulation Attributes

Cline et al. [14 ] utilized a hypothetical sensor that will be used for modeling based on

his C-UAV prison study. The average of performance characteristics of Bernardini et al.

[53 ] and listed specifications of DroneShield as reported by Birch et al. [54 ] for ranging

and success probability will be utilized in this study. The parameters and values of the

hypothetical sensors are listed in Figure 3.9 [14 ]. The sensor consists of a combination of

acoustic and radar detection systems. Upon detection and the resulting fix, an immediate

”all call” warning signal is sent to base and ship security forces, alerting them of the location

of the impending threat.

Figure 3.9. Hypothetical Sensor Model Parameters and Values [14 ]

Four hypothetical sensors are strategically placed along the edge of the St. Johns River

with overlapping coverage to the north of Naval Station Mayport. With a single threat

coming from the north, only four sensors were utilized. It should be noted that any facility

would provide full coverage in all cardinal directions, but that grand strategic plan is for

future work and not relevant to this experiment.
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3.2.4 Mitigation Simulation Attributes

The C-UAS mitigation occurs via topside watchstanders with either standard issue M4,

or with standard issue M4 with SMASH system integration as seen in Figure 3.10 . These

watchstanders will standing watch topside, either on the bow, amidships, and near the stern

of the high value unit. Once the sUAV is detected by the hypothetical sensors, the high

value unit and all other base assets will be notified of impending threat. Upon notification

of impending threat, watchstanders will respond within 0-10 seconds to the threat, locate it

visually, and position themselves in preparation for engagement.

Within this agent of AnyLogic, watch stander response and delay occurs, probability of

successfully mitigating the drone via iron sights M4 occurs, and probability of mitigating

the drone via SMASH M4 occurs. This is also where the successful mitigation animation is

generated, as well as experiment complete logic.

Table 3.1. C-UAS Mitigation Probabilities
Distance from ship (m) SMASH Mitigate Probability Iron Sighted Mitigate Probability

>500 0 0
>400 .01 .01
>300 .05 .05
>200 .10 .10
>150 .33 .15
>100 .50 .20
>50 .66 .25
>0 .90 .33

The standard issue M4 mitigation probability is the same as the SMASH M4 until drone

location falls inside the SMASH system’s maximum effective range of 250 meters. From

250-500 meters, both M4s have the same probability of successful mitigation. It is within

200 meters where the SMASH system delivers. The probability increases to 90 percent inside

50 meters for SMASH M4, while iron sights M4 never gets above 33 percent. Both success

rates at the applicable ranges are represented in Table 3.1 . The actual model logic can be

seen in Figures 3.11 and 3.12 .
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Figure 3.10. Mitigation Agent Statechart
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Figure 3.11. Iron Sights M4 Probability Logic

60



Figure 3.12. SMASH M4 Probability Logic
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4. RESULTS AND DATA ANALYSIS

Chapter 4 details the summarized outcomes from the AnyLogic modeling simulations based

on facts and assumptions gathered from intensive literature review, field testing, and subject

matter expert recommendations and analysis. Complete data can was too large to include

in the appendices, but can be reviewed upon request.

4.1 Data Review

The modeling software system AnyLogic was utilized to calculate the results of 6000

trial experiments. These experiments consisted of launching a threat aircraft from across

the St. Johns River near Naval Station Mayport in Jacksonville, Florida. The targets

consisted of surface warfare combatants stationed and physically moored pierside within two

kilometers from the threat launch point. Multiple randomized flight paths were used, as

well as randomized delay responses from the topside watchstanders onboard the ships. The

watchstanders were given one of two mitigation technologies, either a standard iron-sighted

M4 rifle, or an M4 rifle with SMASH technology integration. The weaponized threat speed

was the only dependent variable, and was set a speeds of 30, 35, or 40 MPH based on previous

field-testing data. The results of the data are displayed in charts and tables throughout the

following section.

Initial Data

As seen in Table 4.1 , the innovative and enhanced technology out-performed the tradi-

tional methods. With the SMASH system integrated onto the M4 rifle, the threat drone

traveling at the two slowest measured speeds of 30 and 35 MPH was only able to reach the

desired target four times each out of the 1000 simulation runs. The threat reached the target

11 times each in the 40 MPH simulation experiments. The iron-sighted M4 was expected

to perform poorly when compared to the SMASH M4 integration system, and did not fail

to live up to those expectations. The most dangerous threat, the 40 MPH drone against

a watch stander supporting an iron-sighted M4 was successful at penetrating the defenses
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232 times. The watch stander versus the 35MPH and 30MPH threat did not perform much

better, allowing penetrations 199 and 125 times out of 1000 simulation runs respectively.

Table 4.1. C-UAS Mitigation Data Summary
Speed Weapon System M-D Time Strikes/1000 attempts Mean Distance to Ship

30 SMASH 48.7 4 201.4
35 SMASH 42.6 4 186.3
40 SMASH 37.7 11 182.6
30 IRON 48.6 125 173.4
35 IRON 42.4 199 147.9
40 IRON 37.1 232 140.8

Mitigation Times Data

The distribution comparisons between the times to mitigate provides data stating that

the SMASH M4 times are slightly less that that required to mitigate via iron sights. The

average time for the SMASH M4 to mitigate was right at one minute at 59.9 seconds, while

the average time for iron sighted M4 to mitigate was 62.9 seconds. Granted, three seconds

may not seem like much time, but it would at the absolute least provide one more three-round

burst to occur prior to a target strike. The fact that 3rd quartile numbers are significantly

lower cannot be overlooked either. On average, the Q3 mitigation time on SMASH M4 was

65.6 seconds, while traditional M4 sights averaged 69.9 seconds. The SMASH M4 was able

to engage and deter the threat at least 1-2 three-round bursts faster than the traditional M4.

Table 4.2. Time to mitigate data
SMASH40 SMASH35 SMASH 30 IRON40 IRON35 IRON30

Mean 52.4 59.3 68 54.2 64.6 69.8

Min 34.5 37.8 42.3 29.2 34.8 37.3
Q1 48 53.9 61.7 48.3 55.1 62.1

Median 53 60.3 69.1 55.6 62.6 70.5
Q3 57.2 64.9 74.7 61.4 69 79.2

Max 70.2 81.3 92.7 72.3 82.7 96.4
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Figure 4.1. Time to mitigate boxplot

Distance to Ship Data

Based on the improved accuracy of the SMASH M4, the watch stander was able to miti-

gate the threat UAV much farther out from the ship that with traditional iron sights. Once

the drone was able to penetrate within 250 meters of the ship, the SMASH M4 mitigation

percentages increased dramatically, resulting in both fewer overall target strikes and at an

increased range from the ship at which the drones were mitigated. The SMASH system

against the threat at any speed was able to mitigate on an average of 190.1 meters, while

traditional iron sights performed average mitigations at a range of 154 meters.

While not necessarily an overwhelming amount with merely a 36 meter difference, the

frequency of close calls is evident when looking at the statistical first quartile (Q1) ranges.

The average distance to the ship when mitigated based on the three speeds at the Q1 data
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Table 4.3. Distance to ship data
SMASH40 SMASH35 SMASH 30 IRON40 IRON35 IRON30

Mean 182.6 186.3 201.4 140.8 147.9 173.4

Min 0 0 0 0 0 0
Q1 109.8 113.9 125 7 26.7 58.4

Median 165 167.5 179.2 112.4 133.3 160.8
Q3 251.1 258.7 271.9 241 240.7 274

Max 462.6 463.9 491.6 498.2 493.9 491.8

measure shows that the SMASH M4 systems mitigated at 116.2 meters, while standard iron

sights mitigated at 30.7 meters. This can be better visually represented by the bar graphs

below illustrating the frequency of at which the threat was mitigated, based on distance to

the ship.

Clearly the distribution is significantly skewed left during the review of the iron sights

data, thereby alluding that the 36 meter difference in the average distance does not show how

effective the SMASH system actually is. By mitigating more targets at a farther distance,

the SMASH system provides a greater distance of target elimination and more room for

errors pending other environmental variables.

4.2 Inferential Statistical Analysis

In order to demonstrate that the results of the experiments were due to decided variations

vice random chance, testing for statistical significance was completed via the Mann-Whitney

U Test. This non-parametric test compared two groups in which the dependent variable are

not necessarily normally distributed, as in the case of the differences between the SMASH sys-

tem and the traditional iron sighted M4. The data was collected and bundled to compare the

populations in the categories consisting of mitigation times, detection times, watchstander

response delay times, and distance from ship at time of mitigation.

For the performance claim that this document is making, significance tests were done in

two parts. First, all pooled data, independent of speed from the two mitigation systems,

were collected and compared. Secondly, the individual speeds for each mitigation system were
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Figure 4.2. Distance to ship boxplot

compared to their counterpart for 30, 35, and 40 MPH respectively. The results provides

the evidence that the difference in averages is significant across all effects tested.

Approximately 12,000 simulation iterations of pooled data were compared between SMASH

system and Iron Sights, resulting in a p-value of 0.00674. Additionally, significance tests were

conducted were based on the two mitigation techniques, SMASH and Iron Sights, and the

mean distances to the ship at which they were mitigated, dependent on speed. The SMASH

system probabilities changes from the standard M4 traditional Iron sights once the threat

moves within 200 meters from the target. When SMASH at 30 MPH was compared to Iron

Sights at 30 MPH within 200 meters, the p-value was 2.22e-16. When SMASH at 35 MPH

was compared to Iron Sights at 35 MPH within 200 meters, the p-value was 1.56e-8. When

SMASH at 40 MPH was compared to Iron Sights at 40 MPH within 200 meters, the p-value

was 2.442e-15.
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4.3 Data Summary

Understanding that an enhanced version of the traditional M4 must provide improve-

ment upon the likelihood on threat mitigation is a given. Understanding how or where the

improvements will come from is another. It is evident that the increased threat mitigation

percentages inside 200 yards is where the benefit lies. The increased distance from the ship of

threat mitigation cannot be understated. Lastly, the fact that a total of 26 threats were able

to penetrate the defenses in 3000 simulations, compared to the 556 successful target strikes

in 3000 simulation against traditional M4 sights emphasizes the need for implementation

into the fleet.
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Figure 4.3. Frequency distance SMASH
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Figure 4.4. Frequency distance Iron Sights
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5. CONCLUSIONS, DISCUSSIONS, AND

RECOMMENDATIONS

5.1 Introduction

The purpose of this project was to address the lack of effectiveness of currently available

C-UAS defenses, to identify the gaps in the current defense in depth protocols, and to deter-

mine the feasibility of an enhanced last line of defense countermeasure to protect vulnerable

HVUs pier-side.

This experiment consisted of defending high value units afloat pierside at Mayport Naval

Station in Jacksonville, Florida, from a weaponized drone. The weaponized drone was based

on an autonomous drone, flying randomized flight paths at speeds ranging from 30-40MPH

based on internal flight control computing systems. This threat drone is assumed to be

impervious to traditional jamming, spoofing and dazzling techniques and can only be taken

down kinetically.

The defense consisted of a hypothetical detection and alert system with 96.4 percent

detection rates from acoustic and radar sensors. Upon detection, the hypothetical sensor

would trigger an ”all-call” alert system, similar to what is already implemented at naval base

security centers, notifying authorities, ships, and watch standers of an impending threat, its

location and vector. Upon notification of the threat, topside watch standers would have

anywhere from immediate response to a ten second delay to react and position themselves

to a location to accurately intercept and mitigate the threat.

Watch standers were supplied with either a traditional, iron-sighted M4 rifle or an en-

hanced M4 model, implemented with the SMASH, a fire control-enabled, ballistic-assisted

system that provides an ”one shot, one kill” hit probability. Mitigation probability per-

centages were assumed based on maximum effective ranges of both the M4 rifle and the

SMASH-enabled M4 rifle.
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5.2 Conclusions

6000 simulation runs were conducted using AnyLogic modeling software to determine

how effective the SMASH system can be when compared to traditional iron-sighted M4s.

It is evident from the data given that the SMASH system provides a higher probability of

success in the defense of high value units in port while afloat pierside.

The SMASH system only allowed 26 penetrations through the defenses in 3000 simulation

runs at various drone speeds. The most difficult threats, the 35 and 40MPH weaponized

drones allowed 11 target strikes in each of their 1000 runs; 30MPH threat only allowed

4 strikes of the high value unit. The SMASH system was 99 percent effective in drone

mitigation.

The iron-sighted M4 allowed 125, 199, and 232 strikes in each of their 1000 simulations

based on speeds of 30, 35, and 40MPH respectively. The traditional M4 allowed strikes 556

times out of the 3000 attempts, for enabling the drone to be successful 18.5 percent of the

time.

Distance from the ship when mitigation occurred was a significant observation made

during the modeling. The watch standers utilizing the SMASH system were able to mitigate

the threat at an average range of 190 meters away from the ship, while the watch standers

wielding traditional iron-sighted M4s allowed the threat to penetrate to within 154 meters,

on average, before mitigation. The most lethal drone, traveling at 40MPH against the iron-

sighted M4 was mitigated on average only 140.8 meters from the ship. That being said, that

particular threat again struck the high value unit 23.2 percent of the time.

The frequency at which the drones were able to penetrate within 50 meters was quite

astounding. 889 occurrences out of 3000 simulations resulted in either target strike or miti-

gations within 50 meters. This is far too close to the ship for any base commander or ship

captain to feel comfortable with. The 29.6 percent mitigation or strike percentage within 50

meters must be addressed. Environmental concerns such as weather visibility or increased

watch stander response delays greater than 10 seconds would only increase this percentage.
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5.3 Future Work

Accurate numbers, not valid assumptions, need to be inserted into the model to provide

a better overall picture and accurate assessment of the SMASH system’s ability to compete

with the traditional iron-sighted M4s. Field testing of standard M4 rifles and SMASH-enable

M4 rifles against drones at various speeds, heights, and evasive action flight paths will provide

the data required to perform a more accurate model.

Once the model becomes more accurate, it can be disseminated and implemented to

existing naval bases to more precisely prepare defenses and doctrine against drone threats.

The knowledge of knowing what type of threat drone the base would be up against is essential.

The defenses, to include detection and notification systems, can be based on the time needed

to effectively defeat a weaponized drones.

The model could be improved in various ways. The model could use better detection

and alert systems. The model could be run again with multiple watch standers, using

combinations of traditional and enhanced M4 systems, as well as run with multiple SMASH

systems to provide even better mitigation percentages, as well as mitigation from the ship

distances.

Additionally, threat generation or launch points could also provide better randomization,

as well well as threats development enhancements. Instead of using a quadcopter, perhaps a

fixed wing threat based on quickness vice being impervious to countermeasures could provide

additional simulations and experiments.

This model represents a static target with watch standers using various M4 rifles. Another

possibility or future use of the model would be to implement the use of the SMASH system

integrated onto crew-served weapons while entering or leaving port. This is a potential

possibility to better defend the ship while transiting straits, channels or other restricted

water locations. Additionally, these enhanced crew-served weapons could be used when the

risk of collateral damages to civilian and friendly populations are lower.

Throughout this research there was zero discussion about the upkeep and maintenance

required to keep these systems functional. There should be a discussion regarding how many

units should be provided to ships or bases. Training watch standers to use and maintain the
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weapon should be fairly simple based on the fact that these system will be implemented onto

existing M4 rifles. There was no discussion about the cost-benefit analysis and procurement

of the systems. These are but a few items needs to be discussed in the future.

5.4 Final Thoughts

SMASH is a proactive approach to improve C-UAS defenses. This option is better than

traditional iron sights and is better than utilizing a reactive approach. It is clearly an

inexpensive option that should be discussed and implemented as lasers, dazzlers, and other

defenses of the future are developed, at a cost. Additionally, implementing SMASH systems

onto already existing M4s enables Sailors to easy to train for these inevitable scenarios.

These systems can be taken to sea to test on open ocean shooting ranges. Maintenance and

upkeep of these handheld devices .

The simulation modeling experiment, when integrated with accurately field tested ballis-

tic data, could easily be replicated at any number of naval, army, and coast guard bases. This

replication can give an estimated timeline into how to best defend high value units across all

branches of service. By running this model, base commanders could improve training, drills,

sensor locations, and weak points or gaps within current doctrine for defending against this

threat. By knowing the threat, and assuming speeds and distances to assets, base comman-

ders can actually prepare and be proactive in this escalating arms race between UAV and

C-UAV technologies.

Standard M4 rifles provide no significant ability to reduce the risk of collateral damage

when attempting to mitigate a threat drone inbound. The lack of proficiency for topside

watch standers against incoming drones means more shots required to mitigate, as well as

more risk for collateral damage due to random or errand shots. The SMASH M4 does not

allow the operator to even pull the trigger without an accurate shooting solution. Even in

the low likelihood that there is a miss, the missed round would still travel downrange towards

the target, not wildly off-range towards civilians or other assets.
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There is no silver bullet to eliminate the threat from weaponized drones. The SMASH

system is a quick action opportunity that can be easily given to topside watchstanders in an

effort to improve the successful mitigation likelihood against weaponized threats now.
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